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Abstract. Automated vehicle security system plays an important rule in nowadays 
advance automotive technology. One of the methods which can be applied for a security 
system is based on biometric identification system. Fingerprint recognition is one of the 
biometric systems that can be applied to the security system. In this work, fingerprint 
recognition system to start the motorcycle engine is developed. The fingerprint of the 
owner and other authorized persons will be stored into the database, then while the time 
of starting the engine of the vehicle, the fingerprint will be validated with the database. 
The minutiae extraction method is applied to find the difference of fingerprint each 
other after turn the image into grayscale and thinning. After the extraction, the next step 
is finding the ridge edge and bifurcation. The result of the image will be used as input to 
the Artificial Neural Network (ANN) to recognize authorized person only. The 
experiment of fingerprint recognition system shows that automatic start-stop engine 
using fingerprint recognition system based minutiae extraction and Artificial Neural 
Network (ANN) has accuracy 100 % and 100 %, respectively. 
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1 Introduction  
An Automated security system for vehicle plays an important role in the current advance 
automotive technology, which supported the industry revolution 4.0 [1]. One of the 
methods, which can be applied for security system, is based on biometric identification 
system [2]. The biometric recognition system is also an effective solution for personalizing 
vehicles, according to driver characteristics, allow drivers to access confidential 
information stored in vehicle databases and improving the security system of the vehicle 
[3]. Biometrics is automated methods used for person recognition based on physiological 
and behavioural characteristics [4]. The use of biometrics for identification or verification is 
increasing in because biometric qualities are extremely difficult to replicate, and do not 
change for a lifetime [5]. 

Fingerprint recognition is one of the biometric security systems that can be used [3]. 
Fingerprint recognition is one of many biometrics that commonly used to protect a system. 
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Every single person has a different fingerprint pattern so that makes fingerprint biometric is 
very safe as a security system. Other than that, fingerprint recognition has a high accuracy. 
There is another biometrics system like voice recognition, face recognition, iris recognition, 
and palm vein recognition [6]. 

Figure 1 shows the percentage of all the biometrics often implements in the security 
system. The figure shows that the fingerprint recognition is the most favourable used for the 
security system. Each biometrics have an advantage and a disadvantage as shown in Table 
below. In Table 1, there is three comparison thing from all biometrics. Fingerprint has a 
high accuracy, medium level of easy to use, but low user acceptance because for some 
cases that the user's finger is too dirty or dry. 

 

 
Fig. 1. Percentage of biometrics used [11]. 

Table 1. The difference of each biometrics [11]. 

Biometrics Accuracy Easy to Use  User Acceptance 
Face Low High High 

Fingerprint High Medium Low 
Iris High Medium Medium 

Palm Vein  High High Medium 
Voice Medium High High 

2 Literature review  

There are three main steps on fingerprint recognition; they are image enhancement, image 
extraction, and image recognition [12]. The first step is Image enhancement, the function of 
this step is to make a better quality of fingerprint images as input for image extraction. The 
second important step is image extraction. In this function, the unique fingerprint pattern of 
each person is developed. The output of image extraction becomes the input for fingerprint 
recognition system. In the recognition system, the fingerprint will be matching a fingerprint 
with the fingerprint on the database. The output of the recognition system will use as input 
to the Arduino, which will be activated to start and stop the engine. From Arduino 
connected to the active relay to starting the engine if the fingerprint is authorized with the 
database. 
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connected to the active relay to starting the engine if the fingerprint is authorized with the 
database. 

There are some steps on image enhancement of fingerprint, they are Histogram 
Equalization, Fingerprint Enhancement by Fourier Transfer, and Fingerprint Image 
Binarization [13]. After image enhancement is minutiae extraction. To get a unique pattern 
of a fingerprint, the image must be thinned before. Fingerprint recognition has some way of 
matching a fingerprint-like minutiae match and neural network. Hardware needed for this 
project is an Arduino, fingerprint sensor, and relay. So, below is the diagram of the basic 
flowchart of fingerprint recognition system on this project. 

2.1.  Image enhancement 

Fingerprint image enhancement is used to make the image clearer for easy further 
operations. Since the fingerprint acquired from fingerprint sensor is not in the perfect 
quality, those enhancement methods, for increasing the contrast between ridges and valleys 
[14]. This method is also used for connecting the false broken points of ridges due to an 
insufficient amount of ink, are very useful for keeping a higher accuracy to fingerprint 
recognition [15, 16]. There are three types of method for image enhancement; Histogram 
Equalization, in this type is done by expanding the pixel value distribution of an image so 
as to increase the perceptional information [13]. The seconds type of image enhancement is 
Fourier Transform, this method is done by connected some falsely broken points on ridges 
and to remove some false connections between ridges [15]. The last type of enhancement 
type is binarization, in this type basically stating the obvious, which is that the true 
information that could be extracted from a print is simply binary; ridges versus valleys [15]. 

2.2. Minutiae extraction 

Before extraction, the image of fingerprint should be thinned first. Minutiae can be defined 
as the points where the ridge lines end or fork. So the minutiae points are the local ridge 
discontinuities and can be of many types. These types are [15]: 

i. Ridge ending: a ridge that ends abruptly. 
ii. Ridge bifurcation: a single ridge that divides into two ridges. 

iii. Short ridge, island or independent ridge: a ridge that commences travelling a short 
distance and then ends. 

iv. Ridge enclosures: a single ridge that bifurcates and reunites shortly afterwards to 
continue as a single ridge. 

v. Spurs: a bifurcation with a short ridge branching off a longer ridge. 
vi. Crossover or bridge: a short ridge that runs between two parallel ridges. 

2.3 Fingerprint recognition 

Fingerprint recognition is the process of comparing questioned and known fingerprint 
against another fingerprint to determine if the impressions are from the same finger. It 
includes two sub-domains, one is fingerprint verification and the other is fingerprint 
identification. 

Fingerprint verification is to verify the authenticity of one person by his fingerprint. 
Fingerprint identification is to specify one person’s identity by his fingerprint without 
knowledge of the person’s identity, the fingerprint identification system tries to match his 
fingerprint with those in the whole fingerprint in the database. Artificial Neural Network 
(ANN) is applied as a method for fingerprint recognition. 
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2.3.1 Artificial neural network 

Artificial Neural networks (ANN) algorithm is used to simulate same or all the 
characteristic of the biological neurons that form the structural constituents of the brain. 
There are two important phases in ANN, training phase and testing phase. In the training 
phase, data train in ANN in order to develop the model of the data. Testing phase, the data 
are tested into the model that had been developed [18].  
 

 
Fig. 2. MLP neural network. 

From fingerprint sensor to take an image of a fingerprint which connected with Arduino. 
Software that used to support this project is MATLAB. Image enhancement,  image 
extraction, and fingerprint recognition are using MATLAB. 

3 Research methodology 
In this project start-stop engine based on fingerprint recognition, considers Industrial 
Revolution 4.0 in which technological advances in automotive became the important 
focused are rapidly developing. The research methodology of this project refers to [21] with 
the approach through quantitative approaches. 

A fingerprint taken from the sensor will be processed in the MATLAB through 
fingerprint recognition system. The output from the fingerprint recognition is used as input 
to Arduino to trigger the relay. The engine is starting if the output from fingerprint 
recognition is true or matched. 

In order to achieve the objective of this project, the following procedures will be 
considered: 
i. This project will start with the understanding of fingerprint image processing, artificial 

intelligence technique, and hardware development. 
ii. Development of fingerprint detection, and feature extraction technique. 

iii. Development of fingerprint recognition system.  
iv. The development of the fingerprint recognition system is done in this step using ANN 

as an intelligent recognition system. 
v. Development of Matlab for an automatic start-stop engine based on fingerprint system.  

vi. Matlab® used as a tool to develop start-stop engine program. 
vii. Development of hardware integrated system for an automatic start-stop engine based 

on fingerprint recognition system.  
viii. Hardware used Arduino in order to get the input from Matlab and trigger the relay to 

activate the vehicle.  
ix. Analysis of the performance of the proposed system. 
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4 Experimental work 
In this section,  the performance of the proposed Automotive Start-Stop Engine Based on 
Fingerprint Recognition system. There are three important subsections, they are 
experimental setup, experimental result, and experimental analysis. 

4.1 Experimental design 

In this experiment, the data are taken from the real situation, with two persons and each of 
them took data of their finger ten times. Five of the finger data will be used as training data 
and five other data used as testing data. 

Figure 3 that shows the fingerprint system scheme, the fingerprint sensor sent the data to 
the Arduino that will transfer to PC to be identified.  The identify finger print will active the 
relay on the engine.  
 

 
Fig. 3. Overall of the proposed system. 

4.2 Experimental results 

In order to evaluate the effectiveness of the proposed fingerprint recognition system, the 
experiment is then into different phases (training and testing phases). In the training, data of 
authorized person are recorded using fingerprint sensor. The data processed on a fingerprint 
recognition system using a MATLAB program until the system can find the unique pattern 
of someone's fingerprint. The pattern of authorized person then saved in the database, the 
fingerprint of authorized person will be cross-checked using Artificial Neural Network with 
the data in the database. The image scanned from the fingerprint sensor is a grayscale 
image as shown in Figure 4 below. 

 
Fig. 4. Fingerprint scanned from a fingerprint sensor. 
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From Figure 5 the image above should be converted to binary image in order to separate 
background and foreground of the image. Then the binary image is cropped within the core 
of fingerprint to reduce the area to be processed. In this process as in Figure 6. 

 
Fig. 5. Binary image. 

 
Fig. 6. Core of fingerprint.  

After turning the image into a binary of core fingerprint, the next step is thinning image 
(Figure 7). Thinning is an operation to remove selected foreground pixels from binary 
images, so the image looks like a line of the fingerprint. The last operation of fingerprint 
recognition is minutiae extraction (Figure 8). With minutiae extraction, the system will find 
many types of fingerprint ridge as explained at 4.4 minutiae extraction. The image of 
minutiae extraction is shown below. 

 
Fig. 7. Thinning image. 
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Fig. 8. Image of minutiae extraction 

The result of the minutiae extraction technique is an extraction matrix which 
representation of the significant location of the bifurcation. Table 2 shows the output from 
the minutiae extraction will be used as input to the recognition system that applies neural 
network. The result of the experiment resulting 100 % and 100 % for both training and 
testing phase accuracy, respectively. 

Table 2. Experiment result. 

Person Training Accuracy (%) Testing Accuracy (%) 

Person 1 100 100 

Person 2 100 100 

4.3 Experimental analysis 

In this project, Automatic Start-Stop Engine Based on Fingerprint Recognition is 
developed. The data are taken from fingerprint sensor. Then the fingerprint data processed 
in the fingerprint recognition using MATLAB. The result from MATLAB became an input 
to the Arduino and give a command to relay. The relay activates the engine. The result of 
this experiment has an accuracy of  100 % in training phases and the accuracy of testing is 
100 %. From the result can be concluded that the proposed system is relatively reliable 
since it has a good accuracy of 100 % and 100 % for training and accuracy phases 
respectively. 

5. Conclusion  
Safety and comfort as a part of human factor play important role in nowadays advance 
automotive technology. Security system on a vehicle, as one of the safety aspects, is 
susceptible to an unidentified person. The conventional security system has potential to be 
lost, stolen or duplicated by someone. Due to that reason, a biometric method can be one of 
the solutions for the authentication for the driver by using their fingerprint is one of the 
potential solutions. The experiment shows the system reliable to recognize the authorized 
person, since it has good training and testing accuracy, respectively. The face recognition 
system is then installed in Hardware which consists of Arduino®, relay, and the engine, the 
result shows that the system is a success to be implemented.  
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