E3S Web of Conferences 161, 02002 (2020)
ICEPP-2020

https://doi.org/10.1051/ e3sconf/202016102002

THE MECHANISM FOR IDENTIFYING AND RESPONDING TO
REAL AND POTENTIAL THREATS IN THE SYSTEM OF
ENSURING ECONOMIC SECURITY IN INNOVATION AND
INVESTMENT POLICY
Anna V. Shokhnekh1,*, Yuliya V. Melnikova1, Tatiana A. Dugina2, Alexander V. Nemchenko2, and Alexey A. Mironov3
1Volgograd

State Socio-Pedagogical University, Volgograd, Russia
State Agrarian University, Volgograd, Russia
3Volga State University of Technology, Russia, Yoshkar-Ola
2Volgograd

Abstract. Forming the concept of the essence of economic security of innovation and investment policy
makes it possible to use it as the foundation for making managerial decisions aimed at enhancing such
attributes of sustainability as competitiveness, paying capacity, enterprise, and adaptability. The mechanism
for identifying and responding to real and potential threats in the system of ensuring economic security in
the innovation and investment policy will make it possible to carry out a set of interrelated measures of an
economic, legal, organizational nature: to formulate and apply a system of measures to predict risks; to
prevent impacts leading to the weakening of internal and external threats to vital cycles in innovation and
investment policy at the macro, meso and micro levels; provide a sense of security for the management and
personnel, as well as capital involved in innovation and investment policy. The article explores the areas of
economic security based on the "Eulerian circles", reflecting different levels of security.

1 Introduction
The methodology for ensuring economic security of
innovation and investment policy, which includes a
mechanism, tools and indicators, and indicators, should
be determined by characteristics such as technology,
production capabilities, human resources, financial
security, prospects for market position, functional
features.
The system of real and potential threats is not static,
since threats can appear and disappear, increase and
decrease or exist in a hidden form for a long time.
The security threat is associated with the loss of
stability and the transition to turbulence of innovation
and investment policies at the meso- and micro level. In
the period of turbulence, intensive changes occur in the
internal and external environment of the business, and a
slowdown in growth rates might take place. During this
time “weaknesses” that need protection are identified. At
the same time, new opportunities, that should be taken
advantage of, are also indicated. Knowing the conditions
for the emergence of a turbulent environment can
contribute to creating a system of protection against
threats to economic security, "which should have
protective circuits of the financial, distributing and
property systems." Therefore, it is necessary to develop
general rules of the game, which should be understood
and applied for the conscious management of the
economic security system [Glazyev S. Yu .; Makarova
*

N. N., 2012]. It is important to develop such a system for
ensuring economic security of innovation and investment
policy, which is based on organizational flexibility and
planning, taking into account unforeseen circumstances.

2 Discussion
The mechanism for detecting and responding to real and
potential threats is based on the development of certain
scenarios that contain reflections on possible events that
may occur, which will provide resistance to turbulent
flow. In each scenario, there must be complied probable
situations of the future development of the innovation
and investment policy of the agricultural producer and its
structures, its correlation with other systems. The
optimal indicators of ensuring economic security are
determined under various combinations of factors and
external impact conditions.
The development scenarios of a possible determined
turbulent environment consist in the following
hypothesis:
- the laws of possible perturbations of the borderline
contour are deterministic;
- the stochastic features of the turbulent environment
of innovation and investment policy are generated by
external disturbances, which are amplified by chaotic
cycles.
If all instabilities of the borderline contour lead to a
displacement into the internal medium, then the position
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can remain mostly determinate even after the transition
to turbulence is completed (i.e., absolute and global
instabilities are not considered). The probability of
implementing each of the scenarios of innovation and
investment policy at the meso- and microlevels should
be assessed using expert assessments. An analysis of
innovation-investment policy scenarios at the meso- and
microlevels allows us to evaluate the effectiveness and
consistency of managerial decisions distributed in time
and space. Drawing conclusions, the authors argue that
the more the turbulence of innovation and investment
policies increases at the meso- and microlevels, the more
aggressive should be the reaction of the economic
security system to neutralize or reduce the intensity of
specific impacts [Makarova N.N., 2019; Kunitsa M.N.,
2017; Rogachev A.F., 2015].

4 Research part
Currently, the institute of economic security is being
actively formed, which is being built in conjunction with
the science, which involves the identification of the basic
principles and discloses the ontology of ensuring
economic security in a cyclic transformation:
1) the institute of economic security is a scientific
and methodological sphere in which the doctrine of
theories is written by civil society for its social needs and
needs from a protection perspective;
2) the institute of economic security represents the
scientific and applied sphere, which is used throughout
the life of society;
3) the institute of economic security is a subject to
theoretical and methodological components formed by
nature, which determines the direction of the laws of life
and being;
4) the institute for economic security identifies social
risks, which affect the economic system [Kaurova N. N.,
2012; Shokhnekh A. V., 2014].
5) the institute of economic security explores,
identifies and neutralizes the impact of the virtual
economy, which is based on: ignoring the world's tough
security mechanisms of property, liabilities, financial
income; lack of valuation standards; excess of the money
supply over tangible, intangible equivalents, valued at
unreasonable value;
6) the institute for economic security is formed on
evaluating principles of the analytical design
[Schumpeter Ya. A., 1982]; an assessment is an analysis
of qualitative and quantitative attributes that consumers
need to satisfy their desires (an assessment can include
both the costly component of a resource and consumer
demand; an assessment is a physical measure that obeys
the theoretical laws of physics);
7) the institute of economic security is formed on the
principle of control, which identifies inaccurate
estimates in the value of the consumer product, plays a
crucial role in the imbalance of many conceptual areas of
economic science;
8) the institute of economic security is formed on the
principle of coordination, which makes proposals for
adjustments to the normative and creative activities of
society on the basis of identified distortions and
inaccurate assessments.
Such an institutional approach is becoming a key one
and is complicated by the need to integrate agricultural
organizations into a digital communication field as a
condition for unlocking potential in rapidly developing
technological processes.
But fast integration into the digital field does not
occur in Russia. Given the huge size and diversity of
Russian territories, as well as the diversity of traditions
that determine the needs of the population, it is advisable
to form a digital information and communication field as
a state initiative in promoting innovation. State initiative
in sectors of the economy (especially in the business
environment) is accompanied by risks in promoting
innovation. That is why the issues of ensuring economic
security in the digital economy are becoming especially
relevant [Melnikova Yu.V., 2019].

3 Materials and methods
To test the proposed hypothesis, a statistical analysis and
synthesis of ontological approaches to innovation and
investment policy are used. It is advisable to disclose the
ontology of ensuring economic security in a cyclic
transformation using behavioral economics and
neuroeconomics. However, currently economic security
is interpreted both at the country level and at the level of
an economic entity.
At the macro level, economic security is represented
as a state of the economic system, which is characterized
by: 1) resistance to perceived threats and the ability to
identify development paths to protect national interests;
2) a high level of security of production and social
relations of a business entity from the negative influence
of internal and external factors, which indicates the
ability to increase the level of well-being of the people
and the development of the economy overall [Ganin O.
B., 2015; Melnikova Yu.V., 2020; Shokhnekh A.V.,
2019; Hol-cheva I. A., 2019].
It seems as an adequate point of view to argues about
the need for state protection of economic entities as a
high level of public relations in a state of law,
guaranteeing the stability of the areas of economic
reproduction regardless of internal or external
contradictions [Bykov, B. A., 2017].
The authors share the point of view, that protection
from threats involving targeted financing to minimize
risks determines the level of economic security that
ensures the sustainable development of the economic
system with a minimum probability of undesirable
changes, as: 1) it is constantly maintained the process of
eliminating and preventing possible negative impacts on
the economic interests of the subject; 2) the protection of
human and intellectual potential, information,
technology and profit level is ensured; 3) goals and
objectives are set, and they have an internal controlled
structure; 4) scenarios of the organization’s activity
routes under the influence of environmental factors are
determined [Melnikova Yu.V., 2019].
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Fig. 1. Analysis of risk factors for the mechanism of identifying and responding to real and potential threats in the system of
ensuring economic security in innovation and investment policy (Source: compiled by the authors [Shokhnekh A.V., 2018;
Melnikova Yu.V., 2019; Gerashchenkova T.M., 2014; Gladysheva A.L., 2014]).

predetermined the dominant role of service industries
and intangible production in the new “virtual economy”.
At present, when the intangible sectors of an innovative
product have exceeded the efficiency of the real sector,
crises are defined in the economy that prevent the
development of new areas of the digital economy
[Shokhnekh A.V., 2018; Makarova N.N., 2019; Gerashchenkova T.M., 2014; Gladysheva A. L., 2014].
Therefore, in the mechanism for identifying and
responding to real and potential threats in the system of
ensuring economic security in the innovation and
investment policy it is necessary to analyze the
conditions for implementing the information integration
strategy of electronic-digital management. They form an

Since the mid-twentieth century, basic economic
theory has been developing in separate directions, taking
into account the peculiarities of the property of
capitalism in the digital economy system from the
perspective of economic activity becoming virtual,
which was noted by modern and classic economists. But
highlighted features of the digital economy did not have
sufficient elaboration and corresponding attention from
the authorities.
Provisions of a theoretical and methodological nature
secured the basis for the effective operation of the
production economy, distribution, consumption as an
economy of the real sector. But technological
digitalization of the second half of the twentieth century
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competitiveness; the formation of distorted data on
consumer demand, erroneous projects of market offers,
loss of stability of pricing policy.
There should be mentioned the concept of I. Ansoff,
who made a significant contribution to the process of
forming economic application of turbulence [Prigozhin
I., 1985; Melnikova Yu.V.]. Such qualitative effects as
the state of expansion and repetition, change,
discontinuity, and unexpectedness are reflected in the
description of the model of the external environment of
the company.
These level characteristics describe a different
combination of qualitative indicators of variability and
possibility of predictability of external events. Each
qualitative level inherent in the conditions of turbulence
of the external environment can suggest the optimal
model of market behavior of an economic entity, which
is important in the system of ensuring economic security
of an economic entity. It is clear that the analysis of
environmental turbulence conditions for the frequency
and types of changes for the business entity will give
information flows about the phenomenon and processes
occurring in it to justify decisions made in the system of
ensuring economic security.

integrated complex organization, segmented into
external and internal elements of
impact (factors).
The functional elements of the mechanism for
identifying and responding to real and potential threats in
the system of ensuring economic security in innovation
and investment policy include:
1) identifying information about the critical points of
economic security of the information integration strategy
of electronic-digital management of agricultural
organizations;
2) forming information on the mechanisms of
economic security in the strategy of information
integration of agricultural organizations in the electronic
digital field;
3) forming information on economic security
mechanisms that neutralize fraud, cybercrime,
corruption, provocation of entrepreneurs’ victim
behavior of agricultural organizations in the Internet
space and other digital technologies;
4) forming information about errors in the system of
economic security at the micro level in the digital
economy.
The mechanism for ensuring strategic economic
security of innovation and investment policies of
agricultural organizations is formed under the influence
of the following factors:
1) favorable: stimulate the effective dynamic growth
of indicators in the digital economy; provide the needs of
the Internet users with space and electronic digital
techniques and technologies; increase competitiveness in
foreign markets; provide protection against various
threats and losses;
2) unfavorable: stagnate the production processes of
electronic-digital services and products; reduce the
achieved level, which provokes tension in the digital
economy management system in the strategy of
information integration of electronic-digital economy;
determine the threat to a balanced existence (Figure 1).
The main threat to the economic security of
agricultural organizations at the cognitive level of the
Internet users and other digital communications is a low
level of critical analysis capabilities, which is determined
by an unqualified faith: trust in the applied search
engines, clip operations, trans due to the constant
Internet surfing, hemophilia and etc. New business
opportunities at the micro level are being formed on the
new generation consumers’ way of thinking (high school
and university students) who are “born in networks” and
are significantly deformed.
An important development indicator of the digital
economy management system and a problem for the
mechanism of identifying and responding to real and
potential threats in the system of ensuring economic
security in the innovation and investment policy is the
accessibility of the Internet space, since payments,
orders, communication with authorities, society and
business are not possible without the Internet.
According to current conditions, it is essential to
build not only risk mitigation mechanisms, but also
identification of opportunities, the loss of which will be
equated for agricultural organizations with: loss of

5 Final part
According to the authors, the turbulent state is inherent
in all economic systems that are affected by external
factors that are manifested in the instability of the
national economy, reducing the dynamic growth of
economic entities. That is why, currently research has
been intensified on the possibility of ensuring the
economic security of business entities under turbulence,
which is one of the directions in modeling the optimal
mechanisms for eliminating threats.
A substantial study of ensuring economic security
will allow us to build an optimal model of the variant
choice of operating long-term relatively constant factors
(fi), trending (ft), stochastic (fs), fluctuating (fk).
Studies show that the methods of the science in
ensuring economic security can be defined in a
conditional model built with fundamental laws in mind.
The result of such a quantity can be marked by SESvv.
In the model of ensuring strategic economic security,
it is advisable to identify four factors that accumulate or
increase the level of economic security. Such factors can
have both positive effects that provide a level of
economic security, and negative ones that lead to
insolvency.
For simplicity and consistency of calculations, it is
proposed to identify four areas to which factors can be
attributed:
1) fi - relatively constant factors;
2) ft - trend factors;
3) fs - stochastic factors;
4) fk - fluctuating factors.
Obviously, the factors of providing economic
security (Fpes) - will be presented with the “+” sign, and
with the “-” sign will be reflected the factors of
insolvency of economic security (-Fies) (Table 1).
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Table 1. Classification of factors of the economic security.
Groups of factors providing economic security (Fpes)
fc - relatively constant factors
ft - trend factors
fs - stochastic factors
ff - fluctuating factors

Groups of factors of insolvency of economic security (-Fies))
-fc - relatively constant factors
-ft - trend factors
-fs - stochastic factors
-ff - fluctuating factors

Identified factors affecting economic security are
ranked in four areas. In order to ensure economic
security, there are factors selected which enhance
economic security, and then factors that reduce the level
of economic security.
Factors that reduce the level of economic security,
just like factors that enhance economic security, can fall
into 2, 3 or 4 areas at the same time.
To model the mechanism for identifying and
responding to real and potential threats in the system of
ensuring economic security in the innovation and
investment policy, the use of "Eulerian circles" is
proposed. Such diagrams were first introduced by
Leonard Euler in his work. Eulerian circles provide
visibility in the process of solving complex problems,
making the answers obvious
Figure 2 presents the factors and reflects the area of
the most enhanced level of economic security.

A visual express analysis of the level of ensuring
economic security based on the Eulerian circles is
presented in Figure 3.
Carrying out the analysis, it is necessary to
understand that the looser the circles look, the lower the
level of economic security is. And vice versa, the more
overlapping circles take place, the higher the level of
economic security is.
According to the same principle, it is advisable to
conduct a visual express analysis of the level of
incoherence of economic security. It is important to
analyze the presence of factors that threaten the
provision of economic security or reduce its level. All
factors are reflected in the chart with a “-" sign. The
level of economic security will also be reflected with a
minus sign and read as the level of non-co-operation (SESvv).
Figure 4 presents a visual express analysis of the
level of insolvency of economic security.
It is important to note that raising interest rates on
loans significantly affects the intensity of investment
policy in the field of agriculture in the Russian regions.
It is quite obvious that while the problem of import
substitution is not solved in terms of resources, there can
be no guaranteed food security of the state [Melnikova
Yu.V., 2019; Shokhnekh A.V., 2019; Shokhnekh A.V.,
2020]. It should be taken into the account, that this is a
complex not so much of sectoral and agrarian difficulties
as the intersystem, intersectoral and macroeconomic
problem of the interaction of managerial and financial
structures.
An integral segment of the mechanism for ensuring
economic security in innovation and investment policy is
insurance. Insurance allows you to compensate for
losses. Firstly, it is also one of the most stable sources at
the time of the risk of agricultural resources loss.
Secondly, it removes anxiety, and, therefore, stimulates
innovation and investment activity. In this context, the
importance of insurance is considered in order to provide
the economic security of users of insurance market
services. From the perspective of ensuring the protection
of the economic safety of insurance organizations, it is
vital to include the risk component in the structure of the
insurance tariff.
The insurance service for the protection of innovation
and investment activities of agricultural organizations is
a monetary indemnity for the insured upon the
occurrence of an insured event stipulated by the
insurance contract. In the economic concept, the
insurance service (which is sold on a paid basis) means
the transfer of risk from the insured to the insurance
organization in correlation with the occurrence of events
specified in the insurance contract.

Fig. 2. The area of economic security based on the "Eulerian
circles", reflecting a fairly high level (Source: compiled by the
authors [Shokhnekh A.V., 2018; Melnikova Yu.V., 2019;
Shokhnekh A.V., 2019; Shokhnekh A.V., 2020]).

An analysis of the level of economic security should
be carried out on the basis of a judgment on the
intersection of factor areas of ensuring economic
security. It means that as there are more overlapping
areas and often repeated factors in different groups, as
higher the level of economic security is.
Such four or three-fold intersection indicates
enhanced control over the level of ensuring economic
security in the economic entity.
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Fig. 3. Visual express analysis of the level of economic security based on "Eulerian circles" (Source: compiled by the authors
[Shokhnekh A.V., 2018; Melnikova Yu.V., 2019; Shokhnekh A.V., 2019; Shokhnekh A.V., 2020]).

The life cycle of insurance services differs from other
types of goods. Firstly, the service life cycle is much
longer. Since the company can sell insurance poles for a
long time - a year, two or three years, five years, decades
(while for most products with higher demand, this is
impossible). Secondly, the initial cost of designing and
introducing a service to the insurance market is much
less than for mass consumer products.
There exist amendments to the Federal Law “On
State Support in the Field of Agricultural Insurance and
on Amendments to the Federal Law“ On the
Development of Agriculture”, which are in force since
2016.
Consequently, forming of an insurance policy of
innovation and investment activities of agricultural
organizations is aimed at ensuring economic and food
security through the development of insurance services
and state support in the structure of adaptive reform.
This approach not only enhances the food and economic
security of the state, but also ensures the development
and promotion of insurance products in innovative

investment activities of agricultural organizations
[Melnikova Yu.V., 2019; Shokhnekh A.V., 2019;
Shokhnekh A.V., 2020].
Current trends determine the need for a compensating
mechanism based on insurance services in the model of
ensuring strategic economic security. This promotion is
especially convenient and relevant through electronic
communication channels. Promotion of insurance
services through the network contributes not only to
increasing the coverage of agricultural organizations
interested in insurance, but also to strengthening the
positions of insurers in terms of economic safety.
Recently, through the network, it is possible to regulate
insured events in case of minor damage, as well as
systematically keep records of insurers and information
about them remotely.
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Fig. 4. Visual express analysis of the level of insolvency of economic security based on "Eulerian circles" (Source: compiled by
the authors [Shokhnekh A.V., 2018; Melnikova Yu.V., 2019; Shokhnekh A.V., 2019; Shokhnekh A.V., 2020]).

resources, It should be considered that it is a complex
not so much of sectoral and agrarian difficulties as the
intersystem, intersectoral and macroeconomic problem
of the interaction of managerial and financial structures.

6 Conclusion
In the conclusion of the research, it’s determined that
there is an expediency of strategic management in
ensuring economic security, which is an important,
innovative way to provide successful activity. The
current state of the agro-industrial complex is being
substantially transformed under the influence of the
sanctions policy in the field of food restrictions for our
country. These changes over the past five years have
been acting simultaneously in opposite directions. On the
one hand, Russian sanctions are expanding opportunities
for domestic agricultural producers, which is already
reflected in the growth in output of food industry goods.
On the other hand, anti-Russian sanctions lead to higher
interest rates on loans for Russian producers. The
increase of the interest rates on loans significantly affects
the intensity of investment policy in the field of
agriculture in Russian regions. It is quite obvious that
food security of the state cannot be guaranteed without
solving the problem of import substitution in terms of
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