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Abstract. Efficiency in the use of energy resources is a priority for 

the "smart cities" trajectory of sustainable development. This is an 

essential condition for improving the economic, social and 

environmental well-being of citizens in general. The importance of 

life systems orientation to the consumer as an effective user is 

emphasized. The factors of sustainable development of 

technologies were identified: updating and modernization of fixed 

assets in the fuel and energy complex and other sectors of the 

economy, social and industrial infrastructure on a new 

technological and energy-efficient basis; provision of forecasting, 

full accounting and regulation of energy resources consumption, as 

well as reduction of their losses. The directions of increasing the 

energy systems efficiency in various sectors are generalized. The 

necessity of developing human resources through digital skills 

training was emphasized. 

1 Introduction 

World cities account for about 75% of global energy consumption and greenhouse gas 

emissions [1]. The cost of energy consumed in public buildings in the fields of education, 

healthcare, administrative management, makes up a significant part of the total 

expenditures of the public sector [2], and buildings make up 35% of the global final energy 

demand [3]. 

Global mitigation of climate change, environmental sustainability in general [1, 4, 5]; 

energy efficiency [6, 7], addressing the safety of urban residents [8]; attracting residents to 

optimize ways to solve problems in the application to urban living [8, 9,10, 11] require the 

implementation of an intellectual policy for the creation of “smart homes” and “smart 

cities”. “Smart systems” involve global digitalization of the life support system as a whole. 

The central role is given to Smart Energy Systems [12]. Human society is increasingly 

affecting the planet and its ecological system. Existing problems indicate that production 

and consumption patterns are not sustainable [13]. The noted positions highlight the 
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relevance of the study of the sustainability factors of appropriate technologies. The role of 

information technology and the digital economy is considered from the perspective of 

building the potential of promoting the creation of a “smart city” in order to improve the 

quality and standard of living of citizens. 

2 Materials and Methods 

Today, digital energy security is based on the following key concepts: dynamic 

sustainability and cybersecurity. Dynamic stability is understood as the ability of the system 

to restore an initial state or a state almost close to the initial state after a big disturbance, 

and cybersecurity as the main set of precautions and monitoring that all ICT users should 

take. This includes informing, safely configuring equipment and networks, updating 

software, refusing to provide employees and users with unnecessary system privileges or 

data access rights, and training [14]. 

Confidentiality and ownership of data is also a serious problem for consumers, 

especially since more detailed data is collected from a growing number of connected 

devices. For example, household energy use data collected using smart meters can be used 

to determine when someone is at home taking a shower or cooking. 

Energy technologies in a smart city can be evaluated from the perspective of energy 

conservation and the implementation of technological solutions. In the first case, we 

propose to focus on approaches to energy conservation, taking into account the construction 

and operation of smart buildings. Energy saving is based on appropriate technology. For the 

construction of buildings, this is, first of all, heating systems, as a rule, taking into account 

the environmental component. Priority is given to the choice of the spatial orientation of the 

building, zoning, construction and finishing materials. Technologies of this kind do not take 

into account the human factor, which reflects consumer behavior strategies. Thus, these 

technologies can be considered as independent; the result of their application is predicted 

with a high degree of accuracy. With regard to energy technologies involving direct 

consumer participation, their significant impact is recognized [15]. There are polar opinions 

regarding the role of consumers. So, on the one hand, their behavior is assessed as an 

obstacle to effective interaction, on the other hand, as a resource that must be used [16]. 

Further, C. Pelau and C. Acatrinei, having examined the effects of digitalization on 

household energy consumption, conclude that an increase in the number of consumers 

determines lower energy consumption in the digital economy [17].  

From the perspective of the implementation of technological solutions to the consumer, 

it is advisable to consider both the goal and the resource, since any technological solution is 

developed taking into account consumer preferences, and is focused on it. It is in this aspect 

that the connection between the welfare of the population and the transformations related to 

the use of modern energy technologies is considered. In particular, the priority of state 

policy is emphasized, including the provision of energy efficiency in the digital economy 

by the example of creating a “moderately well-off society” [18]. Smart city management is 

seen as a critical requirement for improving the economic, social and environmental well-

being of citizens [19]. In addition, the customer focus of all systems providing life support 

in cities is increasing, and consumer reaction is becoming a key component of the concept, 

which assumes the sustainable use of energy. Human and human potential gains a new 

understanding in the light of the digitalization of the economy [20]. 

Note that in the Russian Federation an irrational environmental management scheme is 

used. On the one hand, irreparable damage is caused to the environment, the climate of the 

entire planet, and on the other, the necessary residues of raw materials are burned. 

According to the State Statistics Committee of the Russian Federation, the volumes of 

energy production and consumption are significant - 1012 billion kWh. for 11 months of 
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2019 and have a tendency to increase by 1.2% in general and by 3.5% increased energy 

produced by nuclear power plants. The release of steam and hot water fell in 2019 by 2.2%, 

but the total volume is also impressive - 1,093 million Gcal (Table 1). 

Table 1. Production of the most important types of products in the Russian Federation. 

 

Production output in the Russian 

Federation 

January-November 

2019  year 

January-November 

2019  year 

v % k 

January-November 

2018  year 

Electricity. billion kW • h 1012 101.2 

including those produced by power 

plants: 

atomic 191 103.5 

thermal 640 100.5 

hydropower plants 179 100.9 

Steam and hot water. million Gcal 1093 97.8 

including released: 

power plants 510 97.6 

boiler rooms 498 97.7 

industrial recycling plants 82.2 99.7 

Scientists believe that the only source of renewable energy is suitable for large-scale 

energy - geothermal energy. At the same time, this is not the energy that is still used in our 

regions and the country. The priority here should be the potential of constantly heated 

underground rocks - petrogeothermal energy (PGE), which is many times higher than the 

energy potential of thermal waters and is also available anywhere in the world. For the first 

time, energy conversion installations for low-temperature thermal water appeared abroad. 

These installations in the Russian Federation are currently available in experimental design. 

Politicians, business executives, and other stakeholders are increasingly confronted with 

new and complex problems, as well as incomplete or imperfect information [21]. We single 

out a number of the most significant factors holding back the sustainable development of 

energy systems. 

Firstly, the extremely dynamic nature of energy systems, due to their high capital 

intensity and long regulatory life (for the main equipment of thermal power plants and 

nuclear power plants - 30 years, for equipment of hydroelectric power stations - 40 years, 

for hydraulic structures - 100 years). 

Secondly, the susceptibility of energy systems to moral, social, environmental 

deterioration. The obsolescence comes as a result of the use of advanced technologies in 

industries producing fixed assets and changes in the economic conditions of production, as 

well as the introduction of new highly economical equipment. By social depreciation we 

understand the increase in accident rate and the danger of operating the facility. 

Environmental deterioration occurs due to non-compliance with environmental standards. 

Thirdly, the lack of digital skills and internal barriers related to the company’s culture 

and thinking are the biggest obstacles to digital progress in the energy sector. About 71% of 

organizations in the industry need staff with joint experience working with domains and 

digital technologies, and 18% claim that they do not have a single employee with such a 

combined set of skills [22]. 

The industrial sector has used process control and automation for decades, especially in 

heavy industry, to maximize quality and productivity with minimal energy use. Intelligent 

transport systems use digital technology on all modes of transport to increase safety, 

reliability and efficiency. 
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The use of digital solutions for freight and logistics can reduce energy consumption by 

road transport by 20-25%. Examples of such solutions are GPS combined with real-time 

traffic information for route optimization, on-board monitoring and feedback, which 

improves the efficiency of environmentally friendly driving, the ability to connect vehicles 

that can safely reduce the gaps between truck platoons to increase fuel efficiency, and data 

exchange between companies throughout the supply chain to ship more goods in less travel. 

3 Results 

In combination with environmental intelligence technologies, smart metering will allow 

smart homes to dynamically adjust energy consumption, for example, turn off the heating 

when no one is in the room or automatically adjust the lighting depending on the actions 

taking place in the room. For electricity providers, smart energy systems provide energy 

where it is needed, when needed, by accurately matching supply and demand, thereby 

reducing the need for wasteful excess power, while increasing the integration of renewable 

energy sources such as wind and solar energy. 

The global goal of modern society is sustainable development. Smart systems in the 

digital economy through the efficient use of energy technology determine its feasibility. At 

the same time, groups of factors are taken into account that relate to the basic spheres of 

human life and have a direct impact on the level of his well-being (Fig. 1). 

  
Smart systems  

  

  Energy technology    

 Digital infrastructure   

Social 

sphere  

Economic 

sphere 

Environmental 

sphere 

Technology 

sphere 

Innovation 

sphere  

 
 Welfare  

 

 
  Sustainable development    

 

Fig. 1. Hierarchical interconnection of elements of the sustainable development system. 

The analysis showed that sustainable development is possible with the natural interest 

of the stakeholders in mutually beneficial cooperation. This is possible when both the 

manufacturer and the consumer of the results of the energy technologies development in the 

“smart city” system clearly understand each other's functions and in some cases perform 

common functions [23]. 

Thus, the pace of sustainable development will depend on the combined impact of 

changes in consumer behavior, political intervention, technological progress and vehicle 

technology. 

It is important to draw up plans and forecasts in several versions of the required amount 

of each energy resource, depending on the known need and expected one. This will make it 

possible to calculate the resource consumption for all consumers of the system [24]. The 

task of the best distribution of a certain energy resource between resource units (business 

processes or business units responsible for their implementation) and functional units 

(various consumers) under various restrictions on the size of the attracted resource can be 

solved using the functional process model. When constructing the matrix, we accept that 

the rows of the matrix denote business processes, and the columns indicate potential 

consumers. The numerical value of each cell denotes the amount of the analyzed resource 

consumed by this element of the system. Summing the values of the resource by the 
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columns of the matrix allows us to estimate its consumption per individual consumer, and 

by the lines shows how much resource will be required to develop a separate resource unit. 

Given the known resource needs of individual elements of the system (Xpij) and 

restrictions (ap,bp) on the use by a separate resource unit of the corresponding resource 

(electricity, gas, water): 

apij - the minimum amount of a resource of some type that can be used by a consumer of 

a resource unit; 

bpij - the maximum amount of a resource of some type that can be used by a consumer 

of a resource unit; 





M

i

pia
1

pipij bX ;                                           (1) 

.a
11

pi 



N

i

pip

N

i

bC                                               (2) 

It is required to determine the needs of other matrix cells and the total amount of 

resource consumed (Cp). 

If ap=bp , then 

   
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
N

i

M

j

N

i

M

j

pijppij bCa
1 1 1 1

                   (3) 

There is a unique solution to the problem and the distribution of resources is determined 

by the formula: 

pijpippij rkCx                                                        (4) 

If the amount of consumed resource is not set rigidly and can vary between the upper 

and lower boundaries, the resource requirements of individual consumers can vary within 

their limitations, often depending on external circumstances of a qualitative nature. In this 

situation, the procedure for determining the best option for the distribution of the resource 

among consumers is iterative in nature, where the formula is used to control calculations: 





M

j

pijpijpi

N

i

xrkCp
11

                                             (5) 

The determination of the unknown elements of the matrix can be carried out on the 

basis of the minimum necessary requirements (lower boundary). In this case, if the amount 

of the resource consumed by individual given elements (Xpij) is known and equal to d, 

where 


 


N

i

M

j

pijp xd
1 1

                                                      (6) 

The remaining unused resource (up to the lower boundary) can be reserved or 

distributed between the remaining unknown elements of the matrix (Xpij) in accordance 

with the modified formula (4): 
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pijpipppij rkdax )(                                                        (7) 

Natural monopolies serve different regions, therefore, when modeling the distribution of 

energy resources, it is advisable to take into account the territorial factor. In this case, it is 

possible to supplement the considered matrix with another dimension, by which it is 

possible to postpone the parameters characterizing the costs of resources arising in 

connection with the peculiarities of the territorial location. An axis with regions is 

displayed in the 3D matrix. In this case, the total amount of rows or columns will reflect the 

consumption of the analyzed type of resource not only for the type of producer and 

consumer of energy resources, but also for a certain territory. 

4 Discussions 

The feasibility and prospects of the "smart systems" introduction can be said by the results 

of the foreign economies development. Today, more than 50% of households in the US and 

Europe are "smart". A typical American household now uses more air conditioning, home 

appliances and consumer electronics than ever before. However, the average annual energy 

consumption per house has decreased. The reasons for this decline are to improve the 

thermal insulation of buildings and materials, increase the efficiency of heating and cooling 

equipment and devices, migrate the population to regions with lower heat consumption and, 

consequently, lower overall energy consumption. 

The number of houses is growing, energy consumption is decreasing - energy is being 

saved. Moreover, the average household living in a separate single-family house consumes 

almost three times more energy than a household living in an apartment building with five 

or more apartments. The needs for the implementation of “smart systems” in various 

spheres of life become, for the most part, basic, and are not considered as necessary and 

additional [23]. Accordingly, the view on the significant factors of welfare gains and 

sustainable development can be adjusted (table.2). 

Table 2. Directions for improving the efficiency of energy systems in various sectors and the quality 

of life as a result of digitalization. 

In the consumer sector In the industrial sector 
In the field of energy 

systems 

 Increased responsiveness 

of energy services - light 

sensors, dimmers, 

temperature settings to 

reduce or save energy 

demand 

 forecasting user behavior 

- automatic 

programming of the 

heating and cooling 

service, reducing energy 

demand at a specific 

time 

 intelligent thermostats 

and intelligent lighting 

(LED and fluorescent 

sources). 

 semi- or fully automated 

systems, automation of 

operations 

 robotic mining, remote 

mining, mine modeling 

 Use of global 

positioning system 

(GPS) and geographic 

information system 

(GIS) tools. 

 improved planning 

 increasing the efficiency of 

combustion at power 

plants and reducing 

losses in networks 

 best design throughout the 

power system 

 reduction of losses in the 

delivery of electricity to 

consumers, for example, 

due to remote 

monitoring, allowing to 

approach its optimal 

conditions for the use of 

equipment. 

Estimates of various experts determine the energy saving potential in Russia at 35-45% 

of today's energy consumption, which is about 400 million tons of standard fuel. In 
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Moscow, the energy saving potential is 11 million tons of equivalent fuel per year. And 

today, society’s investments should not be directed to the development of new deposits, but 

to energy saving. 

5 Conclusion 

From the point of view of the implementation of technological solutions in the digital 

consumer economy, it is advisable to consider both as a goal and as a resource. The 

management of smart cities is assessed as an essential requirement for improving the 

economic, social and environmental well-being of citizens in general. The importance of 

orienting life systems to consumers is growing, and their reaction is seen as the main 

component of the "smart city" concept, which involves, first of all, the development of 

sustainable energy technologies with efficient use of energy. Technology development 

factors are considered taking into account their importance from the position of the 

consumer and, first of all, his well-being. 

The effects of designing a model for realizing energy saving potential, using an 

integrated approach, are determined by updating and modernizing fixed assets in the fuel 

and energy sector and other sectors of the economy, social and industrial infrastructure on a 

new technological and energy-efficient basis, and reducing the burden of paying for energy 

carriers to the federal, regional and municipal budgets, ensuring full accounting and 

regulation of the energy resources consumption, as well as reducing the level of their 

losses. The development of human resources and energy management in the areas of energy 

production and energy consumption of enterprises contributes to the strengthening of the 

information and statistical base for managing and monitoring processes to improve energy 

efficiency of enterprises. 
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