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Abstract. Active promotion of digital technologies in the energy sector requires a change in the principles
of building energy systems, as well as the concept of their expansion planning. The functioning of
infrastructural energy systems that are transforming as a result of the innovative development is
fundamentally impossible without advanced information and communication technologies and intelligent
digital tools. Energy systems are becoming sophisticated cyber-physical systems. At the same time, the
problems of cybersecurity are exacerbating. The joint functioning of several types of energy systems in the
form of a single integrated energy system provides new functional capabilities. The use of digital
technologies in integrated energy systems provides the collection, processing, transmission and representing
of information on all components of the system regarding all aspects of integration. Digitalization of
integrated energy systems is carried out in the following two directions: application of digital technologies
for individual subsystems for the purpose of their control; the use of digital technologies for technical and
technological integration solutions in order to ensure coordination of subsystems and the implementation of
system-wide goals. The adoption of digital technologies in integrated energy systems contributes to the
organization of flexible, coordinated control of the expansion planning of such systems.

1 Introduction
Modern cities and industrial centers have a developed
energy infrastructure, including fuel, electricity, heat and
cool supply systems. These systems have a certain
functional independence and can interact with each other
in normal and emergency conditions, as well as at the
level of interchangeability of primary energy resources
and the use of energy carriers. All this shows their
natural integration, which is even more intensified as the
formation and development of intellectual, information,
telecommunication systems. Jointly they present a new
structure that is integrated energy systems. This structure
combines a certain independence of the systems with
their coordinated participation in solving the main
problem related to ensuring of social and economic
activity. The quality of its solution is ensured by the use
of digital technologies. Control of digital integrated
energy systems is an urgent and complex problem.

2 Characteristics of studies on the
integrated energy systems
Energy systems, primarily electricity, heat supply, gas
supply and oil supply systems, perform an important
infrastructural function. This function is to ensure energy
supply to consumers with the required quality of energy
carriers and reliability. Traditionally, these systems are
integrated in the production of electricity and heat at
*

CHP plants using gas as a fuel. The potential for the
integration of electricity, heat and gas supply systems at
the level of energy consumption has emerged as a result
of the development of technologies and mechanisms.
Alternative possibilities for consumers are an active
choice of possibilities for obtaining and using energy, for
example, centralized heat supply from a CHP or electric
heating, electric or gas stoves for household consumers,
etc. As a result, the integration of energy supply systems
at the levels of energy production and consumption leads
to the need to jointly consider these systems as
integrated when the tasks of expansion planning and
operation control are solved [1-4, etc.]. The integration
of energy systems served as an impetus for the formation
and development of the concept of an energy hub [5-7,
etc.].
Considering a set of tasks of control of integrated energy
systems, it is advisable to divide these tasks into two
groups: expansion planning of intelligent integrated
energy systems and their operation control.
As the analysis of the literature carried out in [4, 8]
shows, the main attention of the authors is concentrated
on the tasks of operation control, while the calculation of
the flow distribution and its optimization in the
integrated energy system is considered as the basic task.
On this basis, other tasks of operation control of the
integrated energy system are formulated and solved, in
particular, at the optimization of daily operating
conditions at their dispatching, the analysis of the
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reliability of energy supply, etc. The group of tasks
under consideration is solved taking into account the
various components of the integrated energy system:
electricity and heat supply systems; electricity, water,
and gas supply systems; electricity and gas supply
systems; electricity, heat and cool supply systems; etc.
Research has been carried out to analyze integrated
energy systems taking into account the activity of
consumers in control of their energy consumption, the
use of energy storage devices, modern information and
communication technologies, etc. [9, 10]. Mainly,
network models of flow distribution are used, including
with the integration of models of interconnected energy
systems into a common model [8]. A fractal approach to
modeling large integrated electric-thermal networks is
considered in [11]. A simulation model of an integrated
energy system based on the concept of an energy hub is
proposed in [12]. To optimize operation, both classical
methods of mathematical programming and evolutionary
algorithms are used.
With regard to the methodology and tasks of expansion
planning of integrated energy systems, it is advisable to
pay attention primarily to the review [13]. This review
examines the problem of sustainable urban development
based on the integration of energy supply systems. In
general, this work reflects the interpretation of the
traditional methodology for expansion planning of
energy systems, taking into account the multicriteria
nature of tasks under various scenarios of external
conditions with the optimization of target indicators of
the efficiency of expansion planning of integrated energy
supply systems, reducing harmful emissions and
encouraging the use of renewable energy resources. In
[14], the task of joint expansion planning of electric and
gas transmission networks with endogenously given
market gas prices, taking into account their volatility due
to network restrictions, is considered. In [15], an
innovative architecture of an intelligent integrated
energy system and its control system is proposed based
on the principles of a cellular structure, symmetric
(multidirectional)
energy
flows,
automatic
reconfiguration of the network in emergency conditions,
network-centric concept of control and self-regulation,
etc.
Summing up, it should be noted that the methodology
and tasks of expansion planning of integrated energy
systems have been worked out significantly less
compared to the methodology and tasks of their
operation control.

the adoption of digital technologies and platform
solutions ... " by " ... implementing intelligent control
systems for electric power grid based on digital
technologies". It is worthwhile to add here that the said
applies not only to the electric power system, but also to
energy systems in general. These are first of all
heat/cool, gas and oil supply systems.
Thus, the digitalization of infrastructural energy systems
means a transition to a digital base of technical tools for
measuring,
collecting,
transmitting,
processing,
presenting information, as well as transferring and
implementing control actions, and using intelligent
information technologies at all stages from measuring
state variables of energy facilities and systems to
implementation of control actions. The need for
digitalization of infrastructural energy systems is
determined by significantly increasing consumer
requirements for the reliability of energy supply and the
quality of energy resources, due to the digitalization and
computerization of consumer production technologies.
The operation control of infrastructural energy systems,
which are transformed as a result of innovative
development, is fundamentally impossible without
effective control systems.
These systems are
implemented using advanced information and
communication technologies and intelligent tools on a
digital basis. The physical and control subsystems of
energy systems are comparable in complexity and
responsibility. Energy systems are becoming complex
cyber-physical systems. Objective tendencies of changes
in the structure and properties of future energy systems
complicate the conditions for their controllability, which
is shown in [16] by the example of electric power
systems.
The digitalization of infrastructure energy systems is
actively developing. There are numerous examples of the
successful implementation of intelligent digital
technologies in electric, heat and gas supply systems.
The advantages of energy digitalization are determined
by the following statements:
 significant improvement in the reliability of energy
supply and the energy quality and energy services,
 a radical change in the paradigm of relationships
between stakeholders in the field of energy supply based
on the principles of the Internet of energy,
 implementation of large-scale economic effects for
all stakeholders,
 increasing the efficiency of decisions and the work of
company personnel.

3 Background and benefits of energy
digitalization

4 Special aspects of digitalization of
integrated energy systems

First of all, it is necessary to define the concept of
"digital energy". This concept is revealed in the Decree
of the President of the Russian Federation “On the
national goals and strategic objectives of the
development of the Russian Federation until 2024” No.
204 dated May 7, 2018. This document sets the goal: “...
to transform the priority sectors of the economy and
social sphere, including ... energy infrastructure through

The introduction of digital technologies into integrated
energy systems makes it possible to organize flexible
coordinated control of expansion planning of such
systems. Conceptually, integration is carried out in the
following three aspects [8]:
• a system aspect representing the integration of systems
of various types, includes systems of electricity,
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heat/cool and gas supply, in each case, they can be
integrated all or individual types;
• a spatial-scale aspect reflecting the size of systems with
differentiation into super-, mini-, microsystems;
• a functional aspect determining the type of activity of
the system (its purpose), including: energy
(technological); communications and control; making
decisions.
Consider the digitalization of integrated energy systems
in accordance with the noted aspects. The use of digital
technologies ensures the collection, transmission,
processing and receiving of information in real time on
all constituent components of an integrated energy
system in relation to all aspects of integration. Integrated
energy systems consist of different types of energy
supply systems that are subsystems in the integrated
systems. Each of the subsystems contains its own set of
elements. These elements can be grouped according to
the following performed energy functions: generation,
transport, distribution and consumption. In turn, each
element has its own set of equipment in accordance with
the performed energy functions and belonging to the
type of energy supply system. Digitalization is ensured
by the introduction of digital technologies for all
subsystems, their set of elements and equipment. This
corresponds to the digitalization of individual energy
systems. At the same time, there are special features of
digitalization in the joint consideration of systems of
various types within the framework of integrated energy
systems. These features are associated with technical and
technological solutions for integration, therefore, the
digitalization of integrated energy systems can be
considered in the following two directions:
• application of digital technologies for individual
subsystems for the purpose of their control;
• the use of digital technologies for technical and
technological solutions for integration in order to ensure
the coordination of subsystems and the implementation
of system-wide goals.
The use of digital technologies also enables the
integration of systems of various sizes. This corresponds
to the spatial-scale aspect of integration (Fig. 1) and is
done by aggregating information for individual systems
of a smaller scale and presenting it to coordinate larger
systems, or vice versa, disaggregating it to coordinate the
work of large systems with smaller systems.

relevance of the information. Such information can only
be obtained through the implementation of modern
digital technologies. At the same time, cybersecurity
problems are aggravated [17, 18].
The complex for digitalization of the IES includes the
following components:
• Digital devices.
• Digital models.
• Methodological support of digital modeling.
• Communication technologies.
• Information and intelligent technologies.
Digital devices will provide adaptive control and
protection, full monitoring of all elements of the energy
supply system, distributed state estimation. Receiving,
processing and representing information is carried out on
the basis of digital technologies.
Digital modeling involves the development of digital
models and the solution of a set of control tasks based on
these models using the appropriate methodological
support. The IES model is a set of data structures that
describe the configuration of the system, the composition
of its equipment and its characteristics, the state of the
elements and their properties. Energy supply systems of
various types, which are part of the IES, have common
structural and topological properties and physical laws of
energy transport, which allows us to formulate the
following general statements for the development of IES
models:
• Modeling the IES in the form of a graph, the vertices of
which correspond to nodes (sources, connection nodes,
consumers), and arcs correspond to branches (pipelines,
power lines, etc.).
• Representation of the IES computer model as a set of
graph describing the configuration of this system, and a
set of graphical and mathematical models describing the
properties of its elements.
• The hierarchical construction of the IES model is
provided by the formation of individual element and
subsystem schemes nested at several levels of the
hierarchy.
Methodological support for digital modeling of IES has a
commonality of its conceptual and mathematical
statements, and the methods, algorithms and specialized
software are used to solve tasks can be universal. At the
same time, various types of energy supply systems have
their own individual characteristics, which must be taken
into account in their digital modeling as part of an IES.
For example, unlike other large energy systems and large
pipeline systems, the operation of the heat supply
systems is characterized by two parameters that are
different in their physical essence: dynamic changes in
flow and temperature are very different from each other.
The flow rate in the network substantially changes
without inertia. The process of propagation of a
temperature wave through a heating network, which is
determined by the flow velocity of the heat carrier, can
last for hours.
Modeling IESs as new objects of research with
corresponding new properties and features, causes, first
of all, the problems in:
• Aligning a common goal with multiple systems goals.

Fig. 1. Energy supply system levels.

The implementation of integration in the functional
aspect depends on the completeness, quality and
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• Intersystem distribution and many decision-making
centers.
• Development and implementation of an optimal
strategy in general and for systems in particular.
• Resolution of intersystem conflicts.
• Coordination of interests of suppliers and consumers.
• Coordination of multiple decision-making centers.
• Conjugation of hierarchical levels in each system and
horizontal links between individual systems.
Communication technology. The digital communication
networks and data exchange interfaces are provided to
ensure information exchange in the IES and its control.
One of the most important goals is to ensure a
continuous controlled balance between demand and
supply of energy resources. For this, the network
elements must constantly exchange information with
each other about the parameters, the amount of
consumed energy and planned energy consumption, and
various commercial information.
Information and intelligent technologies. The large size
of the IESs and the computational complexity of the
models, methods and algorithms do not allow the study
of these systems without the use of specialized software.
Information and intelligent technologies should ensure
the solution of all tasks of expansion planning and
operation control of IESs within a unified information
space. Fig. 2 shows the architecture of the information
and communication platform for IESs research [19],
developed at the ESI SB RAS to create a unified
information space.

The creation of digital integrated energy systems
requires not only the introduction of digital technologies
into existing energy supply systems, but also the
transition from their rigid existing hierarchical structure
"generation - networks - consumers" to a more flexible
one, in which each node of the system can be an active
element. The new system design should combine a
certain independence of many decision-making centers
and their coordination to ensure sustainable energy
supply to consumers.

5 Conclusion
Creation on the basis of several separately functioning
mono-systems (electricity, heat/cool, gas supply and
others) of a new energy technology structure in the form
of an integrated energy system significantly expands
their
functional
capabilities,
ensures
the
interchangeability of energy carriers and implements a
synergistic effect to ensure reliable, safe, economical and
environmentally
friendly
energy
supply.
The
technological transformation of energy systems becomes
possible due to the active development of modern digital
technologies, telecommunications and information
systems and their interpenetration, which allows the
formation of flexible intelligent expansion planning and
operation control of IESs, the coordination of individual
subsystems and the implementation of system-wide

Fig. 2. Architecture of an information and communication platform for integrated energy systems research.
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targets. This leads to the emergence of new tasks of
control of such systems and the need to develop methods
for their solution, to study of properties, trends and
features of development.
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