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Abstract. The article proposes a methodological approach to assessing 
the effectiveness of measures to ensure the survivability of management 
systems for logistics business processes. The effectiveness of these 
measures is determined as the degree of preservation of the capabilities of 
control systems to perform their functions under the conditions of 
destructive influences. It is proposed to use a function as an indicator of 
effectiveness, the argument of which is the change in the duration of the 
control cycle associated with the need to restore the operability of the 
control system after destructive influences. The proposed approach forms 
the basis for constructing mathematical models of decision support for the 
choice of means and methods of ensuring survivability for a wide class of 
management systems for logistic business processes. 

1 Introduction 

The distributed nature of the production and consumption of raw materials, components and 
finished products determines the increasing influence of the quality of logistics business 
processes on the competitiveness of companies in the markets for goods and services. In 
modern conditions, one of the most promising areas for improving the quality of logistic 
business processes is the digital transformation of information support for decision making, 
which allows you to quickly process all the information available at all stages of planning 
and management [1 - 9]. At the same time, an increase in the volume of processed 
information, the introduction of information technology in the management of logistics 
business processes is accompanied by a significant increase in the vulnerability of the 
respective information management systems from various destructive influences [10 - 18]. 
Therefore, maintaining the survivability of logistics information and control systems under 
the conditions of such impacts is becoming one of the important problems of digitalization 
in the field of managing logistics business processes. Maintaining their survivability is 
associated with the need for appropriate organizational and technical measures. A wide 
range of such events, their various effectiveness and cost make it necessary to choose the 
most effective of them. Such a choice implies the presence of an appropriate 
methodological apparatus.  
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The development of a methodological approach to assessing the effectiveness of 
survivability measures for the management of logistic business processes is the goal of this 
article. 

2 Description of the approach 

The management of logistic business processes in the technological aspect can be 
represented as a process of formation and subsequent implementation of control actions [19 
-21]. When the performance indicator is mathematically represented as a function, the 
argument of which is the change in the duration of the management cycle associated with 
the need to restore the operability of the logistics business process management system, the 
following assumptions are correct. 

1. If the control cycle t does not exceed some predetermined value T, then the 
capabilities of the system are realized in full. 

2. On the interval T <t <Tcr, the degree of realization of opportunities gradually 
decreases. 

3. At t> Tcr, the control process is disrupted. 
Then the dependence of the degree of implementation of the capabilities of the logistics 

business process on the duration of the management cycle can be represented by the ratio: 
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where W(t) - the degree of implementation of the capabilities of the logistic business 
process from the duration of its management cycle; 

      - the rate of decrease in the degree of realization of potential opportunities of the 
business process if the duration of the management cycle exceeds the value of T. 

Without loss of generality, we can also assume that in the absence of destructive 
influences, the duration t of the control cycle is T. In the presence of destructive influences, 
the value of t exceeds the nominal duration T of the control cycle by the time  necessary to 
eliminate their negative consequences, that is, . Therefore, relation (1) takes the 
form: 
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The parameter  in the general case depends on the time , i.e., )(  . 
Assuming that the elimination of negative consequences begins immediately after each 

destructive impact, and the time spent on elimination is random and significantly less than 
the time interval between successive actions, a random value can be represented as: 
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where R is the number of destructive influences during the control cycle; 
      - time to eliminate the consequences of the r - th (r = 1, 2, ..., R) destructive 

impact. 
It is also natural to assume that the destructive influences themselves constitute a 

random stream of events. Then the value of R in relation (3) is also random. 
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Based on the assumption that random variables  (r = 1,2, ..., R) are independent of 
each other, distributed according to one law and do not depend on R, we use the apparatus 
of characteristic functions to construct the distribution function of a random variable  . 

Let q(x) denote the distribution density function of random variables  
 (r = 1, 2, ..., R). Then the corresponding characteristic function takes the form: 
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where 1i  is the imaginary unit; 
       z is a real number. 
If we denote by pR the probability that R destructive actions will occur during the 

control cycle, then, based on the multiplicative property, we obtain that the characteristic 
function  of the random time  of counteraction to these actions is determined by the 
relation: 
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Given relation (5), the density g(x) of the distribution of a random variable  can be 
represented as: 
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Given the finite nature of the quantities  
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in relation (6), we can replace the order of integration and summation. Then we obtain: 
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Taking into account relation (8), the mathematical expectation  of the time for 
eliminating the consequences of destructive effects is equal to: 
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Substituting the value of *  in (2), we obtain the ratio for determining the average 
degree of realization of the potential capabilities of the logistic information management 
system in the current conditions: 
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For a constructive presentation of relation (10), it is necessary to determine: 
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the intensity of reducing the degree of realization of the potential opportunities of a 
particular logistic business process in the interval T <t <Tcr (parameter ); 

distribution function of the flow of destructive influences (function Rp ); 
density distribution of the time to eliminate the consequences of each of them (function 

q(x)).  
These parameters are determined based on statistical information about the 

corresponding logistic business process. 

3 Conclusions 

On the whole, the experience in managing logistic business processes of enterprises in the 
real sector of the economy indicates that in the context of the digitalization of the economy, 
their control systems become very vulnerable to various deliberate and unintended 
destructive influences. Therefore, ensuring the survivability of these systems is becoming 
one of the important problems. The complexity of solving this problem and significant 
material and reputation losses from miscalculations when making decisions on the 
implementation of appropriate tools and methods for ensuring the survivability of control 
systems at all stages of their life cycle necessitates a comprehensive justification of these 
decisions. The tool for this justification is the assessment of effectiveness. The 
methodological approach proposed in the article to the mathematical formalization of the 
problem of evaluating the effectiveness of measures to ensure the survivability of control 
systems is based on fairly general characteristics of the systems under study and logistic 
business processes. In this regard, it can serve as a theoretical basis for constructing specific 
models and methods for supporting decision-making on the introduction of tools and 
methods to ensure the survivability of the considered management systems for logistic 
business processes. 
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