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Abstract. Digitalization and automation in all sectors of the economy 
have increased the efficiency and effectiveness of various systems and 
processes. Online technologies are also widely used in the higher education 
system. Online learning, e-learning, e-learning tools and digital 
assessments are not innovations in the full sense of the word, but the 
widespread use of these technologies took place in mid-2020, due to the 
COVID-19 pandemic. The using the online format of training by 
universities and schools in the spring of 2020 was mostly spontaneous and 
forced, but later, due to the complication of the sanitary and 
epidemiological situation in the world, as well as in order to improve 
electronic pedagogical technologies in the field of certification of 
university students, this technology became the subject of consideration by 
specialists from different industries and, above all, from the field of 
pedagogy. The authors made attempts to study the main problems of 
University students passing exams and tests in an online format in order to 
avoid them in the future, and also developed ways to improve this 
technology.  

1 Introduction 

The learning and teaching process is being transformed from a regular lecture hall designed 
for a specific audience of passive students to a more active learning environment. In the 
modern period, the COVID-19 pandemic caused the transition to this form of teaching, 
when thousands of students had to urgently adapt to the online format of training and 
passing exams [1]. Many engineering innovations were introduced during the short period 
of time thus causing significant tensions among both the users and developers [2]. 
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Universities are developing extensive online offerings to increase their international 
load and promote mass distribution of higher education. Distance learning can provide 
significant competitive advantages to regional universities that have more attractive quality 
to price ratio [3]. These protocols, based on growing policy challenges to train more 
graduates, challenged traditional university models of full-time student attendance at higher 
education institutions. The development of software for online exams has been a systematic 
and technological alternative to the final exam at the end of the course, designed to finally 
test students ' knowledge of the courses they have studied. 

As a result of the COVID-19 pandemic, the initial response of higher education in many 
countries was to delay exams. However, as the pandemic continues, the need to switch to 
either an online exam or an alternative assessment has become more urgent. 

The advent of online exams, electronic exams, and "bring with you" models has become 
an alternative to large-scale exam rooms with exams conducted using paper and pen. Each 
of them offers new opportunities to incorporate innovative teaching and assessment 
techniques where exams are considered to be necessary. In addition, some studies show that 
online exams can distinguish true passing from true failure with a high level of accuracy, 
but there is no unified view of the researchers on this issue. For this reason, it is necessary 
to consolidate existing practices to support the spread and further innovation in online 
learning and examination. Such systems can be created to provide formative feedback and 
evaluate learning outcomes, but the main problem of conducting final exams in online 
format is the authentication of learning. It allows us to guarantee that the student whose 
name is in the student register is the student who performs the evaluated work [4]. 

As many scholars point out, fraud is a common component of the modern student 
experience, although its exception is a goal to strive for. There are opinions that it is 
necessary to include in contracts with universities a section prohibiting fraud during exams. 
In this regard, it is particularly valuable to find methods that can support the integrity of 
students ' assessment, including during dynamic changes in the curriculum. A proper 
incentives for government regulation of this specific area of digitalization is also in place 
[5]. 

2 Materials and methods 

To achieve the goal of this article, a systematic review of the literature was conducted as 
part of the study. A fairly wide range of literature on online exams was analyzed. The 
search was carried out by the corresponding keywords, and the articles themselves were 
subsequently subjected to double full-text review. An inductive thematic approach was also 
used to identify common themes identified in each article. 

3 Results  

The information obtained as a result of studying the article was systematized in several 
sections. 

3.1 The attitude of students towards online learning format 

According to the results of a survey conducted in the literature [6, 7, 8], today's students 
prefer online exams to paper exams (68.75%). Among the reasons given for preference is 
the increased speed and ease of editing responses, with one study showing that two – thirds 
(67%) of students reported a positive experience of taking online exams [9]. 
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economical (87.5%) than paper exams. They provide more flexibility in passing exams with 
faster access to remote student papers (87.5%), and students trust the results of online 
exams rather than paper ones (78.1%) [9]. 

The majority of students (59.4%) believe that the online exam environment makes 
cheating easier. More than half (56.25%) of students believe that the lack of skills in the 
field of information interaction and technology (ICT) does not negatively affect 
performance in online exams. 

Almost a quarter (23%) of students reported that the most preferred font (type) was 
Arial, which was chosen for inclusive design and readability on the Internet and print 
considerations. 

Almost all (87%) students preferred black text on a white background (87%). As for on-
screen time counters, the countdown counter was the most preferred option (42%) 
compared to a traditional analog clock (30%) or an ascending counter (22%). Many 
systems allow students to set a preferred reminder or notification about the remaining time, 
including the remaining 15 minutes (35% of students prefer), the remaining 5 minutes 
(26%), the middle of the exam (15%), or the remaining 30 minutes (13%) [9]. 

3.2 The level of student performance 

Several studies in the sample indicated that there was no difference in scores between the 
survey results for different methods of administration. For example, student performance 
did not differ significantly in final exam scores for online and traditional exams. This is 
confirmed by a test for the validity and reliability of computer and paper assessments, 
which did not demonstrate a significant difference and equality of the estimates identified 
in the two modalities [10]. 

When considering students' perceptions of research documented in our sample, online 
exams usually received positive ratings. In a small sample of 34 graduate students, 
respondents viewed online learning assessment positively (67.4%). Students also believe 
that this contributed to improved learning and feedback (67.4%), and 77% were positive 
about the online assessment [10]. 

In a pre-exam survey, students indicated that they prefer typing rather than writing, feel 
more confident in the exam, and have limited software and hardware problems. With the 
same sample in the post-exam survey, as part of the design and technology exam, students 
felt that the software and hardware were easy to use, but many students did not feel 
comfortable after using the electronic exam. The results will be more informative if the 
social media discourse is analyzed using the network analysis, as described by Kolmakov et 
al. [11]. 

Some researchers have compared online examinations under the supervision and 
without him on several aspects, including the behavior when taking the test. Their study did 
not find any differences in students ' behavior when taking tests in the two environments. 
There was no significant difference between missing and missing elements. Also, as for a 
quick guess, there wasn't a significant difference. There was a slight difference for students 
over the age of thirty-five, but gender did not matte. 
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3.3 The occurrence of anxiety in students 

Scientists are increasingly aware of the role of test anxiety in reducing student performance 
in an online learning environment. The manuscripts identified by scanning the literature 
revealed inconsistencies in results regarding the effect of exam methods on students ' 
anxiety. A study by a group of psychology students found that students who typically 
experienced high anxiety in traditional testing settings had lower levels of anxiety when 
taking an online exam [12]. 

In a quasi-experimental study (n = 39 nursing students), when basic anxiety was 
controlled, students on computer exams had a higher degree of test anxiety. 

Among 38 graduate students surveyed, only three opposed online assessment based on a 
perceived lack of technical skills. About two-thirds of participants identified some form of 
fear based on disconnection from the Internet, electricity, slow typing, or family 
disturbances at home. 

A study conducted at a college where 39 students were interviewed used proximal 
indicators (such as licking and biting the lips, frowning brows, and bending when sitting) to 
assess the level of test anxiety when checking exams using a webcam. 

Teachers' strategies for reducing anxiety in their students include giving students the 
opportunity to review, analyze, and acknowledge their anxieties. Responses such as writing 
students' concerns or answering multiple-choice questionnaire about test anxiety reduce 
anxiety. Students in the test group who provided disturbing tasks or expressive written 
exercises showed better results [12]. 

3.4 The use of fraudulent schemes in the exams 

Of all the topics identified, fraud was the most common area. Some argue that deception in 
asynchronous, objective, and online evaluations is at an unfair level. According to one 
survey, 73.6% of students found it easier to cheat on online exams than on regular ones. 
This may be due to the fact that students are monitored using paper and pencil exams, 
compared to online exams, where more control of variables is required to mitigate fraud 
[13]. 

Some instructors used randomized exam technology to minimize the possibility of 
cheating by sharing experiences between peers. 

Scientists identify various methods of mitigating fraud. Detection test, prevention of 
theft on an exam, unauthorized use of textbooks, preparation of settings for online exams, 
unauthorized student access to the bank of tests, preventing the use of devices (e.g., phone, 
Bluetooth and calculators), restricting access to others during the exam, equitable access to 
hardware, identifying hardware or software failures, inconsistency of test methods. In 
another case, the problem of solving the problem of fraud is not only technical, but also 
social. 

While modern technologies are considered to be the norm for reducing fraud, these tools 
are mostly ineffective. Access to multiple question banks through efficient quiz design and 
delivery is a mechanism for reducing the tendency to cheat by reducing bids through 
multiple delivery attempts [13]. 

Randomization of questions and answers, continuous question development, multiple 
exam options, open book options, timestamps, and a variety of question formats, sequences, 
types, and frequencies are used to control perception and the possibility of cheating. In a 
study with MBA students, the perception of the ability to cheat was found to be critical to 
creating a safe online exam environment. 
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The authors select various fraud technologies used in online education of modern 
students: 

- copying USB content to a hard disk to make a copy of the digital research available to 
others; 

– using a virtual machine to maintain access to standard applications on your device; 
– hacking a USB keyboard to make it easier to access other documents (such as 

personal notes); 
– software modification to maintain full control over your own device; 
– cold boot attack to save a copy of the study [14]. 
Research on deception has focused primarily on technical issues (such as hardware to 

support fraud), rather than ethical and social issues (such as behavioral development to 
deter fraud in the future). The latter has been explored more deeply in traditional 
assessment methods. 

In a study on mass open online courses (MOOCs), students' motivation to participate in 
additional training was based on their knowledge, work, convenience, and personal interest. 
This provides possible opportunities for future research to consider behavioral elements for 
responding to deception, rather than institutional punishments. 

3.5 The perception of online technology and pedagogical personnel 

The authors also examined scientists ' perceptions of online exams. Scientists reported that 
their biggest problem when using online exams is the possibility of cheating. There was an 
opinion that students can be helped during the exam. 

The reliability of technology is the second important issue for academic staff. This 
includes problems with your Internet connection, as well as problems with your computer 
or software. The third problem is related to ease of use for both academics and students. 
Scientists need a system that can easily and quickly create, manage, and evaluate exams, 
and students can use it with good ICT skills. In addition, in another study, employees 
reported that marking digital work was easier, and preferred it to paper exams. They believe 
that preference should be given to using University computers rather than students using 
their own computer, mainly due to problems with operating system compatibility and data 
loss [4]. 

3.6 The issues of authentication and security 

Authentication was found to be a serious problem for verification. Some scholars point out 
that the main reason for requiring physical attendance at supervised exams is to verify and 
authenticate the student taking the exam. It is important to note that the validity of the 
procedures for conducting online examinations under the supervision lower than those 
conducted in person. Most responses to online exams use "bring your own device" models, 
where laptops are brought to traditional lecture halls, using software on personal devices in 
any desired location, or using prescribed devices in the classroom. The main goal of each of 
them is to balance student authentication and maintain the integrity and value of learning 
outcomes. 

A review of current authentication options used fingerprint reading, media streaming, 
and subsequent identification to authenticate small groups of students. Some learning 
management systems (LMS) have developed additional products to support authentication 
processes [15]. 

Some biometric software uses different layers to authenticate keystrokes for motor 
control, stylometry for linguistics, application behavior for semantics, capture physical or 
behavioral patterns, extract unique data, compare distance measurements, and record 
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decision making. The development of online exams should focus on the same theory of 
open book exams. 

Some authors suggest using a number of on-site processes to develop exams that 
minimize fraud (for example, broad blocks of questions, improving authentication methods 
(for example, keystrokes and fingerprints), and conducting post-analysis of papers to search 
for fraud [15]. 

Another model proposed by the authors defines two perspectives for conceptualizing 
authentication systems: the examinee and the administrator. From the examinee's point of 
view, the authentication points before, during, and after the exam. From an administrative 
point of view, access to photographic authentication in the periods before and during the 
exam can be used to verify the examinee. 

The "open book, open network" model uses the application of authentic assessment to 
put the student in the role of a decision maker and expert witness, with confirmation, 
avoiding any question that may have a general answer [16]. 

The smart authentication quick exam model uses app focus (for example, continuous 
tracking of the subject's focus), logging (phone status, phone identification, and Wi-Fi 
status), visual password (a password that is visually presented but difficult to transmit 
without a photo), Bluetooth neighbour logging (to check for nearby devices), ID 
verification, digitally signed app, random device swapping, and avoiding the use of "bring 
your own device" models [17]. 

The comprehensive online exam was used in the National Dental Exam Board to test 
knowledge at home with 200 multiple-choice questions and the ability to take the test 
multiple times to develop formative knowledge [18]. 

Some academics recommend online synchronous assessments as an alternative to 
traditional supervised exams, while retaining the ability to authenticate manually. In these 
assessments: quizzes are designed to test factual knowledge, practices for procedural, 
essays for conceptual, and oral for metacognitive knowledge. The "cyber-face-to-face" 
element is required for student verification. 

3.7 The perception of interface design 

Table 1. Evaluating the potential of interface design for online learning programs in high school. 

Interface design 
characteristics 

Recommended value Description 

Type font (size) 
 
 
 

10, 12, 14, 18, 22 and 26 points Font size has a significant impact 
on objective and subjective 
readability and clarity. 

Type font (type) 

Andale Mono, Arial, Arial Black, Comic Sans 
Ms, Courier New, Georgia, Impact, Times 
New Roman, Trebuchet Ms, Verdana and 
Tahoma 

Reading efficiency and reading 
time are important aspects related 
to font type and size 

Type font (style) Regular, italic, bold, and bold italics  

Colour Scheme 

Or: 
- 
Black text on a white background (standard) 
- 
Black text on a gray background (reduced) 
- 
White text on a black background (inverted) 

The colour of the text and 
background affects the readability 
of the text and colour, and a 
higher contrast ratio usually leads 
to better readability. 
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Timer 

Countdown timer, rising counter and 
traditional clock 

Online exam systems must 
display a time counter on the 
screen until the exam time runs 
out. 

 
Information 

5 min (M) left, 15 million left, 30 million left, 
mid-exam and no warning 

You can use a warning to inform 
you about the remaining research 
time. 

The interface of the system will influence whether the student perceives the 
environment as a means or obstacle to online exams. In the literature, generalization of the 
potential features of the interface design in the context of this topic. The inclusion of 
navigation tools was also identified by students and staff as an important design feature, as 
was the auto-save feature [19]. 

3.8 Technological problems 

In this section, only some students reported a conflict between the system and the computer 
software, and also complained about the slow speed of the system. Technical problems that 
made it impossible to complete the exam were not reported in the literature. 

In a separate study, students reported that they would prefer to use university 
technology to complete the exam because of distrust of the system that works with their 
home computer or laptop operating system, or for fear of losing data during the exam. 
Although the study did not report any problems with desktop loading, some student laptops 
in the workplace had firewalls, and so they had to load the system from USB [20].  

Thus, it can be determined that for the majority of students, the online learning 
environment has created a system that is more favorable for their well-being, personal life 
and academic performance. Staff preferred online exams because of their workload and 
ease of completion, and a basic print-based assessment of exam logistics could reveal 
significant ongoing cost savings. Not all staff and students preferred the idea of online 
testing, but studies that took age and gender into account found only minor differences. 

Although the literature on online exams is growing, there is still little discussion at the 
pedagogical and managerial levels. As a result of the analysis, it was possible to identify 
two relevant areas of research-accreditation and authenticity. There are also many possible 
ways to consider the consistency of applications, the validity and reliability of online 
exams, and whether online exams can better evaluate and improve student performance. 
There are also opportunities to synthesize online exam literature with other innovative 
digital teaching devices. For example, an immersive learning environment, mobile 
technologies; social media and Web 2.0 technologies [21]. 

A number of key issues related to online exams also need to be addressed. These 
include the need for online exams to be accessible, the need to be able to distinguish true 
passing from true failure, security, minimizing the possibility of cheating, accurate student 
authentication, reducing assessment time, and software flexibility or technological failure. 

At the heart of university decisions to use face-to-face and supervised exams is the 
provision of learning authentication, a requirement of many governing bodies around the 
world. Constantly updating the rules allows you to be sure that students are exactly who 
they say they are. 

However, sophisticated networks have been created all over the world to support direct 
cheating of students from performing quick assessments and calculators with the ability of a 
secret search engine to complete the course, including attending controlled exams on the 
University grounds. The authentication process for controlled exams usually does not take 
into account part-time students who have fake student ID cards that allow them to pass the 
exams for another student. According to the requirement to guarantee the authenticity of 
training, online exams must meet modern conditions. The inclusion of a wider range of big 
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data from keystroke patterns, linguistic analysis, and student-wide analysis over the course 
of a student's life cycle is necessary to identify areas of risk from an institutional 
perspective [22]. 

A pilot study on fraud detection in the psychological Department showed that teachers 
can detect fraud in 65% of cases. Automated algorithms can be used to support pre-
identification of this process, given that lecturers and professors are unlikely to assume that 
several hundred student papers on the same topic show signs of fraud. It is in the written 
works of students that individuality should be manifested [10]. 

The evolution of pedagogy and teaching principles has led to a revision of approaches to 
student assessment and learning. However, universities are slower to innovate, despite 
growing evidence that students prefer the flexibility and opportunities provided by 
digitalization of exams. The University commitment to developing an authentic assessment 
environment will require a radical revision of current exam practice to include real learning 
processes and unstructured problem solving. 

While traditional exams may depend on financial performance, accreditation, and 
authentication, there is increasing pressure from student demand, academic performance, 
and student well–being to create more authentic learning opportunities. 

Setting up an online exam offers a great opportunity to connect to those environments 
that graduates will need to participate in on a regular basis. The development of time 
management skills to plan time for taking the exam at a fixed time is reflected in the 
student's need to make a presentation and speak at certain times of the day to corporate 
stakeholders [23]. 

Completing a self-regulating online task with tangible results is reflected in many roles, 
from time-sensitive legal briefs to high school teachers filling out student reports at the end 
of the calendar year. Implementation and evaluation of the future practitioner should focus 
on ensuring authenticity in the exam setting. future researchers should strive to better 
understand the parameters by which online exams can create an authentic learning 
experience for students. In some cases, it may not be appropriate to include exams; in these 
cases, they should be gradually excluded from the curriculum. 

As educational institutions begin to provide students with greater learning flexibility 
through digital and mixed offerings, there is a scientific need to consider the effectiveness 
of the examination environment associated with these conditions. Home computers and 
high-speed Internet are becoming commonplace, recognizing that this assumption has 
implications for student equality [24]. 

In the future, research on students' fluency in digital technologies will be crucial. Also 
important is the scientific imperative to examine the barriers to implementation and success 
associated with online exams in higher education, given the lack of clear interagency case 
studies. 

There is also a symbiotic issue that needs to be addressed by scientists in our field, 
starting with understanding how online exams can contribute to higher education, as well as 
how higher education can influence the conduct online exams. 

4 Conclusions 

The paper examines modern publications in the organization of online exams. The main 
attention in literature is paid to preliminary estimates of implementation. These include the 
following: what processes have changed at the technological level, and how students and 
staff evaluated their preferences. Initially, attempts were made to study the impact of online 
exams on students' well-being and academic performance, as well as how these changes 
affect employees' ability to achieve results. 
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data from keystroke patterns, linguistic analysis, and student-wide analysis over the course 
of a student's life cycle is necessary to identify areas of risk from an institutional 
perspective [22]. 

A pilot study on fraud detection in the psychological Department showed that teachers 
can detect fraud in 65% of cases. Automated algorithms can be used to support pre-
identification of this process, given that lecturers and professors are unlikely to assume that 
several hundred student papers on the same topic show signs of fraud. It is in the written 
works of students that individuality should be manifested [10]. 

The evolution of pedagogy and teaching principles has led to a revision of approaches to 
student assessment and learning. However, universities are slower to innovate, despite 
growing evidence that students prefer the flexibility and opportunities provided by 
digitalization of exams. The University commitment to developing an authentic assessment 
environment will require a radical revision of current exam practice to include real learning 
processes and unstructured problem solving. 

While traditional exams may depend on financial performance, accreditation, and 
authentication, there is increasing pressure from student demand, academic performance, 
and student well–being to create more authentic learning opportunities. 

Setting up an online exam offers a great opportunity to connect to those environments 
that graduates will need to participate in on a regular basis. The development of time 
management skills to plan time for taking the exam at a fixed time is reflected in the 
student's need to make a presentation and speak at certain times of the day to corporate 
stakeholders [23]. 

Completing a self-regulating online task with tangible results is reflected in many roles, 
from time-sensitive legal briefs to high school teachers filling out student reports at the end 
of the calendar year. Implementation and evaluation of the future practitioner should focus 
on ensuring authenticity in the exam setting. future researchers should strive to better 
understand the parameters by which online exams can create an authentic learning 
experience for students. In some cases, it may not be appropriate to include exams; in these 
cases, they should be gradually excluded from the curriculum. 

As educational institutions begin to provide students with greater learning flexibility 
through digital and mixed offerings, there is a scientific need to consider the effectiveness 
of the examination environment associated with these conditions. Home computers and 
high-speed Internet are becoming commonplace, recognizing that this assumption has 
implications for student equality [24]. 

In the future, research on students' fluency in digital technologies will be crucial. Also 
important is the scientific imperative to examine the barriers to implementation and success 
associated with online exams in higher education, given the lack of clear interagency case 
studies. 

There is also a symbiotic issue that needs to be addressed by scientists in our field, 
starting with understanding how online exams can contribute to higher education, as well as 
how higher education can influence the conduct online exams. 

4 Conclusions 

The paper examines modern publications in the organization of online exams. The main 
attention in literature is paid to preliminary estimates of implementation. These include the 
following: what processes have changed at the technological level, and how students and 
staff evaluated their preferences. Initially, attempts were made to study the impact of online 
exams on students' well-being and academic performance, as well as how these changes 
affect employees' ability to achieve results. 

Higher education institutes need to understand the obstacles and ways to overcome them 
that contribute to the wider spread of online exams in higher education, since it is necessary 
to improve adaptation capabilities of all the learning process participants [25]. One of the 
biggest obstacles is the perception of using online exams. After students have passed the 
online exams, preference is given to this format because of its ease of use. 

The authors believe that student performance did not significantly differ in final exam 
scores for online exams and traditional exams. Students' anxiety decreased when they used 
software for online exams. This information should be provided to students in order to 
change the perception of students and reduce anxiety when implementing an online exam 
system. 

When choosing a training system, universities should look for one that includes 
biometric data with a high level of accuracy, such as user authentication, as well as 
monitoring movement, sound, and keystrokes (a message about deviations so that you can 
view the recording). These features reduce the need for online exams. Other system features 
should include system or browser blocking, cloud technologies to avoid requiring local 
updates, and an interface design that makes using the online exam intuitively 
understandable. Universities should also think about how they will address technological 
errors and digital inequality.  

In the future, it is necessary to study the current use of online exams in disciplines, 
institutions and countries to understand the successes and disadvantages. In addition to 
questions about "whether students prefer online exams or on-site exams", serious questions 
about how to improve mental well-being, employment opportunities, and achievement of 
learning outcomes from online exams are critical. 
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