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Abstract. Blockchain technology is considered to be a subversive innovation of computing mode after
mainframe, personal computer and Internet. In the financial, medical, supply chain and other industries show
great development potential. As an important part of financial management, financial transfer payment system
is an important part of modern financial system. This paper combines blockchain technology with the
management of financial transfer payment, analyzes the adaptation scenarios of blockchain technology,
summarizes the status and development bottleneck of financial transfer payment informatization, tries to
establish a financial transfer payment system based on blockchain technology, describes the advantages of
blockchain technology in supporting the management of financial transfer payment, and puts forward
suggestions on the possible problems.

1 Introduction
The report of the 19th National Congress of the
Communist Party of China[1] pointed out that the
establishment of a modern fiscal system should be
accelerated, and the central and local fiscal relations
should be established with clear powers and
responsibilities, financial coordination, and regional
balance. The fiscal transfer payment system of China is an
important part aspect for clarifying the fiscal powers and
expenditure responsibilities of the central and local
governments.
In recent years, on the one hand, the amount of central
transfer payment funds has keeps growing larger and
larger. So the central transfer payment funds has played
an extremely important role in narrowing the financial gap
between regions, optimized the allocation of resources
between regions, and implemented specific policy goals.
On the other hand, transfer payment funds from higher
levels have greatly ensured the basic financial resources
of local governments, effectively enhanced the ability of
grassroots governments to "guarantee wages, ensure
operations, and protect people's livelihood", and fully
ensured the normal operation of grassroots governments.
In view of the huge scale of financial transfer payment
funds, a relatively high proportion of expenditures, and
the important role it plays in ensuring the smooth
implementation of central policies and effectively
improving the governance capabilities of local
governments, the Budget Law [2] requires that financial
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transfer payments should be normative, fair and open.
However, in actual management, there is no unified
national budget management information system. Instead,
administrative divisions at all levels have independent
systems. Any system only stores the usage data of
financial funds within its administrative division. The
work of data collection and information disclosure is
mainly relied on data submission and government affairs
disclosure. Therefore, any administrative division can't
grasp the usage data of financial transfer payment funds
in time and lacks the means to supervise the whole process.
The process of financial transfer payment fund
management involves financial department and budget
departments at all levels, which fits the characteristics of
blockchain, such as multi-party participation,
decentralization, openness and transparency. However,
there is no literature that integrates blockchain and fiscal
transfer payment. This article will try to explore
‘blockchain + financial transfer payment’, which builds a
financial transfer payment system based on blockchain
technology, analyses the advantages of that system, and
puts forward countermeasures and suggestions for the
difficulties in promotion and application.

2 Related works
Blockchain has attracted wide attention within the
popularity of Bitcoin[3]. It can be regarded as an
encrypted distributed instant ledger system, which uses a
clever combination of distributed storage, asymmetric
encryption, peer-to-peer transmission, consensus
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3 Financial transfer payment system
based on blockchain Technology

mechanism and other technologies to ensure that the data
on the chain cannot be tampered with, and the operation
traces can be traced throughout. Blockchain has changed
the trust mechanism endorsed by third-party organizations
in social interactions, and formed a social trust mechanism
supported by information technology and guaranteed by
rigorous mathematical algorithms, where everyone
endorses me and I endorses everyone. Blockchain can
complete the fair allocation of resources and achieve the
goal of ensuring that all participants have the same goals
and standard behavior. According to the degree of
openness of access rights, blockchains are mainly divided
into three categories: public blockchain, alliance
blockchain, and private blockchain.
In the public blockchain, all participants are
anonymous. Generally, Proof of Work (PoW) [3] or Proof
of Stake (PoS) [4] is introduced as the basis of the
consensus algorithm. In the permission blockchain,
(alliance blockchain, private blockchain), all participants
are identified and have consistent goals, but lack of trust
between each other. On the basis that all participants are
open and transparent, consensus algorithms based on
Byzantine fault tolerance [5], Kafka [6], RAFT or PAXOS
[7] can be introduced.
At present, the more popular permission blockchain
projects in the world include the multiple blockchain
platforms proposed by Hyperledger[8], Corda proposed
by the Financial Blockchain Alliance[9] CCF[10]
proposed by Microsoft, and Enterprise Ethereum
Alliance[4]. Among them, Fabric[11] the most popular
blockchain architecture.

In the financial transfer payment system based on
blockchain technology, the national, provincial, municipal,
and county financial departments and supervision
departments are connected in the form of nodes. Transfer
payment transaction information is transmitted point-topoint among all nodes, and stored by every node. The
anonymity of the public blockchain makes it difficult to
confirm the true identity of the access node, so it is not
suitable as a carrier for financial transfer payments. The
alliance blockchain has a strict identity access mechanism,
which makes it easy for joining nodes to have a consistent
goal. Therefore, this article adopts a technical solution
based on the alliance blockchain. The overall system
model is shown in Figure 1.
The agency management service approves all levels of
financial departments to join or exit the blockchain
financial transfer payment system, creates a unique
identity ID and issues e-certificates for each participant.
Because of the alliance blockchain mode, the message
transmission between nodes is all through electronic
signature and electronic encryption. The agency
management service is also used for signature verification
and transaction verification.
In the technical structure, the blockchain financial
transfer payment system is divided into a network layer, a
data layer, a consensus layer, a contract layer, and an
application layer (as shown in Figure 2).
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The overall system model.
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The technical structure of the blockchain financial transfer payment system.

3.1 The network layer

4 Conclusions

The fnancial transfer payment data requires high security,
so it is not suitable to run in public network. So the
existing special network of financial system can be fully
utilized to construct a structured peer-to-peer network.
The Gossip agreements[12] is adopted to realize TLS
encryption transmission.

Blockchain technology is in the ascendant and in the stage
of vigorous development. It has profoundly changed the
traditional transaction mode, provided a new solution for
the restructuring of business processes and the
improvement of regulatory level, and has shown great
potential in finance, supply chain, medical treatment and
other aspects. In the financial management system, the
transfer payment business is only a small part of the whole
business. Looking to the future, with the continuous
development and improvement of blockchain technology
and the in-depth study of financial business scenarios, the
blockchain technology will be better integrated into
financial management business, and the application of
blockchain technology in financial management business
will be continuously expanded, so as to provide more solid
technical solutions for financial governance and financial
reform.

3.2 The data layer
The key value information model is used to store key
elements of transfer payment business. Hash function and
asymmetric encryption algorithm are used to ensure the
strong correlation and security of the data.
3.3 The consensus layer
The strong authentication of organization management
service makes the nodes in the access system have clear
identity information. Therefore, CFT consensus
mechanism [6] is used to complete the confirmation and
verification of transfer payment business, and effectively
solve the problems caused by node failure, network
congestion and other abnormal conditions.
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