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Abstract. The article discusses the problem of verification and validation 

of engineering software when solving problems of nonlinear dynamics. The 

problems of validation and verification are shown on the example of 

dynamic chaos systems. The results of testing systems are presented. It is 

shown that in general when solving problems of nonlinear dynamics the 

characteristics of the developed engineering software are of critical 

importance. It is also indicated that neglecting this fact leads to irreversible 

negative consequences, ultimately resulting in the decay of the dynamics of 

a nonlinear system as well as in the decay of its orbits. The influence of the 

hardware and a number of aspects of the system and software 

implementation of the verification and validation systems under study is also 

shown. The article demonstrates modern approaches to the development of 

the studied software systems. It is shown that a high-quality software 

product suggests division into subsystems and stages.  

1 Introduction 
The infrastructure of the system under consideration is designed to isolate critical system 

components from servers to distribute the load and eliminate errors in software and hardware.  

The main objective of study is to prove the reliability of the output of verification and 

validation programs for systems with nonlinear dynamics. The so-called dynamic chaos 

systems were selected for testing.  Although these systems are continuous in their behavior, 

they demonstrate little predictable dynamics of the output. It is known that the behavior of 

such systems is heavily dependent on the initial conditions. On the other hand, according to 

the well-known shadowing theorem, small deviations from the orbit do not lead to a 

significant change in the system’s behavior. These facts relate to continuous dynamic systems 

with nonlinear dynamics. There have been few detailed studies on the behavior of discrete or 

digital systems under these conditions. It is clear that the features of the implementation of 

the software of the validation and verification systems, as well as a number of aspects of the 

hardware, can significantly affect not only the deviation of the initial conditions of a 

nonlinear dynamic system, but also the deviation of its orbits from the orbits observed in the 

case of continuous systems. 
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Thus, based on a single analytical description of nonlinear dynamics systems 

demonstrating complex and difficult to predict behavior, one can expect that the quality and 

reliability of modeling their long-term dynamics, statistics, or the density of the output 

probability distribution will critically depend on the numerical methods used, the features of 

computer arithmetic, and the accuracy of calculations and the features of the hardware on 

which the platform is deployed.

2 Problems of implementation of digital complexes for testing 
systems with nonlinear dynamics
As the developer starts to implement the described scheme of validation and verification 

system of nonlinear dynamics systems, he faces the problem of the accuracy of data presented 

in digital systems, and the problems of quantization and rounding data. It directly affects the 

accuracy of modeling systems with nonlinear dynamics, which is demonstrated in the 

following test models.

The first example that clearly demonstrates the problems of modeling and verification of

a nonlinear dynamic system based on a digital platform is a piecewise linear function of the 

"tent" type, represented as the following system [1, 2, 4, 6, 8]:

     �(�, �) = �
�� ,���	.
�� ,�(1 � �, �),

0 � � < �,
� � � � 0.5,
0.5 � � < 1.

     (1)

Let us investigate this system with the parameter � =  0.321and the initial value �	 =0.00485. 

Below are the graphs y(x) (Fig. 1-3) with the number of iterations i = 2000 for the case 

when no additional rounding was applied. The following graphs are also presented:

- with rounding through the floor function,

- with rounding through the ceil function,

- with rounding through the round function,

where rounding is performed to the fourth decimal place.
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Fig. 1. Graph of the function Y(x) of the "tent" type without rounding. 

The construction of a graph of the output of this and subsequent systems with nonlinear 

dynamics has the main purpose of demonstrating the decay of the dynamics of their output 

and statistical indicators reflecting the unevenness of the probability distribution density [3, 

5]. 

It is expected that the features of the hardware implementation lead to the orbital decay 

of the simulated nonlinear systems, which is confirmed by numerical simulation. The results 

of such a numerical experiment are shown in Figure 2. 

Fig. 2. Graph of the function Y(x) of the "tent" type without rounding. 
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As can be seen in Figure 1, the range of values of the function is evenly distributed and 

attractors of the system are observed. In Figure 2 it is clearly seen that the same function has 

a different distribution of values in the same area. Since in the second experiment (Fig. 2) the 

number of iterations was the same as in the first one (Fig. 1), it is obvious that in Fig. 2 there 

is a multiple repeating and looping orbits and, as will be shown below, in a number of cases, 

degenerating to a fixed point.

Similar experiments carried out for the rounding options described above when 

calculating the values of the same function describing a nonlinear system are shown in 

Figures 3-5.

When comparing the graphs in Fig. 1–4, it is clearly seen that when rounding, the number 

of different orbits on the graph is significantly reduced and the repetition of certain orbits 

increases [4, 6, 8]. This eventually leads to the predictability of the system due to an increase 

in the periodicity and, in fact, an increase in the heterogeneity of the density of the output 

probability distribution. When using the specified "tent" function as a random number 

generator, such decay leads to a critical decrease in the cryptographic strength of the system, 

which can be provided only in the case of minimal predictability of its output.

Fig. 3. Graph of the function Y(x) of the "tent" type with rounding through the ceil function. 
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Fig. 4. Graph of the function Y(x) of the "tent" type with rounding through the round function. 

As a second example, let's examine the function represented by the following formula:

       �(�, �) =  �� ,������ ,0 � � � �
� < � � 1.,     (2)

We investigate the behavior of this system with the parameter � = 0.625 and the initial 

value �	 = 0.01975. 

The graphs of y(x) for the number of iterations i = 2000 without rounding, using the 

rounding floor, ceil and round functions to 4 decimal places after the point are provided 

below. 
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Fig. 5. Graph of y(x) function No.2 without rounding. 

Fig. 6. Graph of y(x) function No.2 with floor rounding. 
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Fig. 7. Graph of y(x) function No.2 with ceil rounding. 

Fig. 8. Graph of y(x) function No.2 with rounding. 

When analyzing the graphs in Fig. 6-9, changes are clearly visible both in the area of the 

vertex of the figure and throughout its entire area [9, 10]. Depending on the use of one or 

another rounding, the number of non-repeating lines is either reduced or increased.

As can be seen, in each of the cases considered above, there is a critical decay of the 

dynamics of the system output. It is obvious that such a deviation of the behavior of the 
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modeled or verified system from the real one is unacceptable for testing and verification 

systems. That is also true for modeling systems. As a conclusion, it can also be noted that the 

implementation of data coding or encryption systems based on systems of nonlinear 

dynamics (or systems of dynamic chaos) depends mostly on the hardware implementation 

and the accuracy of arithmetic in it. Anyway, digital systems simulate nonlinear dynamics 

with significant decay. In encryption systems, for example, this leads to a critical decrease in 

cryptographic strength due to the appearance of frequently repeated combinations of coding 

sequences.

3 The density of the output probability distribution of the 
investigated nonlinear dynamic systems
Having considered examples demonstrating the dynamics decay of the output of the systems 

under study, it is necessary to investigate the statistical indicators of these systems under the 

same conditions. Let us consider the statistics of the distribution of units over bits in the 

IEEE-754 format for representing a floating point number in a double-precision binary 

number system. This experience will clearly show how this or that rounding method affects 

the density of the output probability distribution of each of the systems under consideration.

The bit distribution statistics when using the first function (output dynamics in Fig. 1-4)

described above looks like Figure 9. 

Fig. 9. Bit distribution statistics using function (1). 
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Fig. 10. Bit distribution statistics using function (2). 

As can be seen from the graphs in Figs. 11-12, with a ��������	�
�����	����	���	���	���
	��	
the variables remains the same, that is, positive. However, in this case the distribution of the 

bits of the mantissa is of particular interest.

4 Conclusion
Digital validation and verification systems are in demand for nonlinear dynamic systems 

during their design and testing. The use of testing based on a mathematical or computer 

model, on a digital twin, etc., can significantly reduce the cost of designing these systems. 

This applies to satellite systems, objects created in the aviation and shipbuilding industry, 

data encryption and encoding systems and many others.

As has been shown in the article, the main problem in the implementation of such digital 

platforms for verification is the deterioration of the behavior of a nonlinear system when 

simulated using such platforms. As shown in the graphs above, the nonlinear dynamics 

system undergoes significant decay of the output dynamics, as well as the decay of statistical 

indicators of the systems output for the case of deterministic chaos.

The decay of the dynamics is expressed in the looping of the orbits. Thus, they leave the 

orbits of the systems observed in the absence of restrictions on the accuracy of the hardware 

simulation system. That is, for the case of continuous systems without quantization.

It is certain that in the case of using floating point systems, the behavior of these systems 

will be different. However, the results presented in the article show that a number of nonlinear 

dynamic systems will experience significant decay at the output even in the case of floating 

point and double precision data representation.
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Analytical assessment and recommendations for the implementation of digital platforms 

for validation and verification of nonlinear dynamic systems should be carried out and given 

as a result of separate studies and tests. This article provides the main reasons and 

consequences of using digital systems for these tasks.

The authors believe that global trends will just make such studies more relevant.   
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