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Abstract. This article considers the problem of diagnosing local area
network, as well as the task of structural determination is the creation and
easy adjustment of the model object by building the knowledge base of
available expert information. The algorithm of formalization of knowledge
in designing intelligent systems is reviewed and proposed. The article
considers the theory of fuzzy sets and fuzzy logic. The concept of the
theory of fuzzy sets and fuzzy logic are formalized in the form of fuzzy
and linguistic variables, and the vagueness of certain operations in the
overall decision-making process is synthesized in the form of fuzzy
algorithms. For the effective solution of tasks of type analysis and
hypothetical sources of network problems in a local area network, a
method of constructing membership functions based on analytical
processing of the results of expert surveys is used.

1 Introduction

When designing an intelligent system, the problem of acquiring and presenting expert
knowledge always arises. This specific design feature is associated with the complexity of
the process of selecting analytically important facts and rules, the subsequent structuring
and construction of a knowledge base from them.

Nowadays, to formalize this knowledge, the apparatus of the theory of fuzzy sets (TFS)
and fuzzy logic (FL) is being successfully used. The concepts of TFS and FL are
formalized in the form of fuzzy and linguistic variables, and the fuzziness of individual
operations in the general decision-making process is synthesized in the form of fuzzy
algorithms. An algorithm for constructing an analytical model of a fuzzy intelligent system
for identifying the states of a local area network (LAN) is shown in Figure 1 [1].
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Fig. 1. Algorithm for creating a fuzzy system model.

2 Materials and method

Let’s think of a LAN as the OSI seven-layer reference model. This view simplifies the task
of moving information between computers across a LAN environment and presents seven
smaller analytical subtasks. Each of these subtasks is solved using the corresponding level
of the reference model of the local area network (physical, channel, network, transport,
session, representative and application levels). Therefore, the main task of diagnosing a
LAN Z; can be represented by a certain composition of seven independent and

autonomous tasks Z,,Z,,...,Z5 for identifying the state of each level of the OSI model.

Any of the levels can be represented as a non-linear object with different input variables
X{,X3,...,X, and one output variable y :

y=F,(x,x3,...,x,) (1)

As input variables x ;, we take the attributes of the sources of network problems, which

correspond to a certain level of the OSI model. The output variable y is an indicator of the
degree of possibility of the state of the level of the LAN model [2, p.153].

The following assumptions and limitations apply in the LAN model.

Assumptions: ‘

e input features ¥/ within the level / are independent

° at each level of the LAN model, certain network functions are isolated.

Limitations:

e  the proposed model cannot be applied to specialized system network architectures.
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Let us introduce the following main formalisms necessary for constructing fuzzy
linguistic knowledge bases.

Let us assume that the variables x; and y can take on both qualitative and numerical

values.
Changes to numerical values will be in the area:

Xi :[xj3x_i]:i:1’_n: (2)
Yi = [yl 5 y]: (3)
where x_, andx; — respectively, the upper and lower values of the input variables

X;,i= Ln; ; and y — the upper and lower values of the output variable y .

To define qualitative variables x;,i= 1,_11; and y, all possible values of the set must be

known:

CARTLZ N G W @)

Y:{yl,yz,...yum} (5)

where ‘{’il — estimation, corresponds to the smallest value of the input variable x;; W, —

estimate, corresponds to the largest value of the input variable x;;
y1 — estimate, corresponds to the smallest value of the output variable y ;
y"m  — estimate, corresponds to the highest value of the output variable y ;
gi, &, — cardinality.

Suppose that vector X ' ={x1',x'2,...,x',,} takes strictly defined values of the input

variables of the object under study, where x; eX;,i=1n.

The decision-making task is to calculate the output y' €Y from the value of the vector
X'.

An important condition for the guaranteed solution of the presented problem is the
existence of a functional dependence

N 2
R(X,X,) =) (x;—x,) (6)
j=1

To determine this dependence, we will define the input variables x;,i=1,7, as well as
the output variable y as linguistic variables (LV) determined using universal sets [8]:

mqinR(X,Xq)ZR(X,Xqv,) 7
T T
mcEIlXR(X,Xq):X-Xq,, (8)

or
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N N
Pk = D XiXg = D XiW )
i=l1 i=1
N
Xm= {xml’xm2""vmevyml,ymZ,"'vymn,}:l sm<M. (10)

For a qualitative assessment of LV x,-,izl,_n and y we will use terms from the
following term sets:

. Az{a},aiz,...,afi} —term set of LV x;,i=1,n;

. B=1{b,b,,....,b,,} — term set of the output LV y , where aip , — p -th linguistic
term of LP x,-,pzl,_l,-,izl,_n ;
. d j —J -th term of the variable y; m — the number of different solutions in the

studied subject area.
Possible difference in the cardinality of term sets A4;,i=1,n L #..##...#1[,.

We will identify the terms of input and output LVs aip €A; and
bj eB,p= E,i = rn,j = I,_m as fuzzy sets (FS) that can be specified on a universal set
v;, Y It will be determined by relations (7) - (10).

If x;,i :1,_n and y are numerical variables, then fuzzy sets aip € 4; and bl-p € B are

expressed as [4]:

Y a?
e (an
Xi
v b
bj=j”x—(x), (12)
y

P
where u“ (x;) — is the membership function of the values of the input variables

— b. . . .
x; €[x;,xi] to the term af € 4;; u / (y ) — is the membership function of the values of
the input variable y e [x,-,;,'] totheterm b, € B .

When x;,i= 1,n and y are considered as qualitative variables, fuzzy sets af e 4; and

b; € B are expressed as:

p_an” b (13)
G- S
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Y

EmH -V

I (14)
r=l1 y

P . .
where 4 (vf) —is the degree of membership of the element v} <, to the term o’ e 4;

i

b, ) . r
p=LlLi=lnk=1g;; u’ ") —isthe degree of membership of the element y" ey to the
term b; B, j= Lm;\¥; and v are expressed by formulas (9) and (10).

This approach for building a fuzzy model is called fuzzification of linguistic variables.

3 Results

In accordance with (6), let us choose the MISO-structure (“Multi Input - Single Output”)
[5] of the fuzzy knowledge base. It is also necessary to select N experimental data to link
the outputs and inputs of the studied object. Let’s distribute them according to the following
principle: N =g +¢; +...+q,,, where k; - is the number of experimental data that were

obtained by the expert assessment method, corresponding to the output solution
bjeB,j =Lm; m - the number of output solutions, and in the general case:
g1 #qy # ... % G-

Let us make the assumption that the number of selected data for the experiment is
less than a complete enumeration of combinations of levels /, of change in input

variables, i.e. N</-ly-...1,, i=1n.
Let's number N experimental data:
11,12,...10, — a set of input variables used to solve 5;;

JjLj2,...jO; —aset of input variables used to solve b;;

ml,m2,...mQ, — a set of input variables used to solve b, .

m

The matrix of knowledge that connect the incoming variables x;,i=1,n and variable y

is a table created according to the rules listed below (table 1) [4].
1. The dimension of the matrix is defined as (n+1)N, where (n+1) - the number of

columns, N =gq; +q¢, +...+q,,, - the number of rows.

2. The first n columns define the input variables x;, i=Ln; (n+1) - the column
characterizes the values b; € B, j = Lm of the input variable y .

3. Any row of the resulting matrix will be a set of values of the input variables, which are
determined on the basis of expert surveys and refer to the possible value of the output
variable y . Note that the first ¢, lines will correspond to the value of the output variable

v = by ; the second ¢, lines - to the value y =5, , the last ¢,, lines - to the value y=5,,.
4. The element a,-j” located at the intersection of the jp-th row and the i-th column

corresponds to the linguistic assessment of the parameter x; in the row of the fuzzy

knowledge base with a number ,p . The linguistic assessment aijp is selected from the term

set of the variable x;, i.e. ai]p eA,-,i:I,n,j:Lm,p:I,qj .
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The knowledge matrix characterizes a certain system of logical statements, such as “IF -
THEN, ELSE”, which associate one of the input variables x;,i=1,n with a possible

solution: bj g j=Lm:
11 11 11
IF(x; = a; )AND...AND(x; = a; )AND... AND(x,, = a,, JOR...
_ g _ g _ g _
IF(x) = a;"V YAND... AND(x; = a; " YAND... AND(x,, = a,/''\ \THENy = b ELSE ...

IF(x; = ai’ YAND... AND(x; = aJP AND... AND(x,, = a;” YOR .

(15)

IF(x = af’)AND... AND(x; = a{" ) AND... AND(x,, = a} YTHENy = b ;ELSE....
IF(x; = a ™ )AND... AND(x; = a;""" )AND... AND(x,, = ap ™" )OR ...
IF(x; = a" ™ )AND... AND(x; = a;""" YAND... AND(x,, = a, "™ THENy = b, ELSE ...

where b = j= I,_m — is a linguistic estimate of the variable y , which is determined from

the term set B ; aljp — is a linguistic estimate of the input variable x; in the p -th line of
the j-th disjunction, which is selected from the corresponding term set
A;,i= 1,_n,j = I,_m,p = E 4 is the number of rules that determine the value of y = bj .

A similar system of logical statements of an expert about how factors {x;} influence the
value of an output variable y is called “fuzzy knowledge base” [6, p.104].

Using operations J(OR)and (1(AND) , the logical statements system can be written
as:

q4i | n .
U{ﬂ(xi:al/p)}:y:bj,jzl,m. (16)
p=1li=1

To take into account the different degrees of the expert universality when displaying the
rules, we will use weighting factors. When entering weighting factors of the rules into a

fuzzy knowledge base
N x
\lexz = lei log— (17)
- X2;
i=1
the following transformations will occur:
qi | n . J—
Ul N =a/)ow;, |=y=b;,j=1m (18)
p=1 i=1 '

where w;,, €[0,1] - weighting factor of the jp -th rule.
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4 Discussion

Using the knowledge matrix given in Table 1 or an equivalent system of logical statements
(17), we define a system of fuzzy logical equations that determine the values of the
membership functions of various solutions for fixed values of the input variables:

h Y S By
(X1, X0,5000x,) = 1 iy A A () Vvt (g A

1p ml ml
Aun (xn),...,ubm(xl,xz,...,xn)=,ua1 (xl)/\.../\,u“" (x,)Vv... (19)

amp amp
v Gy A AT (x,),

where A — logical AND, v — OR.

Table 1. Knowledge matrix structure.

Input value Input variables x Output
sets X . X; . X; variable y
11 all ! al! ! al,] by
10, a4 . a . alQ by
.]Q] QIJQ] al]QJ aiQJ bj
m alm ! a,-m ! a,'zn1 by,
QO alan e a;nQ" . a:an" bm

Practical operation of TFS for the effective solution of the problem of analyzing and
identifying the state of a LAN involves the need to determine the membership function of
the described LV term.

The task of constructing membership functions can be formulated as follows. Two sets
are given: a universal set V' ={v;,v,,...,v,} and a set of terms G ={g;,22,-..,8,} -

A fuzzy set g for defining a linguistic term g; on a universal set V" can be represented

as:

§:{ﬂgj(vl),“.’tugj(vn)},jzl,_’n (20)

4! Vi

It is necessary to find the degree of membership of each element of the set V to the
elements of the set G. In other words, it is necessary to find ug;(v) forall i=Ln, j=1Lm.

Two existing methods can be distinguished, with the help of which it is possible to
construct membership functions. The first method is to statistically process the opinions of
a group of experts. In the second method, pairwise comparisons are made, which are
performed by one expert [3].

Effectively solving the problem of analyzing the type and hypothetical sources of LAN
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network problems, we use the method of constructing membership functions based on
analytical processing of the results of the expert survey. To do this, each expert must fill out
a linguistic model table. Such a table indicates the expert's verdict on the presence of fuzzy

set properties gj,j = I,_m in elements v;,i=1,n.

Let us introduce the following additional designations: & - the number of experts, h)lﬁ -

information of the A-th expert about the presence of the properties of a fuzzy set

gj,j = I,_m,i =1,_n,k =1,K in the element v; .
Based on the results of the questionnaire survey, the degree of belonging ofv;,i = Ln to

afuzzyset g;,j = I,_m is defined as

1 & /
Hej (i) == D Ny 1)
k=1

To get more accurate estimates, sometimes reviewed experts are divided into categories
of experience, with assigning each of them their own weight.

The following membership functions are widely used in practice: triangular, Gaussian
(bell-shaped), trapezoidal and sigmoidal.

Membership functions are often specified in parametric form. For this, the parameters of
the membership function are determined. These parameters include the core, level,
maximum coordinate and concentration coefficient.

As the basis for the operation of fuzzy inference, the knowledge base is used, which
contains fuzzy statements and membership functions for the corresponding linguistic terms.

Let's accept the following.

1. Each of the sets of decisions - classes of object states (for each level of the local area
network) can be represented as a term set of the output variable: B =1{b;,b,,...,b,,} .

2. The membership function can be represented in the form b j € B,j= l,_m that allows

representing each class of the state of the LAN level in the form of an odd set (20).
3. The input parameters of the state of the object influencing the decision (signs of
network problem sources) can be represented in the form X = {x;,x5,...,x,} .

4. The estimation of parameters can be represented as a set of linguistic terms x;,i = I,_n ,

—s 1 2 g
Al —{Cll,dl ,...all}

1 2
A, ={ap,a;,...a5"}.

5. x;,i= I,_n (21) describes the terms of the input variables of the membership function.

6. Matrix of knowledge.
In order to solve the problem, it is necessary to develop an algorithm for making a
decision, which will allow a fixed set of estimates of the parameters of the object's state

{ai,...,a,},a] € 4,...,a,, € 4, to correspond to a decision-class b}- eB,j=1m.
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5 Conclusion

The idea of an algorithm for solving this problem is to apply L. Zadeh's “compositional rule
of inference” [1, 5], which established a connection between variables - one input and one
output. "This rule is generalized to the system of one output and » inputs” [1, 5], which
corresponds to the full knowledge matrix (table 1).

The scheme of the fuzzy inference process includes three stages (Figure 2) [1]: the
introduction of fuzziness (fuzzification), fuzzy inference and reduction to clarity

(defuzzification).
Knowledge base
X Fuzzificati i ¥
Fuzzification s Defuzzification
— (fuzziness) —> Fuzzy inference 9 dar T
i (clarity) operation
operation

Fig. 2. Fuzzy inference system.

Such a task of optimizing the knowledge base arises if there is a need to adjust the
parameters of the rules in the base based on the available experimental data (training
sample). Adjustable parameters are fuzzy rules and forms of membership functions [6, p.
110].

To optimize a fuzzy knowledge base, it is necessary to carry out two stages (as in the
case of the optimization of nonlinear objects) - the stages of structural and parametric

definitions (Figure 3).
C Structural (IcfmilinD

Pairwise Expert knowledge
comparison method system

\/

I
I
I
Choosing fuzzy rules I
I
I
I

Selecting the types of membership functions j

—_—— e ey — = — —
C Parametric definition >
Optimization methods Training set

\/

I

I

I

Modifying rule weights I
Q I

I

I

Modification of membership function
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_— e —— e ———— —

Y

m——————

Fuzzy object model

Fig. 3. Fuzzy knowledge base optimization stages.
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At the stage of structural definition, the creation and simple configuration of the object
model is carried out. This is possible using the method of building a knowledge base using
the data obtained as a result of collecting expert information. To simplify the adjustment of
weighting factors and forms of membership functions, methods of paired comparisons are
used (for example, Saaty, Cogger) [7]. The higher the professional qualities of an expert
and the more accurately he makes a forecast, the higher the adequacy of the fuzzy model
built at the stage of simple setup.

At the same time, it is impossible to speak unambiguously about the guaranteed
coincidence of the results obtained by the theoretical method, using fuzzy logic and data
obtained experimentally. Thus, the algorithm should provide for the second stage, at which
the fine tuning of the fuzzy model is carried out by training it using experimental data.

This stage (fine tuning stage or parametric determination) is formulated as a nonlinear
optimization problem. The problem posed can be solved by various nonlinear programming
methods (for example, gradient methods, quadratic programming method) with the use of
neural LANs, genetic algorithms, etc.
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