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Abstract. This article discusses the main age-related features of the 
Internet use by adolescents and children. Today more and more computers 
are connected to the Internet. At the same time, connection via high-speed 
channels is becoming more common, both at work and at home. More and 
more children get the opportunity to work on the Internet. But at the same 

time, the problem of ensuring the safety of children on the Internet is 
becoming more acute. For this, a security monitor was developed, which 
has many functions that allow you to use the Internet more safely and 
under parental control. This security monitor is written in the web 
programming language JavaScript and PHP, which will allow using the 
system on almost all modern browsers and on any computer. The article 
also provides screenshots of the program's operation and a flowchart with a 
detailed description. 

1 Introduction  
Ensuring the safety of children and adolescents is a task of increased urgency [1]. To solve 

it, it is necessary to develop special software - a security monitor that allows you to view, 

analyze and block a destructive website with malicious content even before it is loaded onto 

the computer of a young user, and also helps parents control the hobbies of their children 

[2-4]. 

The problem of text analysis on Web sites has been considered by many Russian and 

foreign authors, including I.Ye. Voronina, V. A. Goncharov (in the work "Analysis of the 

emotional coloring of messages in social networks (on the example of the network" 

V_Kontakte ") [5], VB Barakhnin, RI Mukhamedyev (in the work" Methods to identify the 

destructive information ") [6] and many others [7-10]. 

The aim of the authors' research is to develop software - a security monitor designed for 

parents of children and teenagers, capable of protecting young users from the destructive 
influence of Web sites with malicious content that pose a threat to their psychological 

security. 

The object of the research is Internet resources containing destructive text content that 

threatens the psychological safety of children and teenagers. 
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The subject of the research is the algorithms for analyzing the text content of Web sites 

and methods of blocking such sites before being downloaded to a computer by a young 

user. 

There are similar programs in the world. Among them, one must first of all name 

software products: KinderGate, KidShell, Kaspersky and others (Table 1). Let's consider 

possible analogs [11-14].  

Table 1. Existing analogues of the developed software.

Price Developer

Interface in 

Russian 

language

Age of 

children
Platform

Hidden 

mode 

of work

Kids Place Free/Paid Foreign - 5-7 Android -

Mspy Paid Foreign - 5-17 Windws -

SafeKiddo Paid Foreign - 5-17

Windws, 

Android, 

Apple

-

KidLogger Free/Paid Foreign + 5-17 Android +

KidShell Free/Paid Foreign + 5-7 Android -

PlayPad Free/Paid Foreign + 5-7 Android -

KinderGate Paid Foreign + 5-17 Windws -

Norton Family Paid Foreign + 5-17

Windws, 

Android, 

Apple

+

Kaspersky Free/Paid Russia + 5-17

Windws, 

Android, 

Apple

+

ParentaWatch Free Russia + 5-17

Windws, 

Android, 

Apple

+

2 Development of a security monitoring system
The security monitor developed by the authors has its own principles (Fig. 1) and the 

following differences from analogues: 

�  monitoring and analysis of the text of the site for the presence of destructive phrases 

and words is performed by preloading the site (hidden from the young user); 

�  the detected Web site is automatically added to the database of destructive sites; 

�  a list of destructive phrases and words is formed, which is constantly updated; 

�  the developed security monitor is an import substitution, absolutely free, and is 

designed for a Russian user with any level of computer literacy. 
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Fig. 1. Principle of the developed software.

Elements of the program: browser extension; server; parent's personal account. 

Within the framework of the chosen program architecture, the procedure for blocking a 

site with unsafe content is as follows: when a minor child or teenager opens any site, the 

browser extension is introduced into the page loading process, stretches the site load while 

it is being checked, that is, visually stops the page load and loads it in the background. The 

program checks a Web site for dangerous content, then either deletes the content and 

displays an error message on the screen, or opens the Web page itself, but sends the 

information to the server and to the parent's personal account. Parents, in turn, can choose 

the status of the viewed content and block it [15-17]. 

Browser extension is implemented using the Java Script programming language and has 
its own operating principle (Fig. 2) and its own algorithm of work. The expansion works in 

several stages. At the pre-load stage, code is included that covers the entire page with a 

white layer to stretch the page load while it is being checked. The next stage is the study of 

the downloaded, but not yet displayed content. Further, if the website check was passed, 

then the white layer is removed and the already loaded page opens. Otherwise, the content 

is deleted and a network error appears on the screen instead. 
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Fig. 2. How the extension works.

To speed up the work of the extension, the server generates a list of forbidden 
expressions, words and phrases every day, so as not to make a selection constantly. The 

cache of entries is broken down by types of threats, for example, phrases related to erotica, 

pornography, pedophilia, murder, suicide, etc. To calculate the site's rating to measure the 

degree of its destructiveness, formula 1 is used. 

(1) 

qi – site i rating from 0 to 1; i – the serial number of the site in the system; j – the serial 

number of the visitor; si- the number of unique site visitors; tij – harmfulness coefficient, 

[0,0.5,1] 

The software implementation of the developed safety monitor is divided into two parts. 
Architecturally, the client-server application scheme is used. The clients are the extension 

and the control panel of the parents. It should be noted that the control panel performs a 

presentation role and mainly displays information received from the server, and the main 

emphasis at the development stage of this panel was placed on visual design. 

The server coordinates the work of all extensions and the work of control panels, so its 

work is provided by two main classes. The essence of these classes boils down to the fact 

that they transform incoming commands into an understandable SQL database. 

Method for generating a request of the update type when updating the page status or the 

list of allowed or forbidden phrases (Fig. 3). 
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Fig. 3. Method for updating page status or list of allowed or forbidden phrases.

3 Results of research
To test the security monitor software, a conditionally dangerous Web page was created, that 

is, a page containing keywords, which is located at zapret–test.ru. This page was used as a 

test bench for extensions. 

In the tool, the administrator initially created a list of prohibited expressions. But 

parents also have the opportunity to make changes to the list, to add prohibited websites 
there, which, in their opinion, may somehow harm their child (Fig. 4). 

Fig. 4. Banned sites settings tab.

After enabling the extension on the computer, we will go to the secure website. The 

browser loads it without any blocking. Now let's go to the site that we created for local tests 

with the address zapret-test.ru, that is, it has dangerous content for a child. After going to 

this page, the network error 504 appears (Fig. 5). 

This means that our extension recognized this page as malicious, and made the child 

understand that it was impossible to get on it, without showing explicitly that the site was 

blocked by some extension that the parents installed, passing it off as a simple network 

error. 
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Fig. 5. Error window.

Next, we will go to Yandex and check the work of search queries. After entering in the 

line cartoon "Spirited away", the browser will open all available pages for the child. 

In the parent's personal account, you can go to the activity tab and view all the child's 

activities in the browser with the extension installed, that is, view the history of visits to all 

sites visited by the child and other functions of the control panel (Fig. 6). 

 

Fig. 6. Control panel functions.

Malicious sites are highlighted in a special color so that they can be immediately 

distinguished from the allowed ones (Fig. 7). 

 

Fig. 7. Website visit history.

E3S Web of Conferences 273, 08046 (2021)

INTERAGROMASH 2021
https://doi.org/10.1051/e3sconf/202127308046

 

6



4 Discussion and conclusions 
In the process of development, the authors studied the age characteristics of the use of the 

Internet by children and underage adolescents, identified the negative impact of social 

networks on the psyche of children and adolescents, studied the classification of risks and 

threats that are possible in the absence of parental control, analyzed the protection of 

children and adolescents on a legal basis. The existing Internet risks can be conditionally 

divided into content, communication, electronic and user risks. Each of these types of risks 

can cause irreparable damage to the emotional well-being and psychological health of a 

child or adolescent, and therefore requires careful analysis and leveling. 

Existing programs to ensure the safety of children on the Internet were analyzed. Based 

on this analysis, software development technologies, basic program modules and 
algorithms for working with resources were selected. A software application has been 

created for parental control of children and teenagers against the destructive influences of 

Web sites that pose a threat to their security. 

The use of the existing software is considered and a comparison is made with the 

security monitor developed by the author. It was revealed that the existing software 

applications were created abroad and can be used in Russia only if paid versions are 

connected. 
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