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Abstract. Designing an integrated telecommunications and computer 

network using a simulation model requires defining all the network and 

communication elements that make up the network and network 

communication. The accuracy, quality, and usability of the simulation 

results depend on the accuracy and the way of defining the network traffic 

as a timed event between the source and the destination in the network. In 

this paper, the method for a more accurate definition of network traffic 

required for the development of a simulation model using the software tool 

OPNET is proposed. Network traffic can be represented using a multigraph 

associated with an appropriate matrix of network traffic over time. Time 

definition of network traffic is enabled by applying the method of sampling 

multigraphs with the mathematical derivation of the corresponding 

statistical distribution function. Predicted or existing communication in the 

network describes using the derived function of network traffic distribution 

and precisely defines the OPNET simulation model.  

1 Introduction 

The efficiency of the decision-making process and basic actions in specific organizations 

such as industry, energy, banking and finance, traffic, emergency services, army, police, 

etc. are today based on major network telecommunications and computer communications 

between multiple participants in these processes. The nature of the said organization often 

requires the spatial distance of the participants in the communication with often specific 

working environmental conditions outside the building where the communication takes 

place. In addition, the conditions for the technological realization of such communication 

impose many limitations if the communication requires security, availability, reliability, 

and time efficiency. Such a form of communication requires the implementation of spatially 

distributed integrated telecommunications and computer networks (ITCN) with 

predetermined communication rules. 
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Modification of the network architecture, technical-technological and topological 

optimization, and, if necessary, change of the type of communication and communication 

procedure are performed on the basis of the observed shortcomings. The accuracy of the 

network simulation results, which depends on the accuracy and precision of the description 

of the simulation model of the use of the dedicated software tool for simulation of use on 

the accuracy of the derived conclusions about the designed ITCN. The procedure of 

describing the simulation model of the network after defining all the factors of the network 

architecture and topology requires the most accurate definition of the planned or existing 

process of communication in the network as network traffic between network elements. 

The way of defining the process for simulation of network traffic in the simulation model of 

the communication network is a procedure conditioned by the possibilities of the software 

tool and integrated methods. Defining network traffic can be complex, especially if the 

simulation of simultaneous distributions of several types of technologically different traffic 

is required. The procedure for defining network traffic in previous works [2-4] as well as in 

new papers [1, 5, 6, 7] is based on a statistical parametric description of similar or typical 

traffic as well as traffic measured and recorded in a similar network as in [1-6]. By applying 

the given methods for the realization of the simulation model, there is a possibility of 

wrong choice or description of network traffic and time of obtaining wrong simulation 

results. The description of network traffic in the OPNET simulation model is based on the 

selection and definition of statistical distribution functions that most closely describes 

network traffic events. In this paper, a method is proposed that applies estimates of 

multigraphs and associated matrices of communication interactions between network 

elements enables the derivation of distribution functions that more accurately describes the 

events of network traffic in the time interval. 

2 Network traffic design of OPNET simulation model  

Network traffic design methodology for the development of the OPNET simulation model 

ITCN given in [8] requests the realization of the network traffic matrix between sources 

and determination of communications in the network. The starting element for defining the 

network traffic matrix is a model of organizational structure that represents the elementary 

organization represents participants in communications (E1, E2, …Ei), and shows their 

functional relations (F1, F2, …Fn). Positions and mutual distances of participants in the 

space, where communications are committed, determine their physical and logical 

topological affiliation as elements of the network-central structure of ITCN and affiliation 

in subordinate network nodes. For the purpose of creating functional relationships, the type 

of necessary communications (voice, data, information) is defined, which are determined 

by information flows. For the realization and establishment of information flows in the 

ITCN, appropriate network application services are defined (S1, S2, …Sn). 

Operating procedures are applied within the network traffic matrix. in a given 

organizational structure, they define the times ΔT= [t0, t1, t2, …tm]  and the time schedule 

according to which the elements of the organization mutually establish a certain type of 

communication. The basic concept of mapping the organizational structure into a matrix of 

network traffic with relations and time sequence of communication between network 

elements, and mapping into the OPNET simulation model is illustrated in Figure 1. The 

application of the network traffic simulation method requires the definition of a time 

sequence in which network elements establish communication interaction and realize 

mutual communication and exchange of certain types of data. 

 

2

E3S Web of Conferences 279, 02011 (2021)
EEESTS-2021

https://doi.org/10.1051/e3sconf/202127902011



  

            

Fig. 1. The basic concept of forming a network traffic matrix for mapping into the OPNET simulation 

model of ITCN 

Time moments of communication interactions between network elements in simulation 

time are determined by the time schedule of activation and duration of network services and 

shown by the timeline in Figure 2. 

 

  

Fig. 2. Time-Line of activation and repetition of network elements communication interactions and 

network application services Si 

where is t0 - activation time of services S1 on the network elements E1 and E3, t1 - activation 

time of services S1 and S2 on the network elements E3 and S2 on the E1, ti - the time by 

which activated required services Sn.  
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Communication relations, repeated communications, and time samples in the form of 

time schemes of activation, and duration of network application services are determined on 

the basis of operational procedures. The duration of communications is determined 

according to the amount of information for exchange and can be a stochastic or 

deterministic process. 

2.1 Implementation of the network traffic matrix in the OPNET simulation 
model  

For the realization of the network architecture and topological structure of ITCN in the 

simulation model, a network traffic matrix should be implemented. The definition of the 

connectivity matrix between the network elements of the ITCN is initially realized, and the 

predicted communication connections are involved with it. In the OPNET simulation 

model, time samples for establishing communications between network elements are 

described by selecting the statistical distribution function according to which time events 

are realized. 

Communication between them is realized through one or more network services S1, ... 

Sn and the duration of communication is also defined by the distribution function by the 

time when network element Ei establishes communication interaction with network element 

Ej by distribution function. 

2.2 Selection of the distribution function 

The selection of the distribution function should be done to describe realistic 

communication events from the operational procedures in order to OPNET's reality 

simulation model of ITCN presents network traffic analysis more realistic. The choice of 

the distribution function for application in the simulation model has a great influence on the 

reliability of the simulation of real network traffic, considering that the operational 

procedures are provided by time samples of a larger stochastic character. Defining the 

values of its parameters is necessary so as to really describe the process that is represented 

in addition to the choice of the distribution function. 

The choice of distribution function can be based on the statistical study of 

communications in the network traffic acquisition according to [1-3] and [5, 6] or based on 

the approximation of a given type of network traffic (audio, messages, text, IP, VoIP, 

Video, HTTP, Web), ATM, etc.) with existing known distribution functions (Exponential, 

Poisson, Gaussian, Uniform, Weibull, etc.) according to [4, 9, 10, 11]. The way of selection 

of distribution function is arranged in the simulation model in the OPNET software 

according to [12] that is illustrated in Figure 3. 

The problem of the real description of network traffic in the OPNET simulation model 

ITCN is complex in scope to require definitions of the distribution function for each 

predicted type of communication (network application services S1 to Sn) between Internet 

network elements Еi and Еj. 

The choice of an inappropriate distribution function or incorrect parameter definition 

results in a simulation of network traffic that does not correspond to the predicted ITCN 

network traffic. Such simulated results cannot be responsible for the analysis and 

optimization of communication networks. In order to reduce an error in the selection of 

distribution function, it is necessary to perform the appropriate distribution function on the 

basis of the network traffic matrix, which defines the communication interactions of 

network elements in the predicted time. By implementing the thus performed distribution 

function in OPNET simulation model, realistic descriptions and simulations of the 

predicted network traffic are provided. 
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Fig. 3. Selection of the distribution function for activation and repetition time of the network 

application service in OPNET simulation model 

3 Method for sampling multigraphs 

The application of multigraph data sampling methods in [13] is one of the possible ways to 

derive the scheduling function approval from the network traffic matrix. Multigraphs can be 

expressed equivalently as symmetric integer neighborhood matrix with zero diagonal so 

that for sampling multigraphs we can equivalently sample neighborhood matrices. 

Sampling multigraphs is equivalent to sampling their associated matrices. The application 

of the multigraph sampling method in the design of network traffic of the OPNET 

simulation model ITCN enables the approval of scheduling functions to be defined more 

precisely. Within the ITCN design methodology, the method of sampling multigraphs can 

be applied to define the time distribution function of the realization of communication 

interactions between network elements of activation of network application services. 

Distribution functions are derived from the temporary matrices form of communication 

interactions of network elements associated with time changes to the multigraph. 
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3.1 Multigraph adjacency matrix of communication interactions of network 
elements 

The time scheme of communication interactions is made between the network elements Ei 

and Ej, (i ≠ j), by activating the network application services Srv at the predicted time  

t = (t0, t1, .. tN-1, tN, .. tm) interval ΔT = [t0, tm] based on the predicted order of 

communications given in Operational procedures. An example of the time order of 

activation and repeat of network application services S1 to S4 and the realization of 

communication interactions between network elements E1 to E8 in the form of a time 

scheme is shown in Figure 4. A given representation of a timeline is one of the possible 

forms of multigraph representation between multiple points. Each point represents one 

communication interaction between pairs of network elements (Ei, Ej) that occurs at time 

t=(t0,t1,..tN-1,tN,..tm). The color of the dot indicates the service S1, S2, S3, S4 with which the 

communication interaction is realized. The number of points between the two nodes 

represents the number of communication interactions. 

 

 

Fig. 4. Time-Line of activation and repetition of application services S1 to S4 and communication 

interactions between network elements E1 to E8 

Additionally, in order to understand the above, Figure 5 illustrates a different graphical 

representation of the time scheme of communication interactions with Figure 4, where the 

network elements E1 to E8 in time moment t=(t0,t1,..tN-1,tN,..tm)  (time plane) realize 

communication with other elements (Ei, Ej), (i = j), through one or more network 

application services S1, S2, S3, S4. One network element may mediate one or more 

application services at one time to create multiple interactions with other network elements. 

For individual network products from E1 to E8 and for individual temporary assumptions  

t = (t0, t1, .. tN-1, tN, .. tm) a matrix of communication interactions is formed which are 

collected at that temporary moment. 
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Fig. 5. Time-Plane of activation and repetition of application services S1 to S4 and communication 

interactions between network elements E1 to E8  

Using the definitions of time schemes of communication interactions that represent a 

multigraph (as in Figure 6), the associated nxn matrix TEi_Srv_t with network elements  

i = [1, n] is formed from communication interactions Network elements Ej (i≠j), through the 

service Srv , rv=(1, 2,..) at time t =(t0,t1,..tN-1,tN, tm). The creating of the matrix TEi_Srv_t 

allows deriving the distribution function by the method of multigraph sampling, which 

defines the value of the evaluation of network traffic. This is realized by activating the 

application service S1 between the network element E1 and other network elements E2 to E8 

at the temporary moment t =(t0,t1,..tN-1,tN, tm). 

By adding the matrix TEi_Srv_t, a matrix TEi_Srv_ΔT of total communication interactions 

through network products Ei is created through the service Srv with other network elements 

in time intervals with the interval ΔT=[t0, tm]. The matrix TEi_Srv_ΔT is reserved by a 

temporary variable multigraph which represents the change of communication interactions 

that function network products Ei with other network elements Ej, (i=j), via the service Srv 

in the time interval ΔT =[t0, tm]. For the example of the time scheme shown in Figure 4. the 

matrix TE1_S1_ΔT is formed which represents all the communication interactions of the 

multigraph (example in Figure 6). They are created by network products E1 with other 

network elements Ej, (j = 2, 8) by means of service S1 in temporary moments of interval  

ΔT = [t0, tm], so: 
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Fig. 6. Mapping multigraph in adjacency n x n matrix ТЕ1_Sv_t   
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Summarizing by all matrices TEi_Srv_ΔT, i=[1, n], the summary matrix TE:En_Srv_ΔT of all 

communication interactions is obtained which develops between the network elements Ei 

and Ej, (i=j), using by the service Srv in time interval ΔT=[t0, tm]. 
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thus the summation matrix ТЕ1:Е8_S1_ΔT is obtained with Figures 4: 
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3.2 Function distribution of communication interactions of network elements 

Multigraph sampling is the equivalent sampling of an associated matrix and the derivation 

of a distribution function q(T) on the basis of which the matrix can be derived. The method 

for sampling n×n matrices is Sequential Significance Sampling (SIS) according to [13] 

which is a matrix sampled column by column and performs a function arranged using the 

asymptomatic approximations listed in [13] and [14]. Sequential importance sampling (SIS) 

method for sampling multigraphs with fixed degree based on an asymptotic approximation. 

This method samples column by column and performs best in cases where the graph is at 

least moderately sparse. The distribution function can be estimated using graphs and 

technical coefficients in the way given in [13] and [15] that achieves the approximation of 

multigraphs. 

The matrix ТEi(t) =ТЕi_Srv_t from the set of matrices ΣТЕi_Srv_t=Σ ТEi(t)=ΣТ,  

t =(t0,t1,..tN-1,tN, tm) can be derived from the test distribution function q(·), where is 

q(TEi_Srv_t)> 0 for all matrices TEi_Srv_t ϵ ΣTEi_Srv_t, and then the distribution estimate is: 
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To estimate the distribution function in the matrix function µ=Ep[f(ТEi(t))] weights 

coefficients ̂  are used as processes µ defined as in [13]. By sampling the matrix ТEi(t) of 

column by column (c1, c2,..cn-1) a special distribution function q(·) on the basis of which 

q(ТEi(t)) should be determined can be represented as: 

   q(ТEi(t) =(c1,c2,…cn))=q(c1)q(c1|c2)…q(cn|cn-1,…,c1)    (7) 

The sum of order di, the margin of order d of the matrix n×n are determined by the same 

procedure according to the given method in [13] and [14] for the matrix TEi(t), then the 

updated margin of order d(2), d(3) .. d(i) matrices. The process of fitting the column of the 

matrix ТEi(t) is applied to the sampling of all columns c1, c2,..cn and the value of each 
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margin of the row is calculated, which is needed to express M - the total margin of the 

matrix [13]. The number of multigraphs |Σd| is calculated for the matrix ТEi(t) and the 

number of multigraphs corresponding to a separate submatrix is calculated for the 

submatrices formed by fitting the columns. The expression is derived on the basis of the 

asymptomatic approximations listed in [13] and [14]. The marginal distribution function of 

each column p (ci)~q(ci) is determined by using the obtained expressions for each column 

(c1, c2,..cn) of the matrix ТEi(t), and represents the derived distribution q(ТEi(t)). 
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By combining expressions [13, eq. (9) and (15)], the expression for q(c1) is derived: 
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The expressions for q(c1|c2),…,q(cn|cn-1,…,c1) and the calculation of q(ТEi(t)) for each 

time moment t =(t0,t1,..tN-1,tN, tm) should be performed in the same way. Derived distribution 

functions can be used to define the used calculated values from the derived expressions 

(Figure 7.) for the matrix TEi_Srv_ΔT, i=[1, n]. 

 

 

 

 

 

 

   

Fig. 7. Function distribution q(ТЕi_Srv_ ΔT) for activation and repetition of application services Srv and 

communication interactions between network element Ei 

Matrix sampling efficiency estimates and the accuracy of the derived function distribute 

q(ТEi(t)) in relation to the marginal distribution p(ТEi(t)) can be determined by calculating 

standard error estimates and different cv2 values by the procedure in [13]. The correction 

and adjustment of the values between the derived distribution functions q(ТEi(t)) and the 

marginal arrangements p(ТEi(t)) is realized by using the values of technical weights 

calculated by the procedure in [13] and [15]. 

4 Conclusion 

In this paper, the method for a more accurate definition of network traffic required for the 

development of a simulation model using the software tool OPNET is proposed. The 

q(ТЕi_Srv_ ΔT) 
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statistical description of network traffic is more credible in relation to the annoying 

approximation and relative measurement of network traffic is shown in research and 

application of the SIS method of sampling multigraphs. Given the design process and the 

description of network traffic is tested with a simulation model that enables the use of the 

scheduling function to define network traffic. The advantage of applying multigraph 

sampling methods is that it allows a wider application so that communication events 

presented by the matrix can be statistically described and analyzed by simulation. Further 

research on the application of the multigraph sampling method will provide a statistical 

description of the change in the value of parameters in network traffic and its correlation 

with changes in the parametric connectivity and topology of the ITCN. 
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