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Abstract. The paper presents the typical technologies of Industry 4.0. The results of a study of publications
and materials on the use of digital twins, virtual reality and robotization in energy are presented. The
digitalization of energy is considered on the example of the use of digital twins, virtual reality simulators
and being developed robotic solutions. Presented the position of the authors on the conceptual combination
of these technologies and, as a result, the renewal of classical dispatching in automated control systems of
energy facilities in accordance with the ideology of the Industry 4.0.

1 Introduction
The transition to Industry 4.0 is a global event affecting
all major countries in the world. Changes are also taking
place in Russia and the attention of the state has been
drawn to this event.
In 2017, the digitalization of the economy was
included in the list of the main direction of the country`s
strategic development until 2025. At the same time, the
government approved the program «Digital Economy»
[1].
The Fourth Industrial Revolution is usually described
by the widespread use of such technologies in industry
and everyday life as:
• Big Data and cloud computing;
• Internet of things;
• Virtual and augmented reality;
• Blockchain;
• Artificial intelligence and robotics;
• Additive Manufacturing.
Almost all of the above components relate to
digitalization. It means that digitalization is a
fundamental part of the Industry 4.0 architecture. The
other but is also associated with the digitalization
element of The Fourth Industrial Revolution is robotics.
The conversion of all sectors of the fuel and energy
complex is also part of Industry 4.0. To understand the
prospects and get the ability to predict the development
of energy automation in the context of The Fourth
Industrial Revolution, it`s important to explore the
possibilities of digitalization and robotization of energy.

2 Objects and Methods of Research
Automation of the energy complex initially assumed
automatic control of parameters and dispatching. But the
accompanying elements of The Fourth Industrial
Revolution (the development of microelectronics and the
*

global information network) have added new
opportunities for digitalization and robotization of the
energy industry.
Based on the analysis of open information sources [1,
2, 3, 4, 5, 6] the following developing digital solutions
for energy can be identified:
• Common Information Model;
• Digital substation;
• Modeling and forecasting of power facility
parameters using a digital model (digital twin);
• Virtual reality simulator;
• Intelligent accounting;
• Algorithmic trading;
• Digital channels of communication with the
customer;
• Digital payments;
• Predictive service;
• Smart demand and load management;
• Smart Grid;
• Integrating an electric car into the electric grid;
• Analysis and optimization of consumption;
• Production of individual equipment elements using
additive technologies;
• Robotic infrastructure diagnostics;
• Data protection and hardware protection against
cyber threats;
• Improving the efficiency of production personnel.
One of the most comprehensive solutions in the
digitalization of energy is smart grid [2, 3].
The Institute of Electrical and Electronics Engineers
(IEEE) defines the concept of smart grids as electrical
networks that meet the requirements of energy-efficient
and economical operation of the power system through
coordinated management using modern two-way
switching between substations, accumulating sources
and consumers.
The basic technological element of the digital power
grid is an intelligent electricity metering system. The
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sources of primary information in this system are smart
meters and sensors united in a common network. Such a
system contributes to the rapid formation of a reliable
volume of services, multi-tariff accounting and other
functions. This solution should lead to an increase in the
reliability of the power system and the quality of
electricity.
The main differences between smart grid and
traditional power grid:
• Integrated use of centralized and distributed
generation within a single integrated power system;
• The emergence of an active consumer;
• Methods of forestalling, technologies of control
and management, accounting and diagnostics of the state
of the power system and its elements, allowing to ensure
the process of their self-healing and self-treatment;
• Dispersal and localization of control functions in
the power grid.
An example of one of the stages in the development
of the smart grid is the introduction of “smart electric
meters”. In Russia, about 2.7 million commercial devices
are already equipped with smart solutions.
Another well-known solution in the digitalization of
energy is a digital substation [1, 7, 8, 9, 10, 11, 12, 13,
14, 15].
The term “Digital substation” refers to the digital
organization and interaction of technological systems of
a substation (such as IACS, relay protection and
automation, etc.) within each system and between
systems. The work and management of such facilities is
based on the software and technical complex of the
digital substation divided into structural levels (process,
accession and substation), which are combined through
segments of the local-computing network Ethernet.
Based on the analysis, it is possible to distinguish the
distinctive features of digital substations:
• Remote digital control of switches and switching
machines;
• Automated (and, in the long term, robotic)
monitoring of the technical condition;
• Automated system for monitoring and forecasting
the quality and accounting of electricity;
• Cybersecurity system.
Examples of such substations are:
• Substation 110/20 kV Medvedevskaya (Moscow,
Skolkovo);
• Substation 110/10 kV named after M. P.
Smorgunov (Solontsy, Krasnoyarsk region);
• Substation 500 kV Tobol (Tobolsk);
• Substation 110 kV Yuzhnaya (Cherepovets).
One of the innovations in energy associated with The
Fourth Industrial Revolution is digital twins [5, 16, 17,
18]. Despite the long-standing appearance of the first
prototypes and ready-made solutions based on digital
twins, it`s not yet possible to say that this element of
Industry 4.0 has become widely used in Russia.
Digital twins can become an important and necessary
tool for ensuring effective digitalization of energy
facilities.
Digital twins of individual devices used on energy
objects will help track their condition, predict failure and
signal the need for replacement.

Digital twins can help organize effective control and
management in the complex of all devices located in the
space of the object. At the same time, the digital twin,
thanks to its simulations of possible and unforeseen
situations and operational modes will not only improve
the efficiency of management in the online mode, but
also predict behavior in different situations, take into
account the impact of various external and internal
factors, timely assess the level of possible damage or
residual resource.
The digital twin, due to its high accuracy, makes it
possible to get much closer to a real object, providing a
difference between the results of virtual and real tests
within the ± 5%. This is achieved and verified by the
analysis of the readings of measuring devices from a real
object. For example, the accuracy of digital models in
the automotive industry is tested by ~500 sensors. The
use of digital twins has resulted in a significant reduction
in the volume of real tests. For example, the leaders of
the global automotive industry in 2007 had a ratio of the
number of real and virtual tests of 100 to 100 and 5 to 10
000 in 2017.
An example of the use of digital twins in the energy
sector is the ELVIS (Electricity Verkko Information
System) project in Finland. Data from SCADA, ArcGIS,
and Maximo were fed into a single CIM model database.
This information was used to maintain the network and
perform various calculations. As a result, productivity
has increased, costs have decreased, electric power
transmission reliability and business process efficiency
have improved.
An interesting and promising solution is the
combination of virtual reality and digital twins. Virtual
reality technology has been used in various industries for
quite a long time [19, 22, 23, 29, 30, 31].
Virtual reality has become the most popular in the
entertainment industry:
• Games;
• Cinema;
• Sports broadcasts and shows;
• Social networks.
Virtual reality creates the effects of:
• Presence;
• Immersion:
• Concentration of attention.
Thanks to virtual reality technology, the user feels
inside the virtual space.
Thanks to the use of various sensors, the recognition
of movements, emotions and gestures of the user is
achieved.
Virtual reality helps to focus the user`s attention on
the specified elements.
The advantage of this technology is the visibility and
the ability to simulate various situations. As a result,
virtual reality is used in training and advanced training
of personnel in the form of exercise systems. For
example, in medicine, students can hone their skills on
virtual simulators with tactile feedback. Another similar
example is the use of virtual reality to facilitate the
rehabilitation and treatment of patients with personality
disorders. The patient finds himself in a virtual space in
a specially created stressful situation by doctors.
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The limited factor for more mass distribution of
virtual reality remains the high price of the necessary
equipment – a virtual reality helmet and a powerful
enough computer.
The most well-known solution for the use of virtual
reality in the energy sector is virtual simulators for the
personnel of an electric substation [19, 29].
Kazan State Power Engineering University has
developed a prototype of such a simulator for a
110/35/10 kV substation.
The advantages of such equipment:
• Safety;
• On-the-job training;
• Simulation of any situation, including emergency
situations;
• Modeling any real or projected object with
specified detail;
• Formation of motor skills interaction with
substation equipment.
To improve efficiency, the developers of virtual
reality simulators for the electric substation are trying to
achieve:
• Realistic;
• Interactivity;
• Detailing;
• Visibility;
• Presence effect.
The virtual reality simulator should create a feeling
in the user of the presence on the object and the reality of
what is happening.
The user must be able to interact with the object. For
example, to carry out operational switching.
Detailing the virtual space helps to increase the sense
of presence and efficiency of learning. The user in the
real situation should have the same tools and
surrounding space as in the virtual simulator.
The ability to see the physical processes taking place
inside the object is rarely realized in virtual reality
simulators for electrical substations. But this possibility
allows you to better understand the design of the
equipment and the causes of accidents.
Thanks to the sense of presence, an algorithm of
actions is formed, the necessary real movements for
different events are remembered.
Integrating virtual reality into a digital twin adds
visibility and effect to being in the space of an object.
Combining such a software package with classic
automation and robotics solutions makes it possible to
transfer modern dispatching to a new level.
Dispatching based on the combination of digital twin,
virtual reality and robotics is especially relevant for
energy facilities geographically distributed in large space
and remote from populated areas.
As a result of the study of literary sources [24-38] the
following robotic solutions can be identified in such a
complex:
• Robots designed to diagnose and maintain power
lines;
• Robots designed to check the condition of wind
turbines, to clean wind turbine blades;
• Robots designed to clean solar panels, to turn the
panels while tracking the sun;

• Robots designed to diagnose and maintain nuclear
reactors.
But the development and increasing availability of
microelectronic component base, software creates new
opportunities for robotics and the emergence of new
robotic solutions.
According to the design, the following technical
solutions can be distinguished:
• Flying, ground, underwater platform or using
different types of captures;
• Mobile, stationary platform;
• Modular
reconfigurable,
modular
nonreconfigurable platform.
Examples of such robots for servicing high-voltage
power lines:
• Expliner, inspection and condition check of power
lines;
• LineScout, snow removal, tightening of bolted
connections, cleaning of wires from various foreign
objects.
Important for the development of this area is the
training of teams of developers of various robotic
solutions using non-expensive components. For
example, capture or move components.
At the Kazan State Power Engineering University, on
the basis of the Youth Innovation Center students
develop various prototypes that can later be used to
automate energy facilities.
The integration of robotic solutions and a digital twin
with virtual reality enables personnel to remotely service
an energy facility.

3 Results and Discussion
Digital twins using virtual reality add new opportunities
in training and skills development of personnel of energy
facilities.
The introduction of virtual reality into a digital twin
with the addition of robotic elements will take the
automation of energy facilities to a new level in
accordance with the ideology of Industry 4.0.
In this case, the operator will be able to remotely
monitor the condition of several dozen electric
substations for example and, if necessary, including
virtual reality mode remotely control robotic devices to
replace components and current repairs.
Such an organization of interaction of digital twin,
robotic devices and real object is possible not only on an
electrical substation. But in order to successfully
implement such an approach, careful and gradual
preparatory work is required. Digital twins of devices
should be prepared, and robotic solution should be
developed and implemented. Then a digital twin of the
object should be created entirely using virtual reality.
The training of personnel capable of creating the
considered technical solutions also plays an important
role. Considerable attention is paid to the creation of
software products and the training of relevant developers
in Russia. Unfortunately, robotics can`t boast the same
thing yet.

3

E3S Web of Conferences 288, 01039 (2021)
SUSE-2021

https://doi.org/10.1051/e3sconf/202128801039

Combining the digital twins of energy facilities will
create a digital twin of the energy network as a whole.
This will help to improve the manageability and
efficiency of power grids of Russia.

9.

4 Conclusion
10.

The paper presents the results of the authors` study of
publications and materials on the application of
digitalization and robotics in energy, on the basis of
which the main elements for the formation of the
concept of dispatching energy facilities with the use of
digital twins with virtual reality and elements of robotics
are highlighted.
The main methods and mechanisms for
implementing solutions based on digital twins, virtual
reality and elements of robotics in energy are considered.
The position of the authors on the assessment of trends
and prospects for the development of automation and
dispatching of energy facilities in the framework of the
transition to Industry 4.0 is presented.
This paper didn`t investigate the impact of energy
chance on other industries as part of the transition to
Industry 4.0.
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