E3S Web of Conferences 288, 01111 (2021)
SUSE-2021

https://doi.org/10.1051/e3sconf/202128801111

Challenges and methods of monitoring the occurrence of
unsanctioned voltage in the power grid
Alexander Panfilov1, Alexander Vinogradov2, Alina Vinogradova2, Vadim Bolshev2, Zumeira Shakurova3, and Elena
Zaugolnikova4
1Branch

of "PJSC Centre-Orelenergo", Orel, Russia
Scientific Agroengineering Center VIM, Moscow, Russia
3Kazan State Power Engineering University, Kazan, Russia
4NUST MISiS, Moscow, Russia
2Federal

Abstract. The review of sources dedicated to the issues of monitoring in electric networks made in the
article showed that the works of many scientists are aimed at developing methods, technical means, systems
for monitoring current and voltage in various operation modes of power grids. The main objectives of
monitoring are identified, it is shown that monitoring of parameters in the network operation modes
provides observability of the network, which, in turn, allows to make timely decisions about switching in
the network, regulating the parameters of the network operation modes. The relevance of monitoring for
detecting cases of unauthorized voltage in the 0.4 kV power networks is shown. Similar cases lead to the
risk of electric shock to people, increasing the risk of operating electrical networks. Identification of the
occurrence of unauthorized voltage in the 0.4 kV network provides ways to prevent its transformation at
substations of 10/0. 4 kV to a voltage of 10 kV. Therefore, it is relevant to develop methods for detecting
unauthorized voltage in the 0.4 kV electric system. The methodological principles and one of the developed
methods for monitoring the occurrence of unauthorized voltage in power transmission lines of 0.4 kV and
blocking the reverse transformation on substations 10/0.4 kV, as well as the device for its implementation,
are shown.

1 Introduction
Monitoring the parameters of the operation modes of
rural power grids allows to ensure the implementation of
one of the principles of managing the configuration
countryside power grids, determined in the [1],
specifically, the principle of its observability. The modes
of operation of rural power grids are characterized by a
constant change in its parameters, which may include
current, voltage, power consumption, both active and
reactive, and indicators of the quality of electrical energy
[2, 3, 4] . In recent studies, the authors point out that
large investments are directed in the field of power
engineering in the development of the infrastructure of
power grids [5,6 ], development of monitoring tools for
operating modes of electrical networks, substations [2,3 ]
sensors and systems for monitoring and managing the
reliability of power supply and power quality [4,7,8] ,
smart electricity meters and its infrastructure, which, in
addition to directly accounting, also perform monitoring
functions [9-15] .The development of monitoring
technologies makes possible to build smart grids that are
impossible without ensuring the observability of network
operating modes. It is important that monitoring systems
allow to reduce the time of interruptions in the power
supply of consumers, the time of non-compliance with

the quality of electricity supplied to consumers [1]. In
particular, given in [1] the example shows how the
implementation of monitoring systems can reduce the
time for restoring power supply by more than an hour by
reducing the time for receiving information about
damage in the electrical network and the time for
searching for the location of breakage.
It is possible to distinguish the main tasks of
monitoring parameters of the operating modes of rural
power grids. Monitoring and control of electricity
consumption for the purpose of organizing electricity
metering is revealed in the works [11-15]. Monitoring
and control of consumers’ electricity consumption and
sections of the power grids in order to identify areas with
increased losses is given, for example, in [16].
Monitoring and control of the quality indicators of
electricity supplied to consumers in order to regulate and
maintain within the standardized limits are shown in [1719]. Monitoring and controlling the power consumption
in order to identify the load of individual sections of the
network allows to improve the planning of
reconstruction and new construction of power grids, as
shown in [1, 20]. In addition, monitoring is performed to
identify emergency situations in the network and
diagnose, also solving other problems. Monitoring
methods are based on the application, firstly, of sensors
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for the parameters of the operating modes of the power
grids and consumers. Sensors can have different design
and functionality, as well as means of transferring data
about the parameters of the grid operation modes at the
sensor installation point. Several monitoring methods
and the design of various sensor variants are given in
[1,4,7,15-18,21].
Measuring devices such as power quality analyzers,
multimeters,
amperemeters,
voltmeters,
voltamperemeters, and many others are also often used
for monitoring and control. However, given type of
monitoring has significant disadvantages. Firstly, these
devices do not have, as a rule, data transmission tools,
and are not designed for fixed long-term monitoring.
Electricity quality analyzers are the most functional of
these devices, but it is an expensive equipment and
doesn’t allow to build a monitoring system.
One of the important monitoring tasks not mentioned
above in rural power grids is to improve the safety of
maintenance of grids and its operation. In particular, at
the present time, due to the insufficiently high reliability
of rural grids, which is noted in [22-25], village residents
install low-power generators and uninterruptible power
supply systems in their farms to reserve power supply to
houses in case of failures in the public network. It
increases the risk of unsanctioned voltage appearing in
the system, since not all consumers strictly follow the
rules for connecting generators to internal electrical grids
[26], admitting, occasionally, the possibility of supplying
voltage from these generators to the general electric
network. This leads to possibility of unsanctioned
voltage appearing in the electrical network, and this
voltage supplied to the low-voltage network can be
transformed into a medium-class voltage due to reverse
transformation at transformer substations (TS) of 620/0,4 kV. There are cases of deaths due to such a
situation, in particular, due to the supply of voltage from
the 0.23 kV generator in the Branch of “MRSK Center –
Yarenergo», an employee died serving the 10 kV line.
[27].
In addition, such documents were released as [28], in
which it is planned to implement in the power grids of
private power generating plants with a capacity of up to
15 kW connected at a voltage of up to 1000 V, as well as
Government Decree No. 328 of March 5, 2021. [29],
where the issues of supporting the generation of
electricity by renewable energy sources are also
considered. These documents regulate the possibility of
authorized connection of microgeneration, including
from renewable energy sources (RES) to public
networks. One of the consequences of this will be a
significant complication of the requirements for the safe
operation of power grids, as there will be the possibility
of unsanctioned supply of voltage from microgenerators
to power lines during its maintenance. It will be
necessary to ensure a guaranteed shutdown of all
generators connected to the network during maintenance
and repair of the network, to regulate the operation of
microgenerators, their use, issues of interaction of their
owners with power supply and power grid organizations,
the dispatcher of the electric network to which the
microgenerators will be connected. At the same time,

these generators will be on the balance of consumer and
access to them will be limited. This also requires
monitoring the parameters of the operating modes of
power grids, as well as the development of methods and
technical means to prevent unsanctioned voltage supply
and reverse transformation at transformer substations.
Thus the purpose of the study is to develop methods for
monitoring the parameters of the operating modes of
electric networks, allowing to detect unauthorized
voltage in the network, as well as to develop methods
and technical means to prevent the reverse
transformation of this voltage at transformer substations.
The novelty of such methods lies in the study and
application of patterns of changes in current and voltage
at control points of the network, which characterize the
appearance of unauthorized voltage in it.

2 Methods
The main informative signs for recognizing different
situations in electrical networks are the sequences of
changes in voltage and current at control points. Based
on the analysis of these sequences, various authors have
developed many solutions for monitoring the operating
modes of electrical networks of different voltages
[30,31]. Characteristic changes in current and voltage
are also used in monitoring systems of electrical
networks [4]. Such methods also allow to control the
occurrence of unauthorized voltage in the electrical
network. These devices allow to determine, using
voltage sensors installed at different points of network,
the side from which the voltage is applied, or to
determine, with help of current or power sensors, the
change in the direction of the power flow and, based on
where the voltage is applied or in which direction the
power flow is directed, to determine the facts of
unsanctioned voltage supply to the network, including, if
considering networks of 0.4-10 kV, the facts of
unsanctioned voltage supply to the network from 0.4 kV.
Figure 1 shows a diagram of the 10/0. 4 kV transformer
substation (TS) with reference points at which the
voltage is measured and the direction of the power flow
is determined to illustrate the method and techniques for
detecting unauthorized voltage supplied from the 0.4 kV
side, as well as to prevent its reverse transformation. The
peculiarity of the proposed method is that it allows to
detect cases of reverse transformation without using
measurements from the high side of the transformer.
This is achieved by placing voltage and current sensors
at the control points indicated in the figure. The method
is described below.

Fig. 1. 10/0. 4 kV TS diagram with indication of control points
where voltage is measured and the direction of power flow is
determined to detect unauthorized voltage supplied from the
0.4 kV side, as well as to prevent its reverse transformation.
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an sanctioned voltage to appear on the 0.4 kV tires after
disconnecting the 10 kV side, since the 0.4 kV voltage
can be applied from the second section of the TS tires
(Patents of the Russian Federation №№ 2710938,
2714495, 2713630, 2714669, 2739326, 2740002 and
others).
Ensuring the possibility of monitoring the
unsanctioned occurrence of voltage using the above
methods requires disconnecting the switching device
KA2, or devices KA3, KA4 (Figure 1), installed,
accordingly, at the low voltage input and in the outgoing
lines. A number of methods were implemented in the
course of research and development work in the Branch
of “MRSK Center -Voronezhenergo», devices for
implementing signaling and blocking reverse
transformation at one - and two-transformer substations
were conducted. [21,31].

Accordimg to the figure : T1-power transformer 10/0.4 kV, QF
– Switching device, CP – Control point.

Main signposts for the recognition of various
situations in power grids are the sequences of changes in
voltage and current at control points. Based on the
analysis of these sequences, various authors have
developed many solutions for monitoring the operating
modes of power grids of different voltages [30,31].
Specific changes in current and voltage are also used in
monitoring systems of power grids [4]. This concept
allows to control the occurrence of unsanctioned voltage
in the power grids. So, the sequence of changes in the
voltage and the direction of the power flow at the control
points indicated in Figure 1 in a situation where the
voltage disappears from the 10 kV side and then appears
on 0.4 kV side is shown in Figure 2.

3 Results and discussion
A number of methods of signaling and blocking against
reverse transformation on the 10/0. 4 kV TS have been
developed, including when an unauthorized voltage
appears in specific 0.4 kV lines and methods for twotransformer substations, where the implementation of
control is complicated by the fact that it is possible for
an authorized voltage to appear on the 0.4 kV tires after
disconnecting the 10 kV side, since the 0.4 kV voltage
can be applied from the second section of the TS tires
(Patents of the Russian Federation №№ 2710938,
2714495, 2713630, 2714669, 2739326, 2740002 and
others). Ensuring the possibility of monitoring the
unauthorized occurence of voltage using the above
methods requires disconnecting the switching device
QF2, or devices QF3, QF4 (Figure 1), installed,
respectively, at the low voltage input and in the outgoing
lines. Several methods were implemented in the course
of research and development work in the Branch of
IDGC of Center PJSC-Voronezhenergo, devices for
implementing signaling and blocking reverse
transformation at one - and two-transformer substations
were made [32,33].
Let's illustrate with the block diagram in Figure 3 the
implementation of the method of blocking the reverse
transformation on the 10/0. 4 kV TS, which involves
disconnecting both the input switching device and the
switching devices in the outgoing lines and is based on
monitoring the voltage at different points of the
network[34].

Fig. 2. Diagram of the voltage change and the direction of the
power flow in the case of disconnection from the 10 kV side
and subsequent supply of voltage from the 0.4 kV side without
the use of reverse transformation blocking means.

The diagram shows the voltage change at the control
points KT1 and KT2, that is, at the points relative to the
switching device KA2 from the 10 kV side and from the
0.4 kV side. In principle, the voltage, in the case of a
closed position of all switching devices, changes at all
points equally. Analysis of the diagram shown in Figure
1 shows that when the voltage is switched off from the
10 kV side and the voltage is subsequently applied from
the 0.4 kV side without using reverse transformation
blocking means, the main difference between the voltage
supply modes from the 10 kV side and from the 0.4 kV
side is only a change in the direction of power flow. In
the first case, the power flow is directed towards the 0.4
kV transmission line, which is due to its consumption by
consumers connected to the 0.38 (0.4) kV transmission
line. In the second case, the flow is directed towards 10
kV, which is due to the idling of the 10/0. 4 kV
transformer and the loads on the 10 kV side, as well as
the loads of 0.4 kV connected above the reference point
(for example, the load of measuring equipment). This
sequence of changes in the direction of the power flow
can be used as an information feature to determine the
side from which the voltage is applied (0.4 kV or 10
kV).
A number of methods of signaling and blocking from
reverse transformation on the 10/0. 4 kV TS have been
developed, including when an unsanctioned voltage
appears in particular 0.4 kV lines, and methods for twotransformer substations, where the implementation of
control is complicated by the fact that it is possible for
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network dispatcher and displaying information on the
spot (by sound, light signal, or (and) displayed on the
monitor, displayed in another way).
The circuit returns to default mode when a voltage
appears on the side of the power transformer and there is
no voltage on the side of the outgoing line 27. In this
case, there is a signal from the output of element 6 and
there is no signal from output 7, therefore, signals will be
sent to both inputs of element 10, a signal will appear at
its output and reset elements 11 and 14, thus returning
the circuit to its original state. Likewise, the occurrence
of unsanctioned voltage in the outgoing line 28 and the
low-voltage buses of the TS is monitored. The alarm is
provided by the operation of the corresponding logic
elements.
A device for signaling and blocking the reverse
transformation is developed, which implements the
method illustrated in Figure 3. The type of the device is
shown in Figure 4. The LED indicators FROM indicate
the fact of reverse transformation, and HH-the
appearance of unauthorized voltage. also, the device
body contains connectors for connecting switching
devices, connecting the device to the substation's tele
mechanics, and connecting other circuits. Current
transformers TT1-TT3 allow you to control the current
flowing through the measuring current circuits and, due
to this, to identify the facts of reverse transformation.
The LED display matrix provides an indication of the
position of the switching devices, as well as an
indication of the presence of voltage on all connected
circuits.

Fig. 3. Block diagram of the implementation of reverse
transformation blocking method on the 10/0. 4 kV TS.

The block diagram contains the following elements:
1-power transformer; 2-input switching device on the
high side of the transformer substation; 3-input
switching device on the low side of the transformer
substation; 4, 5-switching devices of low-voltage
outgoing lines; 6, 7, 22, 29-voltage sensors; 8, 30, 34elements that implement the logical function NOT; 9, 12,
19, 31-elements that implement the logical function
AND-NOT; 10, 13, 20, 23, 32, 35 - elements that
implement a logical function AND; 11, 14, 21, 24, 36 –
storage elements; 15, 25, 37 – devices for transmitting
data and displaying information on the spot; 16, 26, 38 devices for disconnecting the switching device; 27, 28outgoing low-voltage power lines. The scheme works as
follows: voltage sensors 6, 7, 22, 29 monitor the voltage
at the corresponding points of the network in which they
are installed. In normal mode, at outputs 6, 7, 17 and 29,
there are signals transmitted to the corresponding circuits
of logic elements, the operation of which leads to
missing output signals of the elements 9, 10, 13, 20, 23,
19, 31, 32, 35, the circuit does not launch.
When the voltage at the input of the transformer
substation (TS) disappears from the high voltage side
and on the outgoing lines 27 and 28, as well as on the
low voltage buses of the TS, the signals from the outputs
of the sensors 6, 7, 17, 29 disappear, which leads to the
occurrence of a signal at the outputs of elements 9, 19,
31. These signals are stored, respectively, by elements
11, 21 and 33 and are fed to the inputs of the switching
devices of switching devices 16, 26 and 38, which
disable, accordingly, in this case, switching devices 4, 5,
3. Thus, the possibility of reverse transformation is
blocked If the voltage is applied from the low side, then
due to the disconnected position 4, 5 and 3, it cannot be
applied to the power transformer 1.
If the voltage appears on the side of the outgoing line
27 and does not appear on the high side of the power
transformer, then a signal from the sensor 7 will also
appear, which will be applied to one of the inputs of the
element 13 and there will be no signal from the sensor 6.
Therefore, a signal from the element 12 will be present
at the second input of the element 13. In this case, from
the output of element 13, the signal will be fed to the
input of element 14, stored by it and fed to the data
transmission and information display device 15. An
alarm about unsanctioned voltage supply to the line 27
will be provided by transmitting information to the

Fig. 4. View of the reverse transformation alarm and blocking
device.

In addition to signaling and blocking from reverse
transformation, the device performs the tasks of
monitoring the operating modes of the substation and
transmitting information about the operation of
switching devices at the substation, the presence of
voltage at control points, and so on to the network
dispatcher. according to the protocols IEC-104, IEC61850 [35, 36].

4 Conclusions
1. Monitoring the parameters of the operating modes of
power grids makes it possible to increase the
observability of power grids and implement ways to
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improve the reliability of power supply to consumers,
the quality of electricity supplied to them.
2. One of the upcoming challenges of monitoring the
parameters of the operating modes of electric networks is
to control the occurrence of unsanctioned voltage in the
network, as a situation that can lead to people falling
under the influence of voltage. Also, the detection of
unsanctioned voltage allows to block the possibility of
reverse transformation of low voltage to medium voltage
at transformer substations, which additionally increases
the safety of operation of power grids.
3. Application of the studied method of blocking the
reverse transformation on the 10/0. 4 kV TS, which
involves disconnecting both the input switching device
and the switching devices in the outgoing lines and is
based on monitoring the voltage at different points of the
network, prevents the possibility of reverse
transformation and unsanctioned supply of voltage to the
medium-voltage network, as well as provides signaling
and informing the staff of the power grid organization
about unsanctioned supply of voltage to specific lowvoltage power lines departing from the transformer
substation and to the low-voltage buses of the
transformer substation.
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