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Abstract. Among the most acute problems of the modern economy is not 
only reducing the cost and improving the efficiency of supply chains, but 
also their protection from the influence of the shadow economy. In this case, 
the greatest threat is the illicit trafficking of industrial products. Authors 
analyze state regulation of supply chains in Russia and abroad, consider the 
prospects for the development of digital marking and traceability of goods 
as a method of state regulation of supply chains. The article emphasizes that 
the existing marking system contains a number of shortcomings. The authors 
propose mechanisms to improve state regulation of supply chains in modern 
conditions.  

1 Introduction 
Nowadays, supply chains and their regulation are of paramount importance both for a single 
company and for the country as a whole. The supply chain efficiency is based on the level of 
transport infrastructure development, as well as the quality and speed of the various services: 
customs, veterinary control, tax control, and so on. On the part of the state, one of the priority 
tasks is to create product supply chains that will ensure the movement of manufactured 
products from producers to end consumers with the most effective protection against 
counterfeit and substandard goods. This is especially important given the ever-increasing 
share of illegal products in circulation. Thus, according to official data, up to 35% of the total 
turnover of goods in Russia can be attributed to illicit trafficking. 

From the above, it follows that the relevance of studying supply chains and their 
regulation at the state level is extremely high. One of the most effective and most promising 
ways for state regulation of supply chains is the introduction of an electronic marking system 
to ensure transparency. However, this area is completely new and unexplored in Russia, so 
to increase the effectiveness of this measure the study of the experience of other countries in 
similar projects is required. 

2 Materials and methods  
Theoretical and methodological basis of the study are scientific and practical and specialized 
literature covering this issue, periodic and specialized print publications and reports of 
various experts on the selected topic. 

The article analyzes state regulation of supply chains in Russia and abroad, examines the 
prospects for the development of goods digital marking and traceability as a method of state 
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regulation of supply chains, proposes mechanisms to improve state regulation of supply 
chains in modern conditions. 

The analysis is based on information from open sources: the study of publications in 
scientific and business journals and mass media, as well as data from sites available in Russia. 

3 Results and discussion 
One of the most acute problems facing the Russian economy is the increase in the scale of 
shadow economy. At the moment, the volume of the shadow economy is 39% of the country's 
GDP, which has a very negative impact on the country's economy. One of the shadow 
economy components is the illegal turnover of industrial products, the damage of which is 
estimated by experts at 43 billion dollars. A significant share, about 40% of the illicit trade 
in products is industrial products. It should be noted that these are only approximate 
estimates, since it is impossible to assess the real extent of the problem, since there is no 
reliable information, and the existing mechanisms and tools allow to do so only indirectly.[1] 

Illegal turnover of industrial products – processes (stages) of production, processing, sale 
(purchase and sale or delivery) of industrial products, including import and export of 
industrial products, including counterfeit industrial products and falsified industrial products, 
as well as related processes of prepacking, packaging, marking, storage and transportation, 
carried out by legal entities and individual entrepreneurs in violation of the requirements of 
the legislation of the Russian Federation and international treaties of the Russian Federation, 
as well as established by effective court decisions or authorized state authorities. [2] 

It can be concluded from this that illicit trafficking in industrial products can be carried 
out at any stage of the supply chain [3, 4]. This in turn leads to the need for government 
regulation and supply chain management. One of the ways the government manages the 
supply chain is to combat illicit trafficking of industrial products. 

3.1 Digital marking and tracking system for goods in Russia 

In order to combat illicit trafficking, in 2015, the President of the Russian Federation decided 
to create the State Commission to Combat Illicit Trafficking of Industrial Products 
(hereinafter – the State Commission) and appointed the Minister of Industry and Trade and 
commissions to combat illicit trafficking of industrial products in the Russian Federation 
constituent entities as its head. [5] 

Among the main tasks of the State Commission are: 
− Coordination of the activities of government bodies at all levels, as well as of various 

organizations and commissions in order to carry out activities to combat illicit trafficking in 
industrial products on the territory of the Russian Federation; 

− Development of measures to combat and prevent illicit trafficking in industrial 
products, as well as to increase the effectiveness of these measures; 

− Interaction with foreign colleagues aimed at combating illicit trafficking in 
industrial products, including in the development of draft international documents; 

− Conducting research and analysis of the current situation in the field of illicit 
trafficking in industrial products in the Russian Federation; 

− Development of proposals for the creation of state policy in combating illicit 
trafficking of industrial products, including through the preparation of regulatory legal acts 
in combating illicit trafficking of industrial products; 

− Preparation and submission on a regular basis of reports on the state of illicit 
trafficking of industrial products in the Russian Federation; 
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In addition, in order to implement the Decree of the President of the Russian Federation 
on Additional Measures to Combat Illicit Trafficking in Industrial Products in 2016, the State 
Commission developed a Strategy to Combat Illicit Trafficking in Industrial Products in the 
Russian Federation for the period up to 2020 and the planning period up to 2025, a document 
that considers the main provisions, characterizes the current state of the sphere, identifies 
problems and determines the main priorities, analyzes international experience and 
formulates goals, objectives, principles and a list of basic measures in the field of combating 
illicit trafficking in industrial products. This Strategy notes that illicit trafficking of industrial 
products is one of the most serious problems that have a negative impact not only on the 
situation in individual industries, enterprises and the economy as a whole, but also on the 
society interests. The high volume of turnover of industrial products hampers the economy 
development (budget losses, reducing the economy attractiveness), harms manufacturers and 
consumers, as well as can also threaten the consumers' life and health. 

The Strategy identifies a number of industries in which there is illicit trafficking of 
industrial products in the largest volume: food, light, pharmaceutical and medical, 
automotive, aviation, agriculture, fuel, chemicals, electronics, construction, children's goods 
industry and mechanical engineering. Thus, illicit trafficking of industrial products is 
observed in a large number of key industries. 

Among the reasons for the problems are the low level of legislation, the lack of control 
by state bodies, the difficult geopolitical and economic situation, the peculiarities of the 
internal economic situation in the country (low income, mentality). Another important feature 
of Russia is the fact that the control over the turnover is carried out by a large number of state 
bodies at different levels, guided by various laws and regulations and other documents.  

Among the main, aimed at combating illicit trafficking of industrial products in Russia in 
this Strategy are: 

− Improving the legislation of the Russian Federation; 
− Formation of an intolerant attitude to the consumption of industrial products that are 

in illegal circulation;  
− Development and implementation of a comprehensive state system for monitoring 

the situation in combating illicit trafficking of industrial products in the Russian Federation;  
− Implementation of traceability systems for industrial products at all stages of their 

production, movement and sale;  
− Development of international cooperation in combating illicit trafficking of 

industrial products.  
− Establishment of proportionate sanctions for violations in turnover of industrial 

products. 
One of the ways to counteract illicit trafficking of industrial products on the territory of 

the Russian Federation was proposed a system of marking goods with control (identification) 
signs, which are designed to carry out checks on the legality of industrial products by public 
means, in particular through cell phones. 

One of the first marking systems, which began to operate in the Russian Federation in 
2005, is Unified State Automated Information System (hereinafter – USAIS). USAIS is 
designed to exercise state control over the volume of manufacture and turnover of ethyl 
alcohol, alcoholic and alcohol-containing products. 

The alcoholic beverage market is currently developing extremely dynamically. 
Unfortunately, the Russian Federation is one of the leaders in alcohol consumption and the 
number of deaths caused by it. An important cause of the high mortality rate is the high 
proportion of counterfeit alcoholic beverages. It is to solve this problem that USAIS was 
developed. This information system allows to solve a large number of issues, including: 
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− Record-keeping of production and turnover of ethyl alcohol, alcoholic and alcohol-
containing products, as well as monitor the excise tax accrual; 

− Analyzing the current state of production and turnover of ethyl alcohol, alcoholic 
and alcohol-containing products; 

− To make it more difficult to sell counterfeit products by checking the accompanying 
documents certifying the legality of production and turnover of ethyl alcohol, alcoholic and 
alcohol-containing products. 

At the moment, USAIS continues to operate on the territory of the Russian Federation. 
The developers continue to improve the system, trying to make it as efficient as possible. 
Nevertheless, the market for illegal products continues to exist. 

The next stage in the marking system development was the creation of the Center for 
Development of Advanced Technologies on the basis of public-private partnership. The main 
task of this Center was the development, implementation and monitoring of the Unified 
National System of Digital Marking and Traceability of Goods “Fair Mark”, aimed at 
improving the domestic market transparency. With this system, the consumer has the 
opportunity to get all the necessary information on the product of interest, representatives of 
the legal business to increase market share and protect their brand and reputation, as well as 
automate and optimize supply chain management processes, the state gets quick access to 
information on commodity markets. 

As part of the implementation of the “Fair Mark” system, the IS “Marking” was 
developed to combat illicit trafficking of products. It was created to regulate the turnover of 
products on the market of the Eurasian Economic Union (hereinafter – EAEU). IS allows to 
reduce the damage from illicit trafficking of industrial products and increase the level of 
control over the product turnover. Controlled goods are marked with a special identification 
mark with a special radio-frequency tag (RFID-tag), from which all the necessary 
information can be read. It is worth noting that the control signs are ordered at the enterprise 
“Goznak” and are delivered to the enterprise for free. It is planned that this IS will be used to 
ensure the traceability of a large number of different goods, which will significantly increase 
the volume of tax and customs revenues, as well as reduce budget costs for the commodity 
market control. [6] 

The pilot project on the marking of goods with RFID tags has been carried out since 
August 1, 2016, when the Chairman of the Government of the Russian Federation D. A. 
Medvedev signed the corresponding decree No. 787 “On the implementation of a pilot project 
to introduce the marking of goods with control (identification) marks for the heading 
“Clothing items, clothing accessories and other products made of genuine fur”. This decree 
obliges manufacturers, importers from the EAEU countries, sellers and other participants in 
the fur market to transmit information on fur products marking. All interaction is carried out 
through a special Marking Information Resource, in which all participants in the turnover of 
fur products must be registered, and through which they order control signs for goods 
marking. [7] Administrative and criminal liability is provided for market participants who 
use unmarked natural fur products. 

It is worth to remark that this pilot project can be considered a success. According to 
official data of the Federal Customs Service (FCS) of Russia, about 240 thousand units of fur 
products were imported to Russia before the marking began, and about 70 thousand more 
were produced on the territory of our country. However, in the first year of the pilot project, 
more than 5 million RFID tags were created. Consequently, previously there were more than 
4.7 million fur coats “in the background”, which are now “whitewashed”. According to some 
sources, this brought the country's budget about 190 million dollars. [8] 

The second stage of implementation of marking was the experiment of implementing the 
Drug Movement Monitoring System (hereinafter – DMMS). Note that by December 2018, 
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more than 11,000 companies had participated in it, registering 1.7 thousand drugs, and more 
than 17 million packages of drugs had been marked. [9] 

At the moment, a voluntary experiment on marking of tobacco products is already 
underway, with the participation of major tobacco manufacturers and distributors. Almost 
250 enterprises took part in this experiment and received 155 million control and 
identification marks for marking their products. Marking of tobacco products became 
mandatory for manufacturers on March 1, 2019. [10] 

Active development of marking systems and experiments to implement these systems in 
other industries are taking place [11]: mining and processing of precious stones and metals, 
production of perfumes and eau de toilette, tires and covers, bicycles, various items of 
clothing, bed and kitchen linen, shoes and photographic equipment. 

It is also worth highlighting another project, namely the food products marking. It is 
carried out in the veterinary information system, which is called the Federal State Information 
System (FSIS) “Mercury”. Since July 1, 2018, food products marking is mandatory. The 
main goal of creating FSIS “Mercury” is to create a unified information environment for food 
products, traceability system, which will increase biological and food safety. According to 
the project initiators' idea, all food products must be marked at all stages of circulation, which 
requires veterinary examination. [12] 

3.2 Foreign experience in supply chain regulation 

For the effective implementation of the marking system, it is extremely important to study 
foreign experience, as some countries have long used this mechanism to combat illicit 
trafficking of industrial products. 

For example, EU countries have been thinking about marking issues since 2000. At the 
moment, livestock, food, pharmaceutical, alcoholic and tobacco products are subject to 
mandatory marking there. The choice of these industries is due to the high risks to human 
health. Also, the subject to marking are various logistical and transport facilities: ships 
carrying vehicles and passengers, shipping containers, maritime services. 

The traceability system also works in Brazil. There, unique identification numbers are 
assigned to medications, as well as any container in which they are stored and transported. 
In addition, Brazil has traceability programs for fruit and tobacco products. 

In the USA, great importance is given to drug marking, but a big drawback is the fact that 
there is no uniform standard of rules for the information exchange. This significantly 
complicates the information exchange at different stages of manufacture. 

In most countries, various non-food products are marked: art objects, automotive 
industry, fashion, cosmetics, electronics. These products are actively marked by the countries 
that are leaders in their manufacture: the United States, Japan, the EU member states, the 
United Kingdom [13], and the CIS [14]. 

For Germany, as well as for Sweden, the marking of various technical components is of 
great importance: air suspension systems, parts and components of railway transport. 

Projects on the use of marking of pharmaceutical products and canned food are being 
implemented in the People's Republic of China.  

In Armenia, much attention is paid to the food products traceability. More than 40 product 
groups are marked there: dairy products, canned food, fish, beer, juices, beverages, tea, 
coffee. 

For Kazakhstan and Kyrgyzstan, it is extremely important to mark agricultural products, 
as well as fur products. 

Thus, it can be concluded that many countries have been using the marking of industrial 
products for quite a long time [15, 16, 17]. This means that this method of combating 
counterfeit products is effective. Consequently, it is extremely important for Russia to 
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continue to study foreign experience and cooperate with foreign colleagues to develop an 
effective marking system. 

3.3 Prospects for the development of digital marking and tracing of goods as 
a method of state regulation of supply chains 

To analyze the prospects for the development of digital marking in Russia, FSIS “Mercury” 
was chosen as one of the most actively developing and relevant today. At this point it is 
difficult to give an unique assessment of the IS effectiveness. However, it can already be said 
that the companies participating in the food marking project have encountered a number of 
difficulties and problems in the system implementation and operation.  

After receiving and analyzing the first results of the FSIS “Mercury” operation, the 
coordinator of the marking system – the Ministry of Industry and Trade of the Russian 
Federation – decided on the need to make changes in the process of implementing the 
introduction of mandatory marking of food products. For this purpose, requests were sent to 
the business community and federal government agency (hereinafter – FGA), with a request 
to give a generalized assessment of the project being implemented, to identify its main 
shortcomings and ways to solve these problems. 

After analyzing the answers received from representatives of the business community and 
FGAs, the following conclusions can be drawn. The business community has made 
preparations to purchase the necessary equipment and software, train employees on the new 
requirements, and establish new business processes with participants in the production chain. 
At the same time, most representatives of the business community have a negative attitude 
to the introduction of FSIS “Mercury” into use. Among the main reasons are a large number 
of problems and risks of using this system. Thus, many companies note the low degree of 
readiness of the Information System itself, which leads to a large number of failures in its 
operation. At the core of these failures is the lack of uniform classification of products by 
suppliers and manufacturers, which leads to frequent errors in IS operation. Another 
significant problem is the lack of uninterrupted access to the Internet throughout the country, 
which is necessary for the marking process implementation. But even where this access is 
available, system participants face problems associated with the inability to quickly process 
large amounts of data coming from supply chain participants at one time. In addition, while 
the production of fur coats, alcohol, tobacco, and other industrial products is handled by a 
limited number of large manufacturers, in the food industry there are a large number of small 
enterprises. For them, the introduction of FSIS “Mercury” will entail a large amount of costs 
caused by the need to purchase new equipment and software, increase the number of 
employees, complicate all stages of products manufacture and transportation. Another 
problem is the time required for the operation of FSIS “Mercury”, because its use complicates 
and lengthens the turnover process of food products, but it is not always acceptable because 
of the limited shelf life of food products. In addition, some business representatives point out 
gaps in the legislative plan, which also has negative consequences.  

FGAs also carried out a large amount of preparatory work aimed at speeding up and 
simplifying the marking system implementation. Thus, in many regions, “roadmaps” were 
developed for the IS implementation in the work, special retraining and advanced training 
programs were created for employees who should work with FSIS “Mercury”. Some regions 
at the expense of budgetary funds procured the necessary equipment and software for 
employees of state veterinary services. In contrast to the business community's 
representatives, regional authorities' representatives have a positive attitude to the 
introduction into use of FSIS “Mercury”, saying that this system is highly necessary. Among 
the shortcomings, they also note the low readiness degree of the Information System itself, 
which leads to a large number of failures in its operation, the low availability degree of the 
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Internet in remote areas of the regions, as well as gaps in the legislative plan, which has 
negative consequences. 

Thus, it can be concluded that the use of various information systems aimed at forming a 
system of goods traceability, and FSIS “Mercury”, in particular, has a large number of 
disadvantages [18]. Most of them are caused by the lack of a comprehensive analysis of the 
situation, which allows to look at the issue not only from the perspective of the supervisory 
authority, but also from the perspective of the direct participants in the marking system.  

To resolve this problem, consulting with various stakeholders in advance, which will 
allow for a better elaboration of mechanisms for implementing a mandatory labeling system 
is recommended. It is also worth noting the need to be sure to conduct voluntary experiments 
to implement marking in the future. This will allow to debug the system, identify “rough 
spots” and eliminate them. In cases where the system is launched without prior testing, it is 
quite difficult to make any adjustments. It is also worth considering the possibility of 
gradually introducing a mandatory marking system for the entire product range, which will 
reduce the system cost, but increase its efficiency. 

4 Conclusions 
Among the most acute problems of the modern economy is not only reducing the cost and 
improving the efficiency of supply chains, but also their protection from the influence of 
shadow economy. In this case, the greatest threat is the illicit trafficking of industrial 
products. In this regard, the Government of the Russian Federation is actively working to 
combat counterfeit products. One of the most effective methods of this struggle is the 
development, implementation and use in various sectors of mandatory marking system. This 
system allows to track the product at any stage of the production chain, to find out who is the 
supplier of raw materials, and who is the final product manufacturer. This makes the market 
more transparent and protects producers and consumers from low-quality products.  

To date, the Center for the Development of Advanced Technologies is engaged in the 
development of a mandatory marking system. Its employees oversee the IS implementation, 
which allows the tracking of marked products in various industries. In recent years, the list 
of goods subject to mandatory marking has expanded tobacco products, medicines, and food 
products. The development and implementation of new programs for the introduction of a 
marking system for other industrial products is constantly ongoing. 

The system as a whole, of course, is not perfect and contains a number of flaws. However, 
their elimination and the use of modern technologies will effectively combat the shadow 
economy. 
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