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Abstract. In the age of rapidly developing information technologies, 
when the process of informatization has long touched almost all aspects of 
human life, it is impossible to imagine a single company that would not use 
a computer network for its functioning. And also with the development of 
the software and hardware infrastructure of companies, security 
requirements are growing. But business development through the 

introduction of the Internet only increases the number of threats associated 
with the availability, integrity and confidentiality of information. The 
development of antivirus software, intrusion detection and prevention 
systems does not fundamentally change the statistics on the number of 
attacks on enterprises. The number and variety of attacks on information 
systems is growing every year, and financial losses from the introduction 
of computer viruses and unauthorized access to the system are growing 
proportionally. Artificial intelligence (AI) is present in all areas of our 

activities. Whether it is a household area or a commercial one. In this 
regard, the use of AI in the fields of information security is more often 
observed, which is a promising area of research. The article describes the 
ways of possible application of artificial intelligence methods in the field 
of information protection, and also proposes an algorithm for the system of 
information protection from abnormal requests. The use of an artificial 
immune algorithm makes it possible to increase the effectiveness of threat 
detection by comparison with existing analogues. A distinctive feature of 
these methods is the ability of these systems to solve multidimensional 

problems of enormous computational complexity in real time. 

1 Introduction 

Due to the widespread use of the Internet, sufficient attention has been paid to issues related 

to the preservation of information from unauthorized access [1]. The methods of intrusion 
into the system are becoming more sophisticated every day. In this regard, great attention is 

paid to methods of combating various network attacks. 

Consider the nature of network threats [2]: 

 the degree of influence on the object (passive, active); 

 implementation objectives (unauthorized access (NSD) to information for the purpose 

of changing it or NSD to the system itself); 
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 the condition of the beginning of the implementation of threats (an attack on the 

implementation of a request or the implementation of a necessary event, an unconditional 

attack); 

 the presence of feedback with the attacked object (with or without feedback); 

 location of the attacker (intra-segment or inter-segment); 

 number of attackers (distributed or unallocated); 

 the ISO standard level (physical, channel, network, transport, session, representative, 

applied) [3]. 
To ensure the security of network resources, a range of various specialized systems are 

used, such as load testing systems, network monitoring systems, management systems 

tools, as well as intrusion detection systems [4]. Intrusion detection systems can be divided 

into two types of non-adaptive and adaptive methods. Non-adaptive systems perform their 

functions well for known types of intrusions, but stagnate when new types of attacks appear 

[5]. 

For adaptive methods, algorithms based on bionic methods are introduced into 

protection systems. Of course, systems based on bionic search are superior to traditional 
security systems, combining evolutionary methods, genetic algorithms and artificial 

immune systems. 

Intrusion detection systems can be classified according to the following characteristics 

(Figure 1). Each of them has its advantages and disadvantages [6]. 
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Fig. 1. Classification of intrusion detection systems. 

2 The main part 

Currently, there is an increased interest in approaches based on modeling of natural 

processes. A significant number of bioinspired heuristic methods have been developed to 

solve optimization problems. Artificial immune systems are one of the bio-engineered 

systems that simulate biological processes and are iterative methods of random search 

optimization [7]. 
Artificial immune algorithms are considered as antigens, candidates for solutions, and 

the qualities of the solution candidates correspond to the similarity between antibodies and 
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antigens. The process of finding possible solutions is similar to the process of immune cells 

recognizing antigens and performing an immune response in the immune system [8]. 

One of the main advantages of using artificial immune systems can be distinguished [9]: 

Adaptability, the ability to develop in accordance with changes in the field of 

knowledge. 

Flexible scalability. Due to the presence of a dynamic retraining mechanism, the system 

is able to generate new knowledge about new threats and automatically implement it into 

work. 
Dynamic retraining. The artificial immune system is equipped with a mechanism that 

allows you to adjust the knowledge base based on new threats in the operating mode. 

The disadvantages include: 

 the complexity of learning; 

 a sick number of constants that need to be set at the beginning of the algorithm (cloning 

level, mutation level, etc.); 

 non-triviality of mutation and cloning operations; 

 formation of the initial population and generation of a new one. 
The formation of the initial population under uncertainty conditions is due to the need to 

ensure coverage of the search space using a minimum amount of resources [10]. A method 

of forming a new population under conditions of some uncertainties is proposed. 

To build effective search procedures, the structure of an algorithm based on an artificial 

immune network and modified genetic operators is proposed. The constructed algorithm is 

used to fill the genetic library minimizing errors when testing the system for abnormal 

queries. The information is a set of populations of artificial immune cell elements [11]. The 

purpose of which is to form a gene database that will be replenished with the best solutions 
after each cycle of the algorithm execution. In the developed algorithm (Fig.3.), a request 

processing block UUA=<zapr; W; in_sol; reg_at; gen_op, attr> is introduced, 

where zapr is a set of requests (identifiable (normal), unidentifiable (animal)); W is a 

mathematical model; in_sol is the initial solution; reg_at are signs queries; gen_op – 

genetic operators; attr – various attributes for the algorithm to work. 

Mathematically, the immune system can be represented as follows: [12] 

 
W=B∪B^m=(β_1...β_k )∪(β_1^m...β_s^m ), 

 

where 

B- cells of the studied set 
B^m is a cell having in its structure an element of a stable solution 

β=(C,P), c – class of the cell identifying the threat; 

P=(p_1…p_n)∈R^n 

The immune search procedure is based on the following processes: mutation, cloning, 

inversion, reproduction, destruction. 

The mutation mechanism is implemented as follows: 

1. Set the break point x, with x∈[0,1] 
2. The mutation mechanism of G (its point) is determined by  

 
G=L*Z*x, 

 

where Z=(exp(aff(β_i,β_j)))/(exp(n-n_0)/k) 

aff – affinity the degree of proximity of two elements is calculated by the formula 

aff=1/√(∑_(s=1)^n〖(β_is-β_js)〗^2 ); 

n is the number of iterations, k is the regulating parameter of the rate of change 

exp(n-n_0 ); L is the length of the descendant. 
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3. The permutation occurs to the right and left of the break point. The mutation 

operation simulates a high-frequency changing mechanism in the immune response. And 

this operator generates cells with high convergence and enhances their diversity in the 

population [13]. 

The cloning mechanism produces groups of clones for each element in the population. 

Then, by changing the clone groups, elements with high convergence are created [14]. The 

cloning mechanism also includes the suppression of cloning, i.e. we will assume the 

retention of elements with high convergence from groups of clones and the rejection of the 
remaining cloned individuals [15]. Cloning suppression involves the selection of elements 

with high convergence from a time set that is composed of parent elements and groups of 

clones that have a convergence higher than the parent elements and are not in the parent 

population [16]. 

Inversion mechanism: 

A point d is randomly generated, where  

 
1≤d≤L-1, d1=L-d+1, d≠d1 

 

According to the rules of inversion construction, we invert only the middle part of the 

cell [17]. 
Next, select the number d again and calculate d1, go to step 2. Calculate the suitability 

of each clone in the inversion group. If the specified criterion is met, the mechanism stops 

working [18]. 

The reproduction mechanism creates the possibility of migration of elements from one 

subset of elements-alternative solutions to another subset. The reproduction group includes 

all the initial elements and alternative solutions obtained as a result of the operation of the 

above mechanisms, if their suitability is higher than at least one of the initial elements [19]. 

The destruction mechanism is implemented as follows: elements with an aff value 
above the average. Mechanisms of mutation, reproduction, cloning and inversion are used. 

The remaining elements are destroyed, their place is taken by clones of new elements. [20]. 

3 Conclusion 

The paper considers the features of artificial immune systems, their elements. An algorithm 

for detecting intrusions into information networks has been developed, which uses artificial 

immune systems to detect the presence of anomalies in network traffic, and allows to 

increase the effectiveness of threat detection. 
The experimental results show that compared with other algorithms, the presented 

algorithm has a lower error and a high chance of identifying potential threats. 
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