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Abstract.In the age of smart grids, fortifying power grids against cyber 

threats has become of utmost importance. This paper reviews endeavours 

in the realms of defining, measuring, and scrutinising the resilience of 

smart grids. An exhaustive overview of both qualitative frameworks and 

quantitative metrics for resilience study is provided, underscoring the ideal 

characteristics of a resilience metric. The complexities in formulating and 

crafting such metrics in practical settings are also broached. Another focal 

point is the hierarchical outage management scheme, crafted to enhance the 

robustness of smart distribution systems, particularly those encompassing 

multi-microgrids. This scheme introduces a two-tiered approach: the 

preliminary stage revolves around resource scheduling via a model 

predictive control-based algorithm, whilst the subsequent stage centres on 

coordinating power transfers amongst microgrids. Moreover, the paper 

probes into the vulnerabilities of smart grids owing to the incorporation of 

information technology. A thorough exploration of security prerequisites, 

accounts of severe cyber-attacks, and a strategic methodology to detect and 

counteract these threats are elucidated. The paper wraps up by spotlighting 

future research trajectories, especially in forging a comprehensive 

framework for resilience and addressing challenges tied to multi-modal 

cyber/physical attacks and big data concerns.  
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1 Introduction 

The power grid, a cornerstone of modern infrastructure, ensures the continuous delivery of 

electricity to both residential and commercial consumers. Its significance is magnified by 

the ever-evolving demands and fluctuating operating conditions it must navigate. The 

transition towards a smart grid, propelled by rapid advancements in sensing, computing, 

and communication, encapsulates a multifaceted evolution. This includes the integration of 

renewable energy sources, the development of microgrids, and the mitigation of peak 

demand, among other advancements. These technological strides, combined with active 

agents that adapt to changing demands and prices, aim to enhance the generation, 

distribution, and consumption of electricity. 

 

However, the operation of such a sophisticated grid, laden with novel technologies, is not 

without its challenges. Monitoring and controlling a vast, geographically dispersed cyber-

physical system in an unpredictable environment presents both technological and 

organisational hurdles. Beyond the everyday fluctuations the grid contends with, it must 

also brace for extreme events, ranging from natural disasters like hurricanes to adversarial 

human-induced attacks. The aftermath of such events underscores the grid's resilience, or 

its ability to recover efficiently and swiftly, resuming its normal operations. 

 

The concept of resilience, while paramount in the context of power grids, is not exclusive to 

them. It has been explored in various domains, from psychology and sociology to ecology 

and engineering. Each field offers its unique perspective on resilience, whether it's coping 

with crises, adapting to social and political changes, or recovering from performance 

deterioration after extreme events. In the realm of smart grids, resilience is multifaceted, 

encompassing both qualitative frameworks that study the grid's resilience and quantitative 

metrics that measure it. These metrics are pivotal in assessing grid architectures and 

enhancing their response to adversities. 

 

Given the global emphasis on power grid resilience, our review seeks to collate and analyse 

the significant contributions made in this domain. We aim to bridge the three areas 

highlighted in the abstract: the comprehensive understanding of smart grid resilience, the 

hierarchical outage management scheme, and the vulnerabilities introduced by the 

integration of information technology. By doing so, we hope to provide a holistic 

perspective on the challenges and opportunities that lie ahead in ensuring the resilience of 

power grids in the smart grid era. 

2 Review and discussion 

In a study by Das et al. (2020), the challenges and intricacies of analysing the resilience of 

smart grids were explored [1]. The smart grid, characterized by its geographically 

distributed system and dynamic behaviour, presents several challenges when it comes to 

quantifying its response and recovery to adversarial events. 

 

Desirable Properties of Resilience Metrics [4]: 

1. Account for spatio-temporal variations in the grid. 

2. Be goal-oriented, addressing specific questions at different organizational scales. 

3. Incorporate and process system uncertainty while being robust. 

4. Be easily calculable/estimable from data. 

5. Address multiple modes of adversities that might act on the grid simultaneously. 
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Table 1. Challenges in Smart Grid Resilience Analysis [5-9] 

Challenges Brief Description 

Temporal and Spatial 

Scale 

Difficulty in developing metrics due to the grid's vast geographical spread 

and interconnected nature. 

Organizational Aspect Different scales of the grid have unique resilience-related concerns. 

Technical Issues Some metrics, like STAIFI, show variances in real-world applications. 

Cyber-Layer 

Introduction 
Cyber-layer adds potential security vulnerabilities. 

Data Availability Lack of comprehensive datasets hinders metric acceptance in the industry. 

 

Table 2 below highlights the primary areas where innovation can significantly enhance the 

resilience of smart grids. Each opportunity points towards a specific challenge or aspect 

that, when addressed, can lead to a more robust and resilient grid system. 

Table 2. Opportunities for Innovation in Smart Grid Resilience [8.9] 

Opportunities Brief Description 

Technological Factors Unattended aspects can lead to holistic frameworks and policies. 

Severity & Recovery Importance of event intensity and recovery extent in resilience. 

Multi-modal Attacks & 

Information 
Cyber-layer offers both vulnerabilities and enhanced awareness. 

Big Data Challenges Potential of analytics amidst data granularity and diversity issues. 

Interdependence & Heterogeneity 
Grid's relation with other infrastructures and varied node 

importance. 

 

The challenges and opportunities highlighted in the study underscore the multifaceted 

nature of the smart grid system. While the challenges emphasize the intricacies of ensuring 

its resilience, especially with the introduction of a cyber-layer and the associated 

vulnerabilities, the opportunities point towards areas ripe for innovation. Addressing 

technological gaps, harnessing big data analytics, understanding the interdependence of 

various infrastructures, and considering the severity of events and their recovery are all 

pivotal in shaping the future of smart grid resilience. 

 

In tying this to our review article, the findings from Das et al. (2020) offer a comprehensive 

roadmap. Not only do they shed light on the existing challenges, but they also illuminate 
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the path forward, highlighting areas where innovation can significantly enhance the 

resilience of smart grids. The integration of cyber-layers, while introducing new 

vulnerabilities, also presents a myriad of opportunities for bolstering the grid's resilience. 

As the energy sector evolves, fostering collaboration between academia and industry and 

ensuring access to reliable data will be paramount. The insights from this study serve as a 

foundation for further research and discussions in this domain, emphasizing the need for a 

holistic approach that melds technical, organizational, and data-driven perspectives. 

 

Another study by Farzin et al. (2016) delves into the enhancement of power system 

resilience through a hierarchical outage management in multi-microgrids [2]. The primary 

objective of the study is to propose a hierarchical outage management scheme that bolsters 

the resilience of a smart distribution system comprising multiple microgrids against 

unexpected disaster events.The key findings from the study are summarized as follows [10-

15]: 

 

 Framework Introduction: After pinpointing the main features and requirements for 

a resilient outage management scheme, the study introduces a framework that 

delineates the roles and tasks of different management entities in a multi-microgrid 

system. 

 

 Optimisation Model: The general optimisation model needed is formulated as a 

mixed integer linear programming problem. A novel index is introduced to 

quantify the performance of the proposed method. 

 

 Resilience in Power Systems: Power systems globally have traditionally been 

designed based on reliability principles. However, recent natural disasters have 

underscored the need for a shift from a purely reliability-oriented perspective to 

one that also emphasises resilience. 

 

 Microgrids as a Solution: Microgrids are seen as viable solutions to tackle power 

system resilience challenges. They can isolate themselves from damaged parts of 

the grid during disturbances and maintain power supply through optimal resource 

management. 

 

 Hierarchical Outage Management Scheme: The proposed scheme comprises two 

hierarchical levels. The microgrid central controllers (MGCCs) operate at the 

lower level, managing the associated microgrids. The Distribution System 

Operator (DSO) functions at the upper level, coordinating the microgrids to 

enhance the reliability and resilience of the entire distribution system. 

 

 Benefits of the Proposed Scheme: The hierarchical outage management scheme 

allows microgrids to autonomously schedule their resources, reduces the 

complexity of optimisation for the DSO, and minimises data exchange between 

the DSO and the microgrids. 

 

Building upon the findings of Farzin et al. (2016), it's evident that the hierarchical outage 

management scheme in multi-microgrids offers a promising avenue for enhancing power 

system resilience. In the context of our review article, this study provides a tangible 

framework that aligns with our exploration of innovative solutions in power system 

resilience. The shift from a purely reliability-oriented perspective to a resilience-focused 

approach, as highlighted by Farzin et al., underscores the evolving nature of power systems 
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management. The emphasis on microgrids as a solution to resilience challenges resonates 

with our article's theme of exploring decentralised and autonomous systems for improved 

grid reliability. The proposed hierarchical scheme, with its two-tiered structure, offers a 

structured approach that can be integrated into broader discussions on power system 

management, making it a pivotal reference in our review. 

 

Another study by El Mrabet et al. (2018) delves into the cyber-security challenges and 

vulnerabilities associated with the smart grid [3]. The smart grid, which leverages 

information technology to deliver energy intelligently, has been exposed to numerous 

security threats due to the inherent weaknesses of communication technology.The study 

aimed to provide an overview of the security requirements of the smart grid, describe 

several severe cyber-attacks, and propose a cyber-security strategy to detect and counter 

these attacks. Here are the summarized key findings from the study [16-21]: 

 

 The smart grid aims to provide flexibility and reliability by facilitating the 

integration of new power resources, enabling corrective capabilities during 

failures, reducing carbon footprint, and minimising energy losses. 

 The smart grid comprises several distributed and heterogeneous applications, 

including Advanced Metering Infrastructure (AMI), Supervisory Control and Data 

Acquisition (SCADA), and automation substation. 

 AMI is responsible for collecting, measuring, and analysing energy, water, and gas 

usage, allowing two-way communication between the user and the utility. 

 SCADA is used to measure, monitor, and control an electrical power grid, 

especially in large-scale environments. 

 The substation, a key element in the power grid network, performs functions like 

receiving power from generating facilities, regulating distribution, and limiting 

power surges. 

 Different communication protocols are required for the diverse applications in the 

smart grid. For instance, home appliances use ZigBee and Z-wave protocols, while 

SCADA applications use protocols like DNP3 and Modbus. 

 Modbus, a widely-used protocol in industrial architecture, is vulnerable due to its 

lack of authentication and encryption features. 

 DNP3, another commonly used communication protocol, was initiated as a serial 

protocol to manage communication between master and slave stations. 

 

The paper concludes by emphasising the need for a comprehensive cyber-security approach 

that encompasses various detection techniques and countermeasures to protect the entire 

smart grid system. The authors also discuss challenges and future research directions in the 

realm of smart grid cyber-security. 

 

This study by El Mrabet et al. (2018) offers valuable insights into the intricacies of smart 

grid cyber-security. The detailed exploration of vulnerabilities, coupled with the proposed 

strategies for detection and counteraction, aligns with our review article's focus on 

understanding and enhancing the resilience of smart grids. The findings from this study 

further underscore the importance of a holistic approach to cyber-security, emphasising the 

need for collaboration between academia and industry in developing robust solutions. The 

highlighted challenges and future directions can serve as a foundation for subsequent 

research and discussions in our domain. 
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3 Future Scope of Research 

The evolution of smart grids, with their intricate interplay of technology, organisational 

structures, and cyber-security, presents a dynamic landscape for research. As we delve 

deeper into the nuances of smart grid resilience, it becomes evident that there are myriad 

avenues yet to be explored. The following pointers highlight potential areas of research that 

could shape the future of smart grid systems: 

 Holistic Cyber-Security Protocols: With the increasing integration of cyber-

layers into the smart grid, there's a pressing need to develop comprehensive 

security protocols that encompass all facets of the grid, from AMI to SCADA 

systems. 

 Interdependent Infrastructure Analysis: As smart grids become more 

intertwined with other critical infrastructures, understanding the cascading effects 

of failures and developing resilience strategies for such interdependencies will be 

crucial. 

 Big Data and AI in Resilience Enhancement: Leveraging big data analytics and 

artificial intelligence to predict, detect, and counteract vulnerabilities in real-time 

could revolutionise smart grid resilience. 

 Consumer-Centric Resilience Strategies: As consumers become more integrated 

into the smart grid through home automation systems and renewable energy 

sources, research into strategies that prioritise consumer needs and feedback will 

be essential. 

 Green Energy Integration: With the global push towards sustainable energy, 

understanding the challenges and opportunities presented by the large-scale 

integration of renewable energy sources into the smart grid will be pivotal. 

4 Knowledge Gaps 

 

While the body of research on smart grid resilience is expansive, there remain certain areas 

where knowledge is either limited or fragmented. Identifying these gaps is not only crucial 

for a comprehensive understanding of the current landscape but also for directing future 

research efforts. Here are some prominent knowledge gaps in the realm of smart grid 

resilience: 

 Real-World Metric Validation: While numerous resilience metrics have been 

proposed, there's a dearth of studies that validate these metrics using real-world 

data, hindering their practical applicability. 

 Cyber-Physical Attack Dynamics: The simultaneous occurrence of physical and 

cyber-attacks on the grid, and their combined impact, is an area that's not been 

extensively explored. 

 Consumer Behaviour Analysis: The role of consumers in the smart grid's 

resilience, especially in adverse scenarios, is not well-understood. Research into 

consumer behaviour during outages, cyber-attacks, or other adversities could 

provide invaluable insights. 

 Economic Implications of Resilience Strategies: While technical and operational 

aspects of resilience are often discussed, the economic implications of 

implementing certain resilience strategies remain underexplored. 

 Standardisation of Resilience Metrics: There's a noticeable lack of 

standardisation in resilience metrics, making it challenging to compare and 

contrast findings across different studies. 
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By addressing these future research avenues and knowledge gaps, we can pave the way for 

a more resilient, efficient, and consumer-centric smart grid system. 

5 Conclusion 

The journey into understanding the resilience of smart grids, as illuminated by our review 

of three pivotal studies, has underscored the multifaceted nature of this domain. The 

integration of technology, organisational structures, and the ever-evolving cyber landscape 

presents both challenges and opportunities. As we reflect upon our exploration, the 

following key findings emerge: 

 Complexity of Smart Grid Systems: Das et al. (2020) highlighted the intricate 

challenges posed by the vast geographical spread, organisational scales, and the 

introduction of a cyber-layer. This complexity necessitates a holistic approach to 

resilience, considering both technical and organisational aspects. 

 Desirable Resilience Metrics: For a metric to be effective, it must account for 

spatio-temporal variations, be goal-oriented, robust against uncertainties, and 

easily calculable from available data. Furthermore, it should address multiple 

adversities that might act on the grid simultaneously. 

 Opportunities for Innovation: Farzin et al. (2016) emphasised the potential in 

addressing unattended technological aspects, the significance of event severity in 

resilience, and the dual nature of the cyber-layer, which can be a source of 

vulnerability and enhanced grid visibility. 

 Interplay of Renewable Energy and Smart Grids: El Mrabet et al. (2018) shed 

light on the challenges and prospects of integrating renewable energy sources into 

smart grids. This integration, while promising, requires careful consideration of 

stability, reliability, and efficiency. 

 Knowledge Gaps and Future Research: Despite the extensive research, there 

remain areas where knowledge is fragmented or limited. Addressing these gaps, 

from real-world metric validation to understanding consumer behaviour, will be 

pivotal in future studies. 

 Relevance to the Broader Landscape: Tying back to our abstract, it's evident 

that the resilience of smart grids is not merely a technical challenge. It's an 

interplay of technology, organisational dynamics, and data-driven insights. The 

findings from the reviewed articles provide a comprehensive foundation, setting 

the stage for further discussions and research in this domain. 

In essence, as smart grids continue to evolve, so too will the challenges and opportunities 

they present. Through collaborative efforts between academia and industry, and by building 

upon the insights from foundational studies like the ones reviewed, we can chart a path 

towards a more resilient and sustainable energy future. 
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