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Abstract. The paper considers a method of user identification based on
dynamic characteristics of mobile device hardware. The characteristics
include battery state, battery charge level, battery charging status, memory
utilization and device orientation. All indicators can change their values over
time and allow to form data sets from them for processing and analyzing in
the task of user identification. The correctness of identification is determined
by testing statistical hypotheses based on three criteria: one-sample Student's
t-criterion, one-sample criterion for testing the hypothesis about the
numerical value of variance, Kolmogorov-Smirnov criterion, as well as
calculating the resulting probability, which depends on the probabilities of
correct identification for each of the criteria and selected significance levels.
The application of the method can improve the efficiency of user
identification, which is confirmed in the experiment. For generated 100
samples of 3600 values for each investigated dynamic indicator and one data
set, user identification with high value of the resulting probability was
successfully performed. The results of the work are useful for their analysis
and practical application, as well as the development of new methods of
identification and authentication.

1 Introduction

Information security of mobile device infrastructure is currently attracting more and more
attention from researchers. The number of people using mobile devices on a daily basis is
huge. Mobile devices are popular all over the world and are used almost everywhere.
Therefore, it is an important issue to provide a high level of security for users, where they do
not have to worry about their data falling into the hands of cybercriminals.

To address the issue, new methods are being developed to detect and recognize threats
related to authentication and identification of mobile device users [1-7]. Effective
authentication and identification of users today is relevant because it reduces the risks of
threats associated with loss and theft of information in many spheres of human activity.

There are many different authentication methods. The effectiveness of long-established
password-type methods decreases over time due to emerging new attack methods, so they
are supplemented and/or replaced by new methods.
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One of the promising approaches to user identification and authentication is becoming
the use of digital footprinting, which can include various static and dynamic characteristics
of user devices [8-16]. Characteristics considered may include browser attributes, activity
logs, keyboard and computer mouse handwriting, and others.

Despite the variety of methods of user identification based on digital footprints, the
effectiveness of authentication can still be improved by increasing the accuracy of
identification. It is possible to develop a new method of user identification based on their
digital footprint, which will include new characteristics not previously used for this purpose.

In the current work it is proposed to use dynamic characteristics of the hardware of mobile
devices of users, which, although they require a lengthy collection of primary data, but have
a stricter link to users compared to other parameters, thereby providing reliable identification.

The purpose of the work is to improve the efficiency of identification of mobile device
users by developing a method of user identification based on the dynamic characteristics of
mobile device hardware.

2 Identification based on the dynamic characteristics of mobile
device hardware

Suppose that for one user of a mobile device, its dynamic characteristics are defined at time
instants & = {t, ta, 31} with hours, minutes and seconds respectively{x;(t), x2(t), ..., Xn(ty)}.
At time points Ty = {Ti, T, T} new features {r;(t), ra(ty), ..., rn(ty)} were received. We
need to find. y(j), where y(J(t;)) is a binary function from the set of features J collected at
time points ti that determines the correct identification of the user. When y(j) = 1, the user is
correctly identified, and when y(j) = 0, the user cannot be correctly identified, i.e., either
additional verification is needed or the user may be a malicious stranger.

First of all, let us determine what dynamic characteristics of the hardware will be
investigated. It is proposed to investigate the following time-varying indicators:

1. Battery state. It defines the state of the battery at the current moment of time and
can take one of 6 values: Good, Overheat, Dead, Over Voltage, Unspecified Failure,
Unknown. The most common value is Good, which means that the battery is in good
condition and is not subject to faults or malfunctions. Overheat means that the
battery has overheated, which is bad. Dead means that the battery is broken. Over
Voltage implies that the battery is in over voltage mode. Faults other than those
noted may be identified, then the indicator value is Unspecified Failure. If Unknown
is received, no battery condition data has been collected and the condition of the
battery cannot be determined definitively.

2. Battery Level. Determines the percentage of battery charge. The value varies from
0 to 100. The maximum battery charge corresponds to - 100 and the minimum
battery charge corresponds to 0. The battery charge level can change in two
directions. In case the battery is charging - the battery charge level increases, in
other cases, if the mobile device is not turned off, the battery charge level decreases.

3. Battery charging status. Can be set to true or false depending on whether the mobile
device is currently charging or not.

4. Used memory size. Determines how much memory the mobile device is currently
using. The more applications are used and the more processes are running on the
device, the higher the value.

5. Device orientation. Determines the orientation of the device at the current moment.
There are 4 possible values: Portrait, Landscape, Square, Undefined. Horizontal
orientation corresponds to the Portrait value. Vertical orientation corresponds to
Landscape. In case the device has the same width and length, the orientation will be
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the only one and the value will be Square. There is also a value Undefined, in which
the orientation could not be determined.

To determine the correctness of identification for samples of the marked dynamic
indicators, statistical hypothesis tests are performed using the following criteria: one-sample
Student's t-criterion, one-sample criterion for testing the hypothesis about the numerical
value of dispersion, Kolmogorov-Smirnov criterion. In this case, the time periods for the
samples should coincide, and there should be data on the reference mathematical expectations
and dispersions. As a result of the hypothesis tests, it will be possible to determine five
probabilities that determine the correct identification of the user.

Next, by determining the weights for the selected dynamic features that determine their
contribution to identification, the final probability of correct identification can be inferred. In
case the final probability exceeds the minimum acceptable value, then y(j) = 1, otherwise y(j)
= 0. The boundary value itself should be high, since the method is assumed to provide high
identification accuracy.

3 Application of the developed identification method in the
experiment

Let's collect 100 sets of dynamic indicators for the experiment for an hour of time each, and
then, check the performance of the method on one of the sets, solving the problem of
identification. To conduct the experiment, we wrote a program in Android Studio, which
reads the user data and writes it to separate files containing dynamic indicators corresponding
to the file names. It also produced a display of the corresponding metrics on the device screen,
which was updated every second. An example is shown in Fig. 1.

Battery Status: Good
Battery Level: 31.0 %
Battery Charging: true
Memory Used: 2451 MB
Orientation: Portrait

Fig. 1. Output of dynamic indicators of the user's hardware at a specific point in time.

A separate program in Python was written to process and analyze the data.

Let's consider the data of one of the sets. Since the battery state, battery charging status
and device orientation did not change during the time interval under consideration, their
graphical representation will not be indicative. In turn, the battery level and the amount of
memory used changed their values over time and formed characteristic trends, which are
represented by the red lines in Fig. 2, 3.
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Fig. 2. Changing the battery level.
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Fig. 3. Changing the amount of memory used for the user data set.

From the graphs can be concluded that in an hour the user actively used the device, which
is expressed in the rapid discharge of the battery and changes in the amount of memory used.

To determine the correctness of identification for samples of the noted dynamic
indicators, we perform statistical hypothesis tests by criteria at significance levels of 0.01.
The results of the calculations are presented in Table 1.

Table 1. Statistical measures of dynamic performance.

Indicator Sample Sample Mat. Dispersion Probability
average variance expectation of correct
identification
Battery status 1 0 1 0 1
Battery level 11.270 41.059 12.110 44.860 0.970
Battery 0 0 0.100 0.050 0.970
charging status
Memory used | 2437.746 1628.015 2445.458 1713.432 0.970
Orientation 1 0 1 0 1

Thus, the resulting probability of correct identification is 0.913, which means y(j) = / and
the user can be identified.
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4 Conclusion

A method for user identification based on dynamic characteristics of mobile device hardware
has been developed and shown to work well in an experiment. User identification based on
dynamic characteristics such as battery status, battery charge level, battery charging status,
memory utilization and orientation was successfully performed.

This research was funded by Russian Science Foundation, project No 22-21-00846.
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