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foreign technologies for the creation of automatic
subject of the study is the fire protection system o
of the University. The purpose of the study i

laboratory building of the University b
domestic and foreign research. The theor
the analysis of Russian and foreign techn

ogical basis for
systems were
the topic of the

attractive for wide application. Consequently, the number of facilities
technologies is growing. However, despite these achievements,

tain definitions aimed at achieving a common understanding, a unified
addressing these issues has yet to be developed.

A fire prevention system is a set of organizational measures aimed at eliminating the
nditions for the occurrence of fires established by Federal Law and aimed at preventing
ger and harm because of a fire. According to the Technical Regulations on Fire Safety
Requirements No.123-FZ, Chapter 12, Article 45, any automatic fire extinguishing system
must ensure the required reliability of operation [1]. It is evident that the reliability of the
functioning of ASPS is paramount in ensuring the normative value of fire risk. The issue of
reliability has become increasingly critical, particularly considering the recent spate of
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natural and man-made disasters worldwide. These catastrophic events not only result in
significant loss of life but also disrupt the essential functions and infrastructure of entire cities
for extended periods [2].

Due to such accidents, ASPS may be inoperable, since their water and energy supply
depends on the infrastructure of the protected facility. Conversely, ASPS can be designed to
operate autonomously for a certain period, while maintaining functionality independently of
external power supplies and control systems.

Due to the lack of scientifically based approaches to the use of ASPS, their devg
is slowing down. To summarize, the use of an automatic fire alarm system requirgé thcreased
reliability and reduced risks [3-12].

One of the fundamental requirements for fire alarm systems is
encompasses not only the accurate and timely detection of fire at its inifj

states: "norm" and "fire." The alarm is activated when the
configured sensor surpasses a predefined threshold. Conse
trigger threshold value presents a significant challenge, a
fires with resistance to false alarms.

The purpose of this study is to present an analysi
and to search for promising areas of automatic firg €xtinguishing, This analysis considers the
degree of reliability, identifies current scientific allenges, and reviews the
ermore, the study aims to

dependability of fire extinguishing tech
Automated fire extinguishing con
institutions (universities). It fol ows that lopment of a modern ASPS demonstration
stand is necessary. The u i you to present the work of the latest fire
extinguishing systems.
An analysis of work® safe hnologies and fire alarm systems has shown that
works on this topic and more than 10 years ago. New articles allow
i ion and service organizations to understand the requirements
“Uarly works explain the requirements in these documents.
The basi ion is the organization of fire safety, and the Russian Federation
| acts in the field of fire safety. The legislation on fire safety is
n of the Russian Federation and includes the Federal Law "On
opted federal laws, as well as laws and acts of the subjects of the Russian
ire safety issues. Accordmg to the federal law "On Fire Safety", the

ted problem of creating an automatic fire alarm system is considered by the
e work [14], which contains issues of organizing the protection of objects using
technical means and security systems. It presents an analysis of access control and
anagement systems, and video surveillance within the framework of the overall security
em structure. Information is provided on modern technical means of security,
encompassing fire alarm systems, their classification, technical characteristics, and typical
applications within integrated security systems. Additionally, the features of their installation
and operation are discussed. The requirements outlined in regulatory and guidance
documents for the design, installation, and operation of this technical equipment are detailed,
with particular emphasis on fire safety issues.

The article [15] also addresses the challenges associated with the development of modern
Russian technologies in security and fire alarm systems. It outlines the evolution of security
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systems in the context of global automation and their integration into unified automated
control systems. The article reviews the prospects of using artificial intelligence (Al) in
security systems to identify complex situations that are difficult to classify using conventional
monitoring data. The potential for employing fire alarm systems based on Al principles,
particularly neural networks, is evaluated. This includes the construction of neural networks
and logic systems based on combinatorics. Additionally, the article describes the
development of a mathematical model to accurately signal the transition of the syste y
"fire" state. It addresses the challenge of correctly setting the threshold for trigge
signal generation systems and discusses the minimization of false alarms
introduction of an additional channel that captures initial information about

characteristics of gas fire detectors as claimed by manufacturers.
determine the feasibility of using these detectors as primary element
based on neural network principles.

A number of problems are addressed in the book [16] regardi tion
of fire extinguishing installations. It reflects on the directi
fire extinguishing, presenting the legal, regulatory, and sc
by manufacturers and researchers in this field.

The research of the authors of works [17, 18] i
that at present the problem of technical operatiofi of fire automation systems is becoming
i i act that about 13% of the
ASPS installed at the facilities are inoperable. Thi llowing reasons:

installation and operation of automa 2 extinguishing systems, as well
as requirements for the equlpment 0
errors in the de51gn of autom and fire extinguishing systems;

if ed by enterprises engaged in the production

as well as companies engaged in installation,

des, it is possible to improve the quality of ASPS work. The
em has long been highly integrated and comprehensively

necessary information to such systems as notification, fire extinguishing,
xtraction and others [18].

trial complexes. The latest technologies open up opportunities to prevent fires
e damage.

aterials and methods of research

2.1 Theoretical foundations of the development of an automatic fire alarm
system of an educational institution

Fire alarm systems are an element of fire safety. A fire alarm system is a set of technical
means for fire detection, processing, transmitting fire alerts in a given form, special
information and issuing commands to turn on automatic fire extinguishing systems and turn
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on smoke protection systems, technological and engineering equipment, as well as other fire
protection devices.
2.1.1 Analysis of existing fire alarm systems in educational institutions

An assessment of fire risks shows that in such premises as a sports hall or an assembly hall,
the probability of an open fire increases. Therefore, it is preferable to control th

without heavy smoke. In this case, it is not enough to use only smoke detectors
fire detection device.
According to statistics, it is in educational institutions that the percent:

in this case will the scheme be effective and prevent poten

Let's analyze the features of fire alarm systems in i
systems is
radiation from a flame or

systems (burglar alarm). Fire detectors react to
smoldering fire, thereby preventing the develop

A threshold-type fire alarm system (unaddres
It is impossible to determine the locatig
the circuit to which it is connected is ¥ e detectors from the common
circuit is triggered, a common alarm , since this system uses a fixed

dressed systems is their low cost. These systems are built
nponents typically designed for ordinary consumer goods.

etectors) that can transmit measured parameters on request in continuous
ddressable analog system not only has the advantages of past systems, but also
has add1t10na1 advantages, and also differs greatly from previous systems in terms of data
ocessing.

2.1.2 Selection of the optimal means of automation of the fire alarm system

In order to develop a properly functioning system, the following have been investigated:

1. patents for inventions and patents for utility models of educational and laboratory stands;

2. Interfaces and protocols used in modern fire protection systems;

3. installation of communication between reception and control devices and fire detectors in
well-known fire protection systems.
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The array of patent documents selected in the database of the Federal Institute of
Industrial Property (FIPS) with a search depth of 10 years makes up patent documents for
fire extinguishing system stands [19]:

1. Research laboratory stand for automatic fire alarm systems and emergency
management of engineering systems of buildings.
2. A stand for the study of gorenje processes and fire extinguishing.
3. Training stand for technical means of fire alarm and automation.
4. Test and demonstration stand for automatic fire alarm installation
Stands numbered 3 and 4 were selected for the study.
Training stands for technical means of fire alarm and automation refer go ed

fire loops from protection).

Test and demonstration stands of automatic fire alarm
alarm system, a reception and control security and fi
line, optoelectronic addressable analog detectors,
source.

The technical advantage of using these stands
and access control systems to it, and when using
to simulate various equipment failures

At the same time, the stands have

nnect third-party dispatch
nel training, it is possible

sence of which is the use of
etween which a low data transfer rate

is provided. In addition, the stands do n gorithms for controlling the ability to
connect dispatch systems a contr@l systems from third-party manufacturers. Also,
the stands do not allow s ulate various equipment failures.

In addition, an anal$§ ot the Profi company, which specializes in the
development and : i [ ¢quipment, reveals their significant contributions

to educational a ands. Notably, the company produces the laboratory stands

afety Systems" ENPS-SPB-01. The advantage of these
develop, i ds incorporate elements of both address-threshold and address-
viding a comprehensive educational tool for understanding and
ent fire alarm technologies.

e laboratory stand "Automatic gas fire extinguishing system", manual
-G-01-NR is the presence of a USB/RS-485 interface converter. And
the desktop computer version of ASP-G-01-NK and the laboratory stand
trol and maintenance systems", the presence of a USB / RS-485 interface
d the ability to control processes using a laptop is the advantage of this
development.

The disadvantages of all the similar laboratory stands described above are the lack of
ammable logic controllers (PLCs), which means that it is impossible to make changes
to the operation of the stand and subsequent modernization, as well as the extremely high
cost of these developments [21].

In the European patent database ESPACENET PATENT SEARCH, "fire alarm stand"
was chosen as the subject of research. When selecting patent documents for this automatic
fire alarm system, the principle of operation of the development and the scope of its possible
application were taken into account [22]:

1. Stand-alone wireless fire alarm and system including the same.
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2. Stand-alone type photoelectric smoke detection fire detection alarm device.
3. Electric fire and combustible gas alarm control ware teaching experiment platform.
4. Additional function expandable fire detection.
5. Wireless automatic fire alarm device based on Internet of Things technology.
6. Combined fire alarm system using stand-alone fire alarm visible light camera.
Patent documents were selected for analysis in the ESPACENET PATENT SEARCH
database:
Stands 4, 5 and 6 were selected for the study.
The disadvantage of the 4th patent is that this device is not a full-fledged stag
Among the disadvantages of the 5th invention, it can be noted that firg, ext

resumes or incomplete extinguishing.

Stand 6 includes a fire detection sensor, a signal processing
that photographs the area where a short-range fire alarm is ins
an image and data storage unit, as well as a short-range co

In the database of the United States Patent and Trad
and Trademark Office (USPTO) with search depth ove
have been selected as research objects, when ¢
principle of operation of the development and t
also taken into account. The array of selected
consists of 2 patent documents for fire alarm syst

1. System and method for emergen
panel network.

2. Master slave wireless fire alarm a 3

The TCP/IP-based emergen on system and method in the backup fire

cs wireless repeaters for alarm notification to the
trol panel, an active charger, and a battery. The system
checksum method).

over the past 10 years, twelve similar stands have been
abases. Five educational and laboratory stands produced by Profi

2.2.1 Formation of the terms of reference

e fire protection system stand, constructed from a metal housing, includes a control
controller, a remote I/0 module, a multi-channel addressable fire alarm, a power source, an
optoelectronic smoke detector, an alarm siren, a light annunciator, a smoke extractor fan, a
powder extinguishing module and an electric door lock drive.

The novelty of the stand under development is the ability to start and stop extinguishing
using a GSM module via SMS with a frequency range of 850/900/1800/1900 MHz. To work
successfully with the GSM module, it is necessary initially.
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To protect the system from intruders, the start and stop of extinguishing will be carried
out from a single address specified in the parameters of AT commands. The system is
designed to detect a fire at a controlled facility and eliminate a fire.

Synchronization takes place over the RS-485 interface using the ModBus TCP/IP
protocol.

The demonstration stand of the automatic fire alarm system has technical and operational
requirements:

1. The frame of the stand must be assembled from durable metals.

2. The operator's automated workplace must interact with the fire protectiin
network via a controlled Ethernet port using the IP communication protoco
command and control capability.

3. Communication with SCADA INFINITY must take place over
The complex must have support for programming languages: FBD,

4. The stand should be able to connect different types of fire

5. The stand must have power supplies for 220V AC an
discrete and 2 analog operating outputs.

6. Maintenance should be carried out every 6 months.

For SCADA INFINITY components to work _(wi
requirements), it is recommended:

¢ Processor — Intel Pentium IV 3 GHz;

* the amount of RAM is at least 512 MB. Fo
at least 1024 MB;

* 2 network cards that provide operats

e server for at least 15 minutes
with fully charged batteries (in case of p¢ i ith fully charged batteries).

2.2.2 Formation of techni€z ) ing, and executive documentation

Calculation of the signz

ig. 1. Equivalent circuit of a photodiode signal amplifier,
ce: https://www.bibliofond.ru/view.aspx?id=866774

As an active element, let's take the KT357B transistor.
Input impedance and output capacitance of the cascade:

R = 1+1+ 1
e (R1 R,  Rpw

)—1
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X — 1+K
Cour 21t'fT'RE+CC( +K)

where: f 7 - the boundary frequency of the transistor,
Rg = %:6 = 14,188 Om - emitter resistance,
Cc - collector capacity.
R,y = 649.762 Om
Cascade output capacity:
Cour = 37.39 pF

The amplitude of the input signal Ugp,y:

U
Ugmin = 7L =0.15mV

The amount of permissible distortion in the low-freq
into account the element base allowed for use, betwee
and parameters of the emitter circuit. In this case

Kip =K,

is distributed, taking
e transition circuit

Then

.165-1078 F

Emitter capacity;

1
(1+SgRp)* -
_ 1 Kyg*
27T " fL " RE 1 _ 1
z
KLE
ere?
Ro=(E+ 2+ -1_ 1935480
¢ (R1 R, Ra) S "
- equivalent resistance of the signal generator
1+h
Sp=———-7=10.05
Rivy + R

- the steepness of the emitter current characteristic.
Then

Cr;=3.241-10"*F
The resulting value

C;=3.3:10"*F = 330 mcF
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Calculation of the reflected signal amplifier
Partial software correction of the signal level of the measuring transducers on the MC is

possible. Let's draw the amplifier circuit (Fig. 2).

oc
I

——F=-—
1] |

|

——{

I 3

Cc

Re R R,

—

R,

Doo)

FC Rp
FC
NC

NC

Eg

Fig. 2. Equivalent circuit of the reflected signal amplifier

The calculation begins with determining the resistance tection re

+
Usut max _

R4=

Iout max

where U},; max - 1 the maximum amplitude of t
lyut max - Maximum constant output current.
We accept the resistance of the protection resi
The validity of the above expressiog

of the operational amplifier (OP AMP)
Calculate the resistance of the resisto

taken into account. Firstly, th
desirable to choose a resista
distortion in the feedbac

In accordance with a

giiould not shunt the load, and secondly, it is

aller value, in order to ensure minimal phase
en choose R; = (20...40)R,.
inations, we select R; = 120 kOm.

Ubue

-Eo

itude characteristic of the operational amplifier

Before calculating R,, you should refer to two auxiliary formulas. The gain factor of the
e operational amplifier covered by the OOS K g 1s calculated using the formula:

Ky

Kpp = ———
EF™1+B K,

where K v is the gain factor without the OOS, B is the transmission coefficient of the

feedback circuit.
In this case
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5 R; +R;
" R;+R, +R;

Since theyK U K gp are set by the condition, it is necessary to calculate the value
according to the first expression B

Ky = Ker _ 1 62.10-2

B=———
KU'KEF

According to the second expression

__ B-RG+B-R3—

R, 8¢ — 94.56 Om
1-B
From the E24 series, select the nominal value: R, = 100 Om,
In order not to unbalance the amplifier due to the small, but i ent.
R, = R;.
The input and output resistances are calculated using t

R
RITL = (K_Z) + Rl

R;
Roue = (E . KU) + K= 6,7k0
The input capacity of the &
negligible compared to the capacity int
actual capacitive component of the OOS
C, of the resistor Ry (is indig
Then the input ca

ional a self (several picofarads) is
a.to the parallel input of the OOS. The
I'due to the pass-through capacitance

where C, = 10

e of the input signal Ugy,,y depends only on the maximum
and the gain:

_ U;utmax _
UamIN = K—EF = 1,3 mV
K
F=-%=333
KEF

Calculation of the overload protection circuit
e overload protection circuit of the compensating stabilizer is implemented on the elements
VT1 VT2 and R;, see Fig 4.

For calculation, we take the maximum protection trip current equal to 120% of the
nominal value [,;:

Lymax =121, = 3.6 A

10
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At aresistance R; voltage of 0,7 V, the transistor VT2 opens and the control transistor is
shunted VT1.

Ry="re/, = 0.070m

nmax

A resistor of this value must be wired.

S

U Uour

We calculated the maximum electrical power ¢ by the det , Table 1.

Element type Quantity Total power, W
Resistors 0,25 9 0,006
Resistors 0,125 1 0,002
K157UD2 2 0,004
LED 1 0,004
MK STM32 0,012
Diodes 0,1
TOTAL 0.038

For signals fr s, the range of measured values after analog-to-digital

tion lies within 0-255. We defined the current value of the

moke in the controlled area is contained in relation k = % to the levels of

omenon effectively, an adaptive threshold level should be applied to
t the presence of smoke. This involves averaging the threshold level over
g sample of intensity ratio values.

n+ip n+ip

1d value,, = M, threshold value,,,; = Z’;ﬂr 1(1), threshold value,,,; =
(threshold valuey +k(n+1)
2 >

I(n) = |k(n) — threshold value,,|.

The decision on smoke is made based on the analysis of the difference function [, this
avoids making an erroneous decision about a fire, based on the fact that the value of the
threshold constant is obtained by processing a large number of previous values of the ratio.

Let's choose the number of counts used: 22° = 1048576

When the reference variable exceeds the value, the current threshold value is reset and
the threshold variable is assigned the current value k(7).

11
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The level corresponding to the temperature t = 60°C is calculated using the formula:

U=t) s _40 56108
At 80

max

Therefore, the threshold must be set to 64.

ATl =

3 The results of the study

can be presented to optimize system maintenance, used i
justification for system modernization.

To assess the reliability of the stand in fire auto
indicators are used:

« the probability of trouble-free operation;

* average time to failure;

« failure rate;
* average service life.
With all the variety of regulatory doctifh determining reliability indicators and
requirements for them, existing document§ #elafid to tir¢ automation systems are not enough.
e zgulatopdocuments on the reliability indicators of each
equipment (Table 2).

ndividual element of the system

Ist stage 2nd stage
(release after pre-1995) | (release after 2000)
rs, thermal
500 000 700 000
100 000 200 000
50 000 60 000
Smoke detectors, optical and gas
ure, hours, not less: 50 000 60 000
70 000" 70 000"
20 000 60 000
Flame detectors
Average time to failure, hours, not less: [ 35000 | 60000

Fire control and reception devices
verage time to failure, hours, not less:
to the PPCP loop without addressing:

small capacity 20 000; 30 000" 30 000
medium and large capacity 8 000; 10 000" 18 000
to the PPCP loop with addressingna - 10 000

Central Monitoring Panel (Central Control Panel)
Average time to failure for one channel, hours,
at least:
*- value at the consumer's request 5 000 7 500

12
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The specifics of GOST sets requirements for the reliability of existing fire detector
equipment and suggests further improvement of the standard, taking into account the
development of technologies:

1. The average operating time of fire detectors in an emergency situation should be at
least 60,000 hours.

2. Fire detectors should be designed for round-the-clock and continuous operation

3. The average service life of a fire detector should be at least 10 years.

Requirements for the reliability of fire-fighting equipment.

Fire fighting equipment:

1. PPKP and PPU should be designed for round-the-clock continuous

2. PPCP and PPU should be products suitable for restoration and mai

3. Average recovery time, hours, no more than 6.

4. Average service life, years, no less than 10.

Requirements for the reliability of power supplies for
equipment:

1. IE should be designed for round-the-clock continuo

2. IE must be a recoverable and usable product.

3. The average service life of IE should be at le

The process of determining the reliability indicators of ASPS can be divided into two
stages:

1. The test stage.

2. The forecasting stage.

Failure status

Recovering
60 000" Recovering
20 000" Recovering
30 000" Recovering
60 000" Recovering

ation about the time to failure comes from the official information letter

.1.2 Methodology for calculating the reliability indicators of the ASPS

ased on the set goals, we choose a simplified calculation method for the stage of operation
ol'the system. The main reliability indicators are calculated in accordance with GOST.

Compilation of a computational model.

Determining the maintenance scheme in accordance with the functional purpose of the
system. In this case, the automatic fire alarm system has two target circuits:

1. Automatic fire alarm circuit.

2. The scheme of the fire alarm system and evacuation control.

The zones covered by one fire detector, depending on the height of the protected area, are
shown in Table 13.3 SP 5.13130.2009. When calculating coverage areas, it will also not be

13
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superfluous to take into account the radius of coverage of the detector. Thus, it turns out that
the only case of serial connection of detectors is the "corridor" in the room due to its relatively
complex configuration (there are some areas that are not captured by only one detector in the

room).

Calculation of the main reliability indicators.
In accordance with the methodology described in the regulatory documents, the failure
rate of each element is determined - this is the value of the reverse failure time:

For smoke detectors:

For manual detectors:

For a fireman's device:

For the light detector:

For the sound sounder:

/1 = AWEMS +).

A=1/T,
Asp = 1,67 10751/ ch

Ayp = 1,67-1075 1/ ch
/1FD = 5 . 10_5 1/

/1LD = 3,33 . 1 1/ Ch

0-51/¢

EMS — )'LD +)'SD = 5 . 10_5 1/ Ch

e rate ofithe entire system will be determined by:

s = 191710751/ ch

verage time to failure of the entire system is determined by the inverse formula:

1
Ty=5=52165h

Based on the average time to failure of the entire system, the probability of failure-
free operation for a specified operating interval can be determined. The values of this interval
are typically set at 1000 or 2000 hours. It is observed that the longer the specified interval,
the lower the probability of maintaining uptime.

Calculation of the probability of system uptime for 2000 hours:

P(t) = exp( — 2000/T,) = 0.983

14
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The probability of failure-free operation can also be calculated directly with the system
modules. In this case, for a serial connection, the probability of trouble-free operation is

determined
n
P, = 1_[ P;
i=1

and for a parallel connection

4 Analysis of the research results

We have determined the main reliability parameters of a s
and an evacuation warning and control system. For long-t
following reliability indicators can be used:
* time to failure per 100 km of transmission line4
* The readiness factor is not lower than K, =0,
For short lines, the introduction of an addition
not affect the final result. But this type of com
automation systems.
Table 4 shows the correction fac
conditions.

communication line» will
rely used in fire-fighting

depending on the operating

Table 4. Correction factors for depending on the operating conditions

Operating conditions ation From shock The resulting
equipment load coefficient
Laboratg 1.0 1.0

1.03 1.071
1.08 1.458
1.1 1.54

¢ reliability indicators depending on the program development period

The intensity of Average operating Average time to
program errors, 1/hour time per software eliminate a failure,
error, h min

The initial period of 0.07 15 12
complex debugging

Completion of 0.02 50 8
complex debugging
The initial period of 8-10-3 125 6

trial operation
Completion of trial 0.5-10-3 2 000 6

operation

15
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Using, in particular, reliability calculations, it is possible to estimate the probability of
trouble-free operation of the fire automation system for subsequent use of the obtained value
in calculating individual fire danger.

Thus, a schematic diagram was designed, on the basis of which an algorithm for the
operation of the fire extinguishing system was developed. This algorithm was implemented
in a software environment where emulation was performed and visualization of the system
operation was created without connection to a programmable logic controller (PLC).

5 Conclusion

Thus, the analysis of the main features of existing automated fire alarm
out in the work.
As a result of the analysis of the existing fire alarm systems,

the practical application of the developed system.

Thus, the analysis of the obtained results allo

1. A project has been developed for a stand d

fire alarm system.

2. The types of fire detectors were
systems was conducted.

3. The analysis of interfaces and prot

out. It has been revealed

, Ethernet and RS-232 interfaces are most
eir stability, reliability, and data transfer rate

y gulshmg system has been proposed. This algorithm is
software environment, where emulation was performed

xtinguish fires, but also to prevent their occurrence, which is an important step
towards ensuring the safety of our society.

The paper was prepared with the financial support of the Ministry of Science and Higher
cation of the Russian Federation, grant agreement No. FSRF-2023-0003, “Fundamental
principles of building of noise-immune systems for space and satellite communications,
relative navigation, technical vision and aerospace monitoring”.
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