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on here. For JSC Russian Railways, ensuring effective and balanced development
or the long term is closely linked with the introduction of digital technologies. The “Digital
ansformation Strategy of JSC Russian Railways until 2025” (DTS-2025 , Strategy) defines
priority areas and targets for the implementation of digital technologies by JSC Russian
Railways in accordance with the objectives of the company’s Long-term Development Plan
(1]

In the adopted Strategy, Russian Railways JSC adheres to a platform approach to digital
transformation. Figure 1 shows seven digital platforms that cover all segments of the
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Holding’s activities. Based on it, digital services brings about economic effects, such as
income growth, forming of the new market segments, cost optimization, and productivity
increase. [2]
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Fig. 1. Digital platforms in the “Digital Tra
2025”. Source: made by authors

cture, as well as in the life cycle management of freight
urpose of the article is to systematize the characteristics of
jes for use in life cycle management of the railway transport

ayanalyzed the directions for increasing the efficiency of transport systems and
creating new business models based on the introduction of advanced digital technologies
,4]. Tretyak V.P. connects the economic nature of digital platforms with the development
quasi-integrated structures [5]. In the works of Volkova E.M., positive effects are
highlighted and methodological approaches to the economic assessment of the use of digital
technologies in urban transport systems are clarified [6,7]. The economic effects of
introducing a service for monitoring smart contracts for freight transportation, implemented
on a distributed data registry platform, are considered in the works of I. M. Guly [8,9]. The
World experience of implementing blockchain projects in the transport and logistics sector
is presented in the work of I.A. Ermakova and S.S. Kuzminykh on the use of distributed
registry technology as one of the principles of digital supply chain management [10], as well
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as in the work of O.N. Pokusaev, V.P. Kupriyanovsky, D.E. Namiota, V.S. Lazutkina, A.V.
Zazhigalkin, and P.V. Kupprianovsky about the experience of using blockchain technologies
in digital railroads projects in Germany [11].

At the same time, it should be noted that the issues of practical implementation the
distributed ledger technology in the area of supply chain management and life cycle
management in railway transport are not fully disclosed and require a more detailed analysis.

2 Materials and methods

To achieve the goal of the study, a number of tasks were set that were
following scientific research methods:

- based on the analysis and systematization of scientific research
innovative digital technologies, the main characteristics of the
organization of the blockchain network were formulated;

- comparative analysis and generalization of international
it possible to identify the most favorable areas of applicatio
the specific for using it in various business areas;

- based on a generalization of the practice of imp
Railways the advantages of digital distributed 1
railway transport have been identified.

Scientific data concerning the chosen proble
publications about the development of digital plas
from open sources about JSC Russiand @i ,
documents were used as information ba

ian and foreign scientific
a distributed ledger, data

3 Results

To assess the practice o

il changing the hash sums and violating the integrity of the block chain.
Blockchain network consists of nodes. They can be thought as servers there execut
rograms based on the algorithm which ensure the protection of the entire system. Each node
es a copy of all transactions that have been recorded on the blockchain.
Smart contract. A computer algorithm that determines the terms (essentially the rules for
data processing) of the agreement between the parties certified by a digital signature,
recorded and executed in the blockchain network.
It is necessary to note the following characteristics of blockchain-based DLT:
Decentralization. The blockchain network operates on the principle of peer-to-peer
transactions, when there is no central data storage server, and each network node acts as a
client and server for other nodes (peer - to - peer or p2p network). All records are stored by
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each participant in the system. The loss of data at one node in the blockchain network will
not affect the integrity of the whole system and the data at other nodes. The data will be saved
as long as at least one participant has it.

Transparency. Any participant can track all transactions in the system and clearly
determine where the information came from.

Confidentiality. All data is stored in encrypted form. To access information you need to
know a unique digital signatures.

Reliability. Any attempt to make unauthorized changes will be rejected
inconsistency with previous entries.

Consensus. Data added to the system is verified by other participants. F
to be valid, all participants must agree on its execution.

There are various types of blockchain network organization:

- public blockchain network. Any user can join such a network,
the well-known Bitcoin network. The public blockchain contro

of transaction confidentiality;

- private blockchain network. Unlike public block
organizations. They determine who can join the n
and the level of access of participants to dat
consortium by agreeing on responsibility for net
out transactions. These criteria are importan

ion and the rights to carry
lockchain in enterprise

environments.
Thus, blockchain allows you to q ctions, share information in a
distributed environment without interm¢ e smart contracts, guarantee a high

to hacker attacks. Blockchain is interesting
where reliability, transparen , > exclusion of fraud or data theft are needed.
Using this technology it’s i ¢ lransaction costs, optimize business processes

discrepancies.
Blockchain d help the world's largest investment banks cut their
infrastructure illi $12 billion a year by 2025, according to a report from
pany. Thanks to this technology, banks can reduce infrastructure
and operational costs, such as trade, by up to 50% [12].

s been gained in the usage of blockchain technology. For
developed the IBM Blockchain platform, using which Home Depot
al processes by giving customers and suppliers access to shared

, Simoldes, Faurecia, and Knauf groups have collaborated to develop and
e XCEED (eXtended) blockchain platform Compliance End-to-End Distributed
) to certify the compliance of all vehicle components, from design to production, quality
ontrol of components, and the absence of counterfeit products [14].

In 2018, Maersk and IBM developed the TradeLens platform, which was made available
to all companies operating in the shipping and logistics industries and was supported by large
transport companies that account for more than 60% of global container traffic. The system
became neutral and open to all companies involved in transportation, and made it possible to
introduce digitized document flows into global logistics chains, which simplified cargo
clearance. However, the project did not reach commercial efficiency as an independent
business model and was stopped [15].
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According to Gartner research, blockchain-based digital ecosystems have high potential
for optimizing supply chain and asset lifecycle management by reducing transaction costs,
creating new value streams for participants, reducing the cost of goods and services, and
increasing security and trust between members [16].

The classic approach to managing an organization's assets (EAM-Enterprise Asset
Management) focuses on processes within the enterprise and allows for maximizing the1r
efﬁ01ency by improving the use of production assets and reducing operating costs [1

its own life cycle and is capable or unable to generate positive cash flow. The pre
an enterprise largely depends on the efficiency of use of production asset,

records and analyze the costs of their maintenance.
However, modern technologies and, in particular, blockchain ma

asset was sold, but warranty obligations remain, or when j
certification, quality and history of transfer of ownership
Blockchain allows you to organize trusted interaction ipants in the process.
They will have access to the original version of
from a common source, guaranteeing their immu
time on routine manual operations for document
with counterparties, devoting more time to core p

The analysis of the global and local ggactice of
highlight the following main applicatiol} g

- distributed ledger (digital registries
for copyright or property rights).

ganizations can spend less
egotiations and approvals
iness development.

Sing smart contracts (automation of electronic
pnificant actions, monitoring the history of

ailway transport infrastructure. These include:
argical plants - manufacturers (JSC “EVRAZ ZSMK?”, PJSC “ChMK?”),
- rail welding enterprises (8 divisions of LLC “RSP-M”)
- JSC Russian Railways, which is represented by the Directorate for Diagnostics and
nitoring of Infrastructure and the Directorate of Track and Facilities of the Central
Infrastructure Directorate (342 track and infrastructure distances)

The DLT Rails service is based on a common information database for all, which
provides:

- integration of systems of JSC Russian Railways and external participants with constant
synchronization of data between nodes of the blockchain network;
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- interaction between the DLT and the EC ASUI transaction system for rail maintenance
at Russian Railways for transferring data on deliveries, rail lashes, and data about changes in
technical or operational characteristics of rails;

- up-to-date information about rails for participants throughout the entire life cycle of the
rail from receipt from the manufacturer to scraping (technical documentation, condition,
inspections, control of work performed, availability of rails at the warehouses).

Control of the sequence of operations with rails is carried out according to the ops
model of condition control by life cycle stages: rail data is automatically received
manufacturer, than the rails are welded into a lashes in the RSP-M companies, ax
laid on the track by the infrastructure distances. The rail passport in the DLX i

participants.

Another example of the implementation is the “Service for
cars using blockchain technology” (DLT FC). The DLT F
reliable information about operations with a freight car ai
stages of the life cycle. Currently, the system is impl ted for t cars and for such

All main operations in the life cycle of parts
- Manufacturing — Sales — Purchase — Shipm
- Installation on freight car - Remoyal:

- Outgoing and incoming shipment
- Acceptance and transfer to/from re
- Prohibition of operation -

the DLT FC:
- Assigning a numbt

freight car equipment;
anges in the passport of a freight car;
reight car repairs;
the freight car infrastructure;
n on the operation of a freight car;
ion of freight car.
The platform solves the problem of simplifying the interaction between all market
articipants presented in Figure 2, reducing their transaction costs through transparency and
ess automation.
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Fig. 2. Participants of the DLT FC. Source: made by a

Thus, on the basis of the DLT FC, there ar the implementation of an
industry solution to eliminate counterfei for spare parts for freight
cars and improve the safety of railway i g the admission of counterfeit
parts into operation under freight cars.

Based on the analysis of th ting the DLT Rails and DLT FC

process the life cycle control of the objects.
the legality of objects, checking quality

ation exchange processes by changinges document flow into digital
timizing the costs of document flow in general;

her hand, the most important role in the formation of a trusting environment is
played by the reliability and transparency of data with the information security of each
articipant in the process. In this way, building a digital industry ecosystem can bring benefits
11 stakeholders and reduce the cost of asset lifecycle management as a whole.

The development and implementation of DLT have a number of features, based on which
the following recommendations for similar projects implementation can be identified.

First of all, they are related to information security issues. This includes the coordination
of roles and access of participants to system data, the protection of information when
connecting via the Internet, and the ability to open access to data and coordinate their
publication for trusted participants.
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The implementation of projects is accompanied by a large number of organizational
issues related to the need to involve external organizations to launch the project, develop
technical solution design, and agreement for the system maintenance cost sharing between
participants.

The software products being developed must meet import independence requirements,
comply with Russian cryptography standards and insure the restrictions of acceptable
licensing policies in case of using open source software.

It is especially necessary to emphasize that the active promotion of platfo
increase in positive results of their use for the formation of effective industry ea
possible only on the basis of mutually beneficial cooperation for all participaats.

solutions, and services is in demand not only by Russian
also by external market participants.

4 Discussion

The study of theoretical materials and analysis of ti& practice of #liplementing projects based

on DLT allows us to identify a number of proble be solved unambiguously
and require further research.

With an increase in the number of ¢ involved in the implementation of the
assets life cycle management, the system ests of stakeholders becomes more

complex, which in turn leads i promoting the platform and reduces the
i ‘ mong other things, in the increase in the time

icipants, long approval process).

pered by the insufficient development of the

g lectronic voting, copyright or property rights) and supply chain management in
ogistics using smart contracts.
The results of implementation, using the example of the DLT FC and DLT Rails projects,
light the following:
- reducing transaction costs for all participants in the asset life cycle process interacting
on the platform by accelerating the processes of collecting and exchanging information,
creating a trusting environment of interaction due to the reliability and transparency of data;
- building a digital industry ecosystem, the development of which can bring benefits to
all stakeholders.
Recommendations for the implementation and rollout of solutions using DLT have been
developed. The results and conclusions may be useful to JSC Russian Railways, government
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agencies, and other participants in the railway transportation market when planning and
implementing projects in the optimizing asset life cycle management area.
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