
 

Security indicators and standards for 
microprocessor centralization in «2x2» and 
«1x1» systems 

Nazirjon Aripov1* and Zafar Mirzarakhmedov1 

1Tashkent State Transport University, 100167, Mirabad district of Tashkent city, Odilkhodzhaev 

street, house 1, Tashkent, Uzbekistan 

Abstract. The levels of device failures and performance losses in «2x2» 

and «1x1» systems are discussed in this article according to safety 

indicators and system failure time estimations. Ensuring the safety of train 

operations at the station is the primary objective of both road blocks and 

electro-centralization. The safe and prompt delivery of people and 

commodities to their destinations is a key indicator of the quality of the 

transportation process, and it determines how productive railways are. 

Railway automation and telemechanics systems depend on each other for 

their dependability in sustaining high levels of these indicators. Train 

delays, or worse, mishaps or calamities, can result from malfunctions in the 

railway automation and telemechanics (RAT) system. Maintaining RAT 

systems’ reliability and preventing loss of performance. 

1 Introduction 

Device reliability is evaluated throughout usage as well as for storage, delivery, and repair 

procedures. As a result, dependability needs to possess the following complex qualities: 1) 

Minimal performance loss—keeping the equipment running constantly for a predetermined 

amount of time. 2) Long service life: this feature ensures that the equipment will last until it 

needs to be replaced or serviced by the system and will remain in good operating order and 

quality. 3) Repair and servicing - refers to the capacity to keep the gadget in operational 

order after malfunctions and damages are repaired or preserved and their underlying causes 

are found and fixed. 4) Storage durability: Whether or not this device's functionalities. 

There are two types of railway automation and telemechanics (RAT) devices: internal 

and externally security indicators. The term “External safety” refers to the devices 

developing unstable due to outside factors. Fire safety and chemical safety are a couple 

prominent examples of this. When a device is intrinsically safe, it means that, even in the 

case of a malfunction or internal constituent damage, there is no risk to the surrounding 

environment or workers. Internal security is referred to as “Secure System” in a great deal 

of publications [9–17]. 
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2 Methods 

In addition to the four components of reliability defined by GOST 27.002-2015—

durability, servicing, and storage—the internal safety of the devices completes the 

definition of reliability. The previously mentioned components rely on the object’s 

configuration; the thing may be in one of two states: configured or damaged. 

Even though the equipment is defective, it is nevertheless deemed to be in functioning 

order if all of its primary indicators satisfy the technical document’s requirements and it 

does its assigned operations. The gadget is deemed non-functional if the previously 

mentioned conditions are not satisfied. A malfunction occurs when a device loses its 

functionality. When a device’s reliability reserve diminishes or its ongoing operation is 

jeopardized or deliberately altered, the device enters a limited state [12–20].  

Device failure states usually fall into safe and harmful groups in security systems: 

In a protected state, every requirement important for guaranteeing the security of rail 

traffic are satisfied even though it is claimed that the apparatus or system has failed. 

Whenever a system or device is in a dangerous state, it means that it does not work 

effectively and that at least one of the requirements for assuring the safety of rail traffic has 

not been met. 

Secure systems can exist in multiple S states, namely Ss (configured state), Sw (that is, 

functioning state), Sp (protected state), and Sd (dangerous state) (Fig. 1). 

 

Sp

SwSc

Sd

 

Fig. 1. It is a diagram illustrating the secure system state. 

Security and reliability can be determined to be the main two requirements for RAT 

systems depending on the present condition of the systems.  

The capability to keep the system in a safe, working, or satisfactory state during its 

operation is an essential aspect of RAT security. 

The ability of RAT systems to constantly sustain acceptable or operational conditions 

during their operation is commonly referred to as their reliability. 

As a result, the safe system should enter the protective state (Sp) rather than the 

dangerous state (Sd) when a device malfunctioning is identified in the system. 

Loss of protective performance is the conditions where a device preserves its protective 

status in the face of a negative change in its operational state. Negative changes in device 

operating and loss of status as protected can be referred to as dangerous level of 

performance loss. 

The previously mentioned bifurcation of device performance loss shows the system’s 

failure proportion. As a result, there is a chance to concentrate on safeguarding against 

E3S Web of Conferences 549, 08003 (2024)

TransSiberia 2024
https://doi.org/10.1051/e3sconf/202454908003

2

RETRACTED



possibly damaging malfunctions, improving security and reducing the number of devices in 

the system.  

Figure 1 shows that reliability Sr = Sc  Sw was described by situations, and security 

Sc = Ss  Sr  Sd described by states. A comparison of these states (Sr ≥ Sd) 

dependability through (Sr) it becomes clear that it will not be less from security (Sc). They 

can only be similar in extremely rare situations where a system failure presents a risk; in 

other cases, reliability is still higher than safety.  

In addition, RAT systems include basic safety theory notions, which are as follows: 

1.  A sign, or a combination of signs, signaling a dangerous state in the systems’ 

operation that is listed in the technical documentation of the devices, is the critical failure 

criteria of the system. 

2.  A numeric illustration of the safety feature is the system’s security indicator. 

3.  The concept of system security is an ensemble of rules that carry out the building of a 

system that meets safety requirements. 

4.  Level of security is an assortment of system requirements that take priority over 

specific security criteria and is shown by high values of security indicators. 

5.  A safe system is one that has been built having a high level of security and is based 

on particular safety ideas and components. 

Fulfilling the requirements for the previously mentioned signs, criteria, and elements, 

and the systems constructed in this way ensure a high degree of reliability and optimal 

safety. 

Modern railways utilize new forms of microprocessor-based and computerized electro 

centrally managed systems, that must have quantitative reliability and safety assessments 

[16–23].  

Due to this, every producer has to show the security of the system it has created. It is 

linked to the establishment of safety and reliability indicators as the manufacturer’s 

ultimate objective. 

3 Results 

Four fundamental probability indicators are employed to assess the degree of dependence 

of systems and devices: absence of failures during operation )(tР , probability of failure 

)(tQ ,  speed of execution loss )(t  and A typical period of time until failure t. 

The probability of a device operating effectively )(tР  – it is the probability that the 

equipment will finish functioning inside time frame t. 

The possibility for the item to function less effectively while in use )(tQ  – This is the 

probability that a rejection will occur when the device operates during time t. 

The two ideas stated above do not occur concurrently. Therefore, it follows that: 

 

P(t) + Q(t) = 1.                                                     (1) 

 

The regularity with which the device's performance characteristics are lost while it 

operates )(t  – This is the ratio of the median amount of devices for which the device 

fully carried out its function over a specific period of time to the number of device failures 

during the time period t when the gadget is not replaced or restored after the loss of 

performance is observed during the period of operation.  

The formula λ(t) is employed to determine the performance loss rate data statistically 

relying on references. 
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𝜆(𝑡) =
𝑛(∆𝑡)

𝑁𝑎𝑣𝑒𝑟𝑎𝑔𝑒
   

1

ℎ𝑜𝑢𝑟
                   (2) 

 

Here is: 

∆t –  test time interval,  

n(∆t) – the number of devices that lost performance during the time interval.        

N average = ( Ni + Ni+1) /2 

 Ni – (t – ∆t)/2 the number of gadgets have been set up during that time,  

Ni+1 –(t + ∆t)/2  the number of gadgets have been set up during that time. 

 Below is a picture illustrating the relationship graph with λ(t). 

λ

0 tt1 t2

λ = const 

 

Fig. 2. Access (0 – t1), damage caused by use (t2 – ∞), and typical functionality (t1 – t2). 

Fig. 2 demonstrates that λ(t) has been separated into three parts:  

Access (0 – t1), damage from use (t2 – ∞), and standard performance (t1 – t2). The 

indicator λ(t) = λ = const will show up within the usual operating range if there are no wear 

indicators on the elements. The following circumstance is covered by the exponential law 

of reliability:  

 

P(t) = e -λt, Q(t) = 1 – e – λt                             (3) 

 
Formula (3) suggests that the device's degree of reliability diminishes with time in 

accordance with the exponential law (Fig. 3). In this instance, the rate at which reliability 

declines increases by the size of the time indications. 
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0 t

P(t)

1

e -
λt

 

Fig. 3. The exponential principle indicates that a device's degree of reliability reduces with time. 

A mathematical estimate of the device's average operating time until the first failure 

happens is called the mean time to failure (t). And the following formula generates this 

indicator: 

 

Т = ∫ 𝑃(𝑡)𝑑𝑡 = ∫ 𝑒−𝜆𝑡𝑑𝑡 =
1

𝜆

∞

0

∞

0
                           (4) 

 
In simple terms, the degree of performance loss has an inverse relationship to the 

average time before failure. 

These four indicators are utilized to evaluate the degree of safety of RAT systems. 

Possibility of secure operation Psafe (t) – failure to notice a potentially harmful gadget 

failure within a certain time frame. It is assumed that the setting is in the working state all 

through the first state of the time period t, but not the protection state.  

Possibility of catastrophic collapse Qdangerous (t) – This is the occurrence of a possibly 

dangerous failure at least once while the device is operating. 

The rate at which things happen of a critical failure λdangerous (t) Formula (5) is utilized to 

determine the statistic:  

 

𝜆𝑑𝑎𝑛𝑔𝑒𝑟𝑜𝑢𝑠(𝑡) =  
𝑛(∆𝑡)

𝑁𝑜ʻ𝑟 ∆𝑡
                                         (5) 

 

Where is , ∆t –  test time frame,  

n(∆t) – The number of devices that failed during the period is t if the equipment has 

failed and has not been replaced with a new one, putting it in protected mode.        

N average = ( Ni + Ni+1) /2 

 Ni – (t – ∆t)/2 how many devices were set up during that time,  

Ni+1 –(t + ∆t)/2  the amount of nonexistent devices that might eventually stop working. 

The interval among critical failures t is a mathematical approximation of how long the 

equipment will usually last before encountering its first major failure. 

The algorithms used 1 through 5 above are used to determine these indicators of hazard 

level. The research that was done culminated in the creation of Table 1, which displays the 

likelihood of a dangerous equipment failure. 

 

 

 

 

E3S Web of Conferences 549, 08003 (2024)

TransSiberia 2024
https://doi.org/10.1051/e3sconf/202454908003

5

RETRACTED



Table 1. The probability of dangerous failure of the devices. 

 

№ Name of devices 
The rate at which catastrophic 

failures occur λdangerous 1/hour 

1 STM-32 50*10-9 

2 MOC3063 0.22*10-6 

3 IRFP260N 0.26*10-6 

4 REZISTOR 0.02*10-6 

5 BT 138 (semistor) 0.19*10-6 

6 KONDENSATOR 0.01*10-6 

7 PVG 612 0.22*10-6 

8 Integral scheme 0.75*10-6 

 
The time durations for single-channel systems with a single microelectronic device and 

two-channel systems with two small electronic components are calculated below. The 

amount of information channels and microelectronic devices in these systems is the sole 

distinction among them; beyond that, they are all of the same sort. 

What follows are a reflection of the study that was done and the safe functioning 

indications of the devices employed in the microelectronic code transmitter at time t: 

 

PMK (t) = 𝑒−5∗10−8𝑡 

   

P SB (t) = 𝑒−7,5∗10−7𝑡 

   

PResistor (t) = 𝑒−2∗10−8𝑡 

   

POptron (t) = 𝑒−2,2∗10−7𝑡 

   

PSemistor (t) = 𝑒−1,9∗10−7𝑡 

   

PCondenser (t) = 𝑒−10−8𝑡 

   

We start by comparing the likelihood of the systems’ initial failure with that of an a 

single-channel system (Fig. 4).  

МК1 SB Resistor Optron Semistor Kondensator

SB Resistor Optron Tranzistor

 
P1λ1

 
P2λ2

 
P3λ3

 
P4λ4

 
P5λ5

 
P6λ6

 
P7λ7

 
P8λ8

 
P9λ9

 
P10λ10

 

Fig. 4. Structure of the single-channel system. 

 

Determined using formula (4), the estimated time to device failure occurs. 

 

Pc= P1(t)*...*P10(t)= 𝑒−(𝜆1+⋯+ 𝜆10)𝑡= ∫ 𝑒−(𝜆1+⋯+ 𝜆10)𝑡∞

0
 = 

1

λ1+⋯+λ10
 =   

 = 389 105 hour =44,41 year. 
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In accordance to the study’s findings, there will likely be more than 44 years until the 

device malfunctions for the first time if it is appropriately programmed and operated. 

The likely failure time for a two-by-two system (Fig. 5) can be determined below. 

 

 

МК1

МК2

SB Resistor Optron Semistor Kondensator

SB Resistor Optron Tranzistor

 
P1λ1

 
P1λ1

 
P2λ2

 
P3λ3

 
P4λ4

 
P5λ5

 
P6λ6

 
P7λ7

 
P8λ8

 
P9λ9

 
P10λ10

 
 

Fig. 5. Structure of the 2-channel system. 

 

The formulas (6) - (8) calculate the approximate duration until the «2x2» system fails. 

 

Pc2х2= 1-(1-Pс)2                                                     (6) 

 

 

Pc2х2= 2* e−(𝜆1+⋯+ 𝜆10)𝑡– e2(λ1+⋯+ λ10)𝑡                          (7) 

 

     

                      P c2х2(t) = 2*𝑒−2,57∗10−6𝑡 − 𝑒−5.14∗10−6𝑡 

 

Qc2х2(t) = 1-2*𝑒−2,57∗10−6𝑡 + 𝑒−5.14∗10−6𝑡                            (8) 

 

T average running time = ∫ 𝑃c2x2  
∞

0
(t)dt = ∫ 2

∞

0
*e−(𝜆1+⋯+ 𝜆10)𝑡 −  e2(λ1+⋯+ λ10)= 

2

λ1+⋯+λ10
 – 

1

2(λ1+⋯+λ10)
 = 583 657 hour = 66,62 year. 

4 Conclusion 

According to an analysis of the features of the available control and diagnostic methods, in 

summary, the above-mentioned calculations show that the «2x2» system will fail for the 

first time in 66.62 years, whereas the «1x1» system won't fail for 44.41 years. This means 

that the «2x2» system outlives the «1x1» system by more than 22 years. 
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