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Abstract. The modern challenges of the economic development resulted 

in digitalization for the Chemical industry of Russia within the Industry 4.0 

international concept. Among the key developing digitalization trends of 

the Chemical industry, the following are distinguished and discussed: big 

data and advanced analytics, Internet of things, simulation 

modeling and digital twins, blockchain technology, specialized 

software, augmented and virtual reality, cloud computing, artificial 

intelligence and machine learning, cybersecurity and data privacy, 

mobile applications. Though, the problem of evaluation and measuring 

the level of digitalization still exists, especially in the Chemical industry a 

number of indices for the digitalization evaluation is named. Among which 

the I-DESI index is suggested for the future reference at the international 

scale. The modern Chemical enterprises in Russia as well as in other 

countries use digital technologies because they increase efficiency, 

accelerate innovation, improve safety and create new business 

models in an increasingly competitive environment. Various 

leading chemical companies pay special attention to investments in 

digitalization of their production because it facilitates the 

sustainable development of their businesses. 

1 Introduction 

The recent uncertainty, caused by the COVID-19 pandemic, sanctions and geopolitical 

challenges, resulted in restrictions in the supply chain, and the growth of labor and 

materials expenses, had limited the growth and profitability of the chemical companies. As 

global industries recover from the effects of the COVID-19 pandemic, chemical 

manufacturers are also increasing investments in digitalization of their operations. 

Among the main challenges facing the Chemical and Petrochemical industry, there are 

so called import substitutions and digitalization, which have created a huge number of 

unusual tasks for the industry. Such circumstances and the desire for development and 

technological independence dictate new conditions in which companies have to deal with 

tasks that are slightly not relevant to them. For example, technical support for existing IT 

 

* Corresponding author: dvdayneko@gmail.com 

E3S Web of Conferences 549, 08015 (2024)

TransSiberia 2024
https://doi.org/10.1051/e3sconf/202454908015

  © The Authors,  published  by EDP Sciences.  This  is  an  open  access  article  distributed  under  the  terms  of the Creative
Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/). 

RETRACTED



 

solutions, search for new local import-substituted solutions on the market, independent 

development of domestic software products that can replace those leaving the market. Thus, 

the focus of the business remains on the tasks that are managed in the production cycle, but 

in addition there is a need to solve tasks that are not typical for the industry. 

Besides that, the following can be distinguished among the global challenges of the 

chemical industry: restricted access to markets, technologies and capital; changes in supply 

chains; lack of professional personnel in the IT sector, who could be involved in work for 

the benefit of the chemical and petrochemical industries of the country. 

2 Discussion 

Over the past few years, the Chemical industry has experienced significant growth in terms 

of digital innovation. These innovations contribute not only to evolution, but serve as a 

prerequisite for revolutionary changes in various aspects of the chemical industry too, 

including supply chain management, customer interaction, the production process and 

research and development projects. Today, the following can be distinguished among the 

key trends of digitalization in the Chemical industry: 1) Big data and advanced analytics, 2) 

Internet of things (IoT) and/or Industrial Internet of the things, 3) Simulation modeling and 

Digital twins, 4) Technical blockchain (blockchain technology), 5) Specialized software, 6) 

Augmented reality (AR) and Virtual reality (VR), 7) Cloud computing, 8) Artificial 

intelligence (AI) and Machine learning (ML), 9) Cybersecurity and data privacy, 10) 

Mobile Applications. 

2.1 Big data and advanced analytics  

The volume of data generated in any chemical production today is truly staggering. The 

advanced analytical technologies and machine learning algorithms are used to understand 

this data. Manufacturers can now identify patterns, detect anomalies, and make data-based 

decisions to improve operations. For example, predictive maintenance algorithms can 

predict when equipment is likely to fail, providing proactive repairs [1]. 

The Chemical industry uses advanced analytics and artificial intelligence techniques to 

acquire relevant information from the very large volumes of data. These technologies allow 

companies to optimize processes, predict equipment failures and improve product quality. 

Artificial intelligence algorithms can also help in drug discovery and material development 

by analyzing vast datasets and identifying patterns that chemical scientists may overlook. 

The solutions offered by domestic developers for the Chemical industry in the field of big 

data include, for example, the following: a single corporate data storage, real-time analytics 

systems, business logic calculations on large datasets [2].  

The advanced analytics of the data is playing an increasingly important role in chemical 

manufacturing, since it allows manufacturers to collect and analyze large volumes of data 

in the real time mode. While using data analysis tools and techniques, manufacturers can 

gain insight into various aspects of the production process, from raw material procurement 

to product quality control. 

One of the ways to use data analytics in chemical production is to optimize production 

processes and risks. By collecting and analyzing data on factors such as temperature, 

pressure, and flow rate, manufacturers can identify areas where the production process can 

be improved. This can lead to increased efficiency, lower costs, and improved product 

quality. 

Data analytics can also be used to monitor equipment and identify potential problems 

before they occur. Operators can identify patterns indicating the need for maintenance or 
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repair by collecting data on equipment performance. This can help reduce downtime and 

prevent costly hardware failures. 

In addition to improving production processes and equipment maintenance, data 

analytics can also be used to improve supply chain management. Manufacturers can 

identify areas for improvement and make more informed purchasing decisions by analyzing 

suppliers data. This can help reduce costs, shorten lead times, and ensure a reliable supply 

of raw materials. 

Data analytics can also be used to improve product quality control. Manufacturers can 

identify problems and take corrective action in real time by collecting product quality data. 

This can help reduce waste, increase customer satisfaction, and increase profitability. 

In addition, data analytics can potentially transform chemical production by providing 

manufacturers with real-time information about various aspects of the production process. 

By using data analysis tools and techniques, manufacturers can optimize production 

processes, reduce costs and improve product quality, which ultimately leads to increased 

profitability and competitive advantage in the industry.  

2.2 Internet of Things  

Numerous IoT devices are installed in chemical plants in developed countries and are being 

implemented at chemical industry enterprises in Russia to monitor and manage operations 

in real time. These devices collect data on various parameters such as, for example, 

temperature, pressure, and chemical composition, allowing operators to optimize processes 

and detect anomalies. IoT devices enhance security too by providing appropriate warnings 

about potential hazards and facilitating remote monitoring of critical equipment. 

Every year specialists in different countries publish reports on chemical technology 

markets, which highlight various technologies used in the chemical industry. Thus, AMR 

has published a report on IoT in the Chemical industry market, which examines in detail the 

applications of IoT in the Chemical industry [3]. 

The concept of the Internet of things is increasingly being used in chemical production 

to increase efficiency, productivity and safety. IoT allows us to connect many of peripheral 

devices, sensors and other objects to the Internet, which allows us to collect and analyze 

data in real time mode. IoT can be used in chemical manufacturing to monitor and control 

various aspects of the manufacturing process. 

One example of IoT in chemical manufacturing is the use of sensors to monitor the 

condition of equipment. These sensors can detect when the state of the equipment deviates 

from the usual standard parameters, which allows us to prevent breakage and/or perform 

the timely maintenance, as well as reduce downtime or, for instance, avoid expensive 

repairs. 

Another example of IoT in chemical manufacturing is the use of sensors to monitor 

product quality during the manufacturing process. By collecting real-time product quality 

data, manufacturers can identify and fix problems before they become obvious. This can 

help reduce waste and improve the consistency of the product. 

The IoT can also be used to optimize production processes. The manufacturers can 

identify areas where the production process can be improved via collecting data on factors 

such as temperature, pressure, and flow rate. This can help to improve efficiency and 

reduce costs. 

In addition to improving efficiency and productivity, the IoT can be used to improve 

safety in chemical production too. The IoT can help prevent accidents and reduce the risk 

of injury to employees, while monitoring potential security threats such as leaks or spills. 

By collecting and analyzing real-time data, manufacturers can identify areas for 
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improvement and optimize production processes. This can help reduce costs, increase 

production, and create a safer work environment for employees. 

Solutions that are already being offered for industry by domestic developers in the field 

of Industrial Internet of Things (IIoT) include the following: geo-positioning of personnel 

and equipment, monitoring of the physiological state of personnel, monitoring of industrial 

equipment, automation of technological processes and productions, the use of industry-

specific Radio Frequency Identification (RFID) systems in Chemical industry. 

RFID is a method of automatically identifying a thing via a radio signal. The system 

includes readers, tags, and software. A tag is usually a microchip or a chip containing data, 

as well as an antenna for transmission of information wirelessly. When an external reader 

scans the memory of the radio frequency identification tag, the software that is responsible 

for the holistic operation of the system processes the data received [4]. 

In Russia, projects using IIoT technology are already being implemented in the 

Сhemical industry, but the number of such projects is insignificant, i.e., in fact, Russian 

Chemical industry enterprises experience a significant lag behind the world leaders 

successfully implementing such technologies of a new technological order. An example of 

such industrial systems use in the Chemical industry in Russia, is the domestic case of the 

property accounting and inventory at one of the divisions of Sibur Holding, and one of the 

most dynamically developing companies in the global petrochemical industry, which is the 

Russian leader in the production of polymers and rubbers. The automatic identification of 

both, the fixed assets and of goods with the material value has been implemented in here, 

using RFID and barcodes. An operational accounting and inventory system has been 

introduced, marking and inventory of objects has been made, exchange with external 

systems established, employees are trained to work with the system.  

As a result, the effect they achieved after the introduction of this technology was 

calculated. So, if the inventory, which was done there at the Portenergo earlier, has required 

about 3.5 months to complete, then at the site it takes 12 days. There was a five-time 

decrease in the equivalent of full-time employment (FTE) compared to previous indicators. 

The cost of this process in terms of time per year had been significantly reduced:  528 hours 

= 3.5 months = 0.292FTE before the implementation of the solution, and 100 hours = 12 

days = 0.055FTE after the implementation of the technology.  

2.3 Digital twins and simulation modeling 

Another important digital solution for the Chemical industry are digital twins, i.e. virtual 

copies of physical assets or processes. Digital twins are used in the Chemical industry to 

model and optimize complex manufacturing processes. Digital twin technology is 

becoming increasingly common in chemical production. A digital twin in the chemical 

industry is not just a copy of a physical process or product, but a virtual structure that 

completely repeats a chemical enterprise. Moreover, this includes modeling of all chemical 

processes, modeling of technological nodes, structures, transport system, logistics and 

document exchange. In fact, it is an exact copy of an existing enterprise in which all 

parameters can be precisely changed and adjusted in order to simulate the corresponding 

various business situations of a chemical enterprise. Hence, by simulating chemical 

reactions and manufacturing processes in a digital environment, manufacturers can test 

various scenarios, optimize processes and reduce the time and cost of experiments. Some 

chemical enterprises can also predict and optimize process results, increase energy 

efficiency and reduce waste by integrating real-time data from IoT devices with simulation 

models. 

In practice, such simulation modelling is performed in the following way. There is 

always a customer or consumer who contacts the supplier in such a civilized chemical 
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production, in our case via a web interface. The request is forwarded directly to the 

computing facilities, where all the data is stored, including the cloud storage. If the 

response to the request is already present in the database, then it is sent immediately to the 

production, otherwise, it is simulated using a digital twin via the work of artificial 

intelligence. If the modeling via the digital twin is successful, the order is placed in real 

chemical production. The real maintainance, logistics, accounting are realized too, and 

then, everything is presented back to the consumer or customer. In such a design, all points 

and nodes, everything is digitalized completely. There is current data and data for further 

analysis. There is an inter-machine control, when no any additional influences on this 

system are required. There is an administrator of such a digital twin, whose competencies 

are determined with training in a specialized program. 

Such digital planning is not only a production model, but also a risk optimization. This 

is a simulation of emergency situations. This is a technology development. 

An example of successful imitation modeling using a digital twin in the Russian 

chemical industry, is Shchekinoazot, JSC, which is one of the leading chemical enterprises 

in Russia, located in the Tula region. It uses advanced technical solutions in the field of 

technologies and equipment, and modern solutions in the field of automated process control 

systems to solve the tasks of managing this equipment. Therefore, digital technologies are 

successfully implemented as part of the stages of sustainable production development. Over 

the past 15 years, more than 80% of the company's equipment has been transferred to the 

management by modern systems, which makes it possible to centralize the collection of 

information and issue control actions of both individual sensors of actuators and control 

subsystems of dynamic equipment and provide this information to the operator for the 

management decision making. The use of digital control systems resulted in reduction of 

the number of operators and the risks minimization associated with the human factor in 

many ways. In addition, the company is creating digital production twins based on the 

simulation of an advanced production management system in accordance with the concept 

of Industry 4.0. The main direction of enterprise production development is the digital 

modeling of the concept of a digital twin of production, i.e. the creation of virtual models 

that include equipment, production processes and personnel of the enterprise. A new 

computer training complex is being developed simultaneously with each new installation 

for the production of chemical products, not only for the purpose of meeting the 

requirements of safety regulations, but also to create a digital twin of production. At the 

same time, the digital production model is as close as possible to the real process and 

equipment. It allows the personnel to work out various technological modes before entering 

into real production. In addition, all automatic regulators and cascades can be configured on 

the model and then these settings can be applied, which can later be used in real production. 

Various upgrades and technology improvements are carried out at the enterprise to maintain 

the production life cycle. The digital model allows to realize this with the introduction of all 

possible changes in production before making a decision on real production. The software 

project performed on the simulator is portable for implementation in real production, i.e. it 

is possible to fully integrate the model into real production. Shchekinoazot company 

continues to cooperate with the world's leading companies in this field, such as Honeywell, 

Yokogawa, Emerson.  

Shchekinoazot, JSC has accumulated impressive experience in developing reliable 

means of protecting digital information too. The company has chosen a selective strategy 

for the use of digital technologies. Thus, Shchekinoazot strives to apply advanced 

technologies in the field of digitalization of production, while paying great attention to 

safety. 
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2.4 Blockchain technology 

The blockchain technology is a decentralized digital accounting system that can 

securely and transparently record transactions and data. In chemical manufacturing, 

blockchain technology has the potential to improve supply chain management, improve 

product tracking, and enhance data security. 

One of the ways to use blockchain in chemical production is to increase the 

transparency of the supply chain. The blockchain technology can help ensure that all parties 

in the supply chain have access to the same information by creating a secure and 

transparent record of transactions. This can help reduce the risk of fraud and increase trust 

between the parties. 

While the blockchain has the potential to actually revolutionize supply chain 

management in the chemical industry. It provides a decentralized and transparent platform 

for tracking and verifying transactions, ensuring the authenticity and traceability of raw 

materials, intermediates and finished products. The manufacturers can track products from 

production to delivery. Blockchain technology is a decentralized digital accounting system 

that can securely and transparently record transactions and data. In chemical manufacturing, 

blockchain technology has the potential to improve supply chain management, improve 

product tracking, and enhance data security. 

One of the ways to use blockchain in chemical production is to increase the 

transparency of the supply chain. By creating a secure and transparent record of 

transactions, blockchain technology can help ensure that all parties in the supply chain have 

access to the same information. This can help reduce the risk of fraud and increase trust 

between the parties. 

While blockchain has the potential to actually revolutionize supply chain management 

in the chemical industry. It provides a decentralized and transparent platform for tracking 

and verifying transactions, ensuring the authenticity and traceability of raw materials, 

intermediates and finished products. The manufacturers can track products from production 

to delivery by recording data on the origin, quality and movement of products throughout 

the supply chain. The blockchain can also optimize processes such as procurement, 

inventory management, and regulatory compliance. 

It offers transparent, tamper-proof transaction records that make it easier to track the 

origin and movement of raw materials and finished products. This can increase 

trustworthiness among supply chain partners and improve regulatory compliance.  

This can help identify potential problems and improve quality control. For example, in 

the case of a product recall, manufacturers can quickly identify the affected products and 

trace their origin. 

The blockchain technology can also be used to enhance data security. By using a 

decentralized accounting system, manufacturers can securely store and share data without 

the need for centralized authority. This can help reduce the risk of data leakage and 

improve data privacy. 

Overall, the use of the blockchain technology in chemical manufacturing has the 

potential to transform the industry by increasing supply chain transparency, improving 

product traceability and improving data security. Manufacturers can gain a competitive 

advantage in the market and better meet the needs of their customers by implementing this 

technology.  

2.5 Specialized Software  

The software for the Chemical industry has been met with both enthusiasm and 

apprehension, given the multifaceted and traditional nature of the sector. First of all, it is a 
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powerful tool that helps chemical engineers and technologists in virtual modeling and 

analysis of chemical processes. This technology allows engineers to model and visualize 

complex processes, providing valuable information for optimization. Some of the key 

benefits of process modeling software include: improved process understanding and 

optimization, reduced time and cost of conducting experiments, increased process safety by 

identifying potential hazards, optimized energy consumption and resource use, and 

improved product and output quality. 

 Today, chemical enterprises can unlock their potential via comprehensive integration of 

digital technologies for production and distribution. The key tool for these processes is the 

specialized software. 

2.6 Augmented reality and Virtual reality 

Augmented reality (AR) and Virtual reality (VR) technologies are used in training, 

maintenance and visualization of processes in the Chemical industry. These technologies 

allow operators to receive real-time information and instructions displayed in their field of 

vision, thus improving safety and productivity. Virtual modeling can be used too for 

training purposes, allowing employees to practice, for example, in case of emergency, 

critical or dangerous situations without real risk. The Chemical industry is increasingly 

using data flow-based approaches to develop new products and formulations. Numerous 

enterprises in the Chemical industry can identify new opportunities, optimize formulations 

and adapt products to specific customer needs via analyzing large amounts of data, for 

instance, on customer preferences, market trends and performance characteristics. In the 

future, it is planned also to create virtual copies of real workshops for employees to train 

workers in the VR/AR environment and monitor the effectiveness of business processes on 

interactive dashboards every minute. 

2.7 Cloud computing 

The Cloud computing in the Chemical industry provides today a scalable and cost-effective 

infrastructure for storing and processing of large amounts of data about chemical and other 

processes. This allows companies to use big data analytics, perform complex simulations, 

and collaborate more effectively from different locations. The Cloud platforms in the 

chemical industry facilitate too the data exchange and collaboration among different 

stakeholders. 

The Cloud computing is a technology that allows users to access shared computing 

resources such as servers, storage, and applications over the Internet. The cloud computing 

in chemical manufacturing has the potential to improve collaboration, improve data 

management, and increase operational efficiency. 

One of the ways to use cloud computing in chemical production is to improve the 

interaction among teams and organizations. By providing a centralized platform for data 

exchange and communication, cloud computing can help eliminate fragmentation and 

facilitate collaboration among departments, branches, and even companies. This can help 

speed up product development, improve decision-making, and reduce the time it takes to 

market. 

Another way to use cloud computing in chemical manufacturing is to improve data 

management. Manufacturers can improve data security, reduce the risk of data loss, and 

increase data availability by storing data on cloud servers. The Cloud computing can also 

be used to analyze large amounts of data and obtain analytical data that can serve as the 

basis for product development and process optimization. 

E3S Web of Conferences 549, 08015 (2024)

TransSiberia 2024
https://doi.org/10.1051/e3sconf/202454908015

7

RETRACTED



 

The cloud computing can be used also to improve operational efficiency. Manufacturers 

can optimize operations, automate tasks, and reduce the need for manual intervention when 

using cloud-based software applications. This can help reduce costs, improve quality, and 

increase productivity. 

Therefore, the use of cloud computing in chemical production contributes to the 

transformation of the industry by improving connectivity, improving data management, and 

increasing operational efficiency. By implementing cloud technologies, manufacturers gain 

a competitive advantage in the market and are able to better meet the needs of their 

customers. 

In our days, cloud and AI technology providers in Russia are working to accelerate the 

digitalization of the chemical and petrochemical industries using private and hybrid clouds. 

The use of private and hybrid clouds is conditioned by the need to place the required 

technological base to solve the relevant tasks of digitalization, industrialization, and others. 

The time for the development and deployment of private solutions is reduced due to the 

cloud computing implementation. The unification of the AI landscape is implemented at all 

sites, the total cost of ownership of information systems is reduced, resources are used 

rationally too. One of the examples of domestic programs is the Evolution Stack technology 

platform. 

At the same time, a hybrid approach is possible within such a platform. One can manage 

everything using a hybrid cloud platform through platform services and tools, if 

implementing own centralized infrastructure in the form of one or more data processing 

centers (DPC), with local resources in the form of production assets. The user can choose 

any public cloud and do some kind of test there, perform some kind of demo load, try to 

check the practical feasibility of any method or technology (Proof of concept [PoC]). 

However, it is much more convenient and faster to manage all this from a single window 

and console. Because, for example, using such a unified tool as infrastructure's code, one 

can disassemble the infrastructure in a centralized resource, on a local resource, or from any 

public provider, but at the same time from the same console, or using one terraform 

provider (a tool for managing cloud infrastructure using configuration files). That is the real 

value of such a platform for the hybrid approach. 

2.8 Artificial intelligence and Machine learning 

The future ways of digital transformation are artificial intelligence (AI) and machine 

learning (ML): as the AI and ML keep on developing, they play an even more important 

role in chemical production. The AI can analyze huge volumes of data to find hidden clues 

and ideas, while ML algorithms can improve process management and product quality. So, 

we can expect to see the optimization of chemical reactions using artificial intelligence and 

the development of autonomous production systems [5]. 

Artificial intelligence refers to the ability of computer systems to perform tasks that 

normally require human intelligence, such as perception, reasoning, and learning. In 

chemical manufacturing, AI has the potential to improve process optimization, improve 

product development, and increase operational efficiency. 

The emergence of generative artificial intelligence (GenAI) of large language models 

has to be noticed too. GenAI is able to generate new information of various types, including 

text, based on data from the training set. It can also create images, videos, music, and code 

in response to user requests. Today, GenAI is the most promising way to create, for 

example, digital employees and experts, who process requests and answer in human and 

natural language. 

One of the ways to use artificial intelligence in chemical production is to optimize 

processes. Manufacturers can identify patterns, predict results, and optimize process 
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parameters in real time via use of artificial intelligence algorithms to analyze data from 

sensors and other sources. This can help reduce waste, improve product quality and 

increase productivity. 

Another way to use AI in chemical production is to increase the efficiency of product 

development. By using AI algorithms to analyze large volumes of data, manufacturers can 

identify new product opportunities, optimize formulations, and accelerate product 

development cycles. This can help manufacturers bring new products to market faster and 

more efficiently. 

Artificial intelligence can be used to improve operational efficiency too. Producers in 

the Chemical industry can improve resource allocation, reduce lead times, and increase 

throughput of orders via implementation of the artificial intelligence-based systems for 

planning, routing, and other tasks. This can help reduce costs, improve quality, and increase 

productivity. 

Therefore, the use of artificial intelligence in chemical production has the potential to 

transform the industry by optimizing processes, improving product development and 

increasing operational efficiency. By implementing artificial intelligence-based 

technologies, manufacturers can gain a competitive advantage in the market and better meet 

the needs of their customers. Examples of tasks that can be solved in the Chemical industry 

using AI algorithms include the following: optimization tasks, scenario modeling tasks, and 

digital twin generation tasks. 

An important issue today is the integration into chemical processes, especially 

considering the rapid development of AI in recent years. AI opens up vast new horizons for 

us, from the introduction of work processes directly to the creation of new chemical 

elements using GenAI, and as a result the acceleration of scientific researches. 

Today, we can analyze large volumes of data with the help of the AI, predict chemical 

reaction experiments without even conducting them. The current task is to determine how 

AI can improve the efficiency of existing production chains in general, what challenges and 

opportunities AI provides us with. It is necessary to understand how to use AI, in order to 

achieve sustainable development of the Chemical industry and its competitiveness in the 

global market, how artificial intelligence can become a catalyst for innovative development 

of the Chemical industry. 

When speaking about the use of GenAI in the Chemical, including Petrochemical 

industry, we can distinguish the solution of the following three categories of tasks to which 

developers aim their means and efforts: 

1. Common tasks: reducing the time for documentation turnover, data analysis and 

decision-making; reducing the likelihood of errors by automating routine tasks; support in 

finding new ideas and solutions by processing large amounts of information; assistance in 

optimizing production processes and improving product quality. 

2. Research tasks: automatic search and summation of scientific articles; automation of 

the search for patents and technical documentation on specified topics; acceleration of the 

process of research and development of new chemical compounds or technologies. 

3. Work with the personnel: development of training materials, instructions and manuals 

based on the latest scientific research and industry best practices; LLM models [6] can 

adapt complex technical concepts for different levels of employee knowledge resulting in 

the simplification of the employee training process with access to relevant and 

understandable materials. 

So, one of the AI algorithms is machine learning (ML). It is used to work with tabular 

data, which allows us to optimize work in production, such as, for example, to increase 

productivity, improve product quality, and reduce cost. These are a variety of advisory 

systems. These can be production management systems. 
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A separate block, which we distinguish, includes deep learning, computer vision, and 

video analytics. Here we stress such tasks as, for instance: situational video analytics in 

production and industrial safety; real-time video-based advisory systems, detection of 

safety violations based on video cameras installed observation; detection of defects on the 

production conveyor line; recognition of defects and identification of their causes; flaw 

detection in industrial production and optimization of the production based on accumulated 

video data, or, for example, recognition of container and platform numbers. 

Many companies are engaged in the development of ML products in Russia. However, 

there are very few such domestic developers for the production of chemicals. One of the 

successful example of developing ML based solutions is Digital Technologies and 

Platforms company, which is a structural division of EuroChem Corporation. 

The ecosystem creation at EuroChem is one of the key steps to enable faster 

implementation, operation, and support of digital products for chemical companies in 

Russia. Models, which use artificial intelligence and machine learning technologies, are 

developed and trained within such ecosystem. At the same time, the positive effects of the 

introduction of ML projects in the enterprise include the following, both related to 

improving the digitalization of the enterprise and accelerating the development of new AI 

models: new tools will help predict equipment failure; preventing unnecessary losses of 

materials/elements; the quality of the technological process improvement. The company 

already has launched its own ML platform, which employees use to develop, train, and 

monitor artificial intelligence products. 

The EuroChem, CJSC has also launched the digital advisors in 2022 to increase the 

production of nitric and phosphoric acid. The projected economic effect of the introduction 

of digital products is five billion rubles. The effect of the project implementation made it 

possible to reduce natural gas consumption by 5.5% and improve the efficiency of 

increasing the yield of nitric acid monohydrate by 3.5%. Production staff can quickly make 

decisions and change control parameters. The digital advisor for the production of mineral 

fertilizers has been developed too. The potential for productivity improvement of the 

phosphoric acid is estimated to be between 900 and 5,500 tons per year. 

The successful data-driven product development in the Chemical industry is based on 

automated data analysis. The modern methods of automated data analysis allow research 

organizations to identify hidden patterns and ideas in large volumes of unstructured 

chemical data. The machine learning and advanced analytics allow them to analyze 

chemical data from previous experiments, production conditions, scientific articles, patents 

and other sources to identify the relationships among chemicals, reactions, and 

formulations. This knowledge can lead to the discovery of new research and development 

opportunities and provide insight into existing products and processes. 

For example, a researcher can scan thousands of articles related to his field of research 

and acquire key information, such as material properties, synthesis methods, and 

performance indicators. Once this information is extracted, the researcher can use ML 

algorithms to analyze the data and identify patterns or correlations that may lead to the 

discovery of new material. The researcher may find that certain synthesis methods or 

scaling conditions invariably lead to materials with desired properties or materials with 

certain structural characteristics that have proven themselves well in specific applications. 

The AI-based information systems work in the Chemical industry to solve specific 

tasks, showing positive business effects. The most promising solutions are based on large 

language models represented by digital employees and experts. Russian developers offer 

solutions for forecasting and optimizing of technological processes, of production digital 

twins, and predictive maintenance and repair too. 
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2.9 The Cyber Security and Data Privacy 

The cyber security is becoming of great importance as the integration of digital 

technologies is growing. Today, chemical manufacturers have to invest in robust cyber 

security measures to protect their sensitive data and critical infrastructure from any cyber 

threats. Data privacy rules also require strict compliance. 

The cyber security refers to measures to protect computer systems and networks from 

unauthorized access, theft, damage, and other threats. The role of the cyber security in the 

chemical production is important to protect sensitive data, prevent disruptions, and ensure 

compliance with regulatory requirements. 

One of the ways to ensure cyber security in the chemical production is the use of 

firewalls, antivirus software, and other security technologies to prevent unauthorized access 

to computer systems and networks. This can help protect sensitive data such as intellectual 

property, trade secrets, and customer information from the cyber threats. 

Another way to ensure the cyber security in the chemical production is to use encryption 

to protect the data during transmission and at idle state. This can ensure that the data 

remains secure, even if intercepted by possible intruders. 

The cyber security can be implemented too via employee training and awareness 

programs. That is how manufacturers can reduce the risk of the cyber attacks by educating 

employees on advanced methods of protecting data from the cyber threats, and how to 

identify and report suspicious activities.  

Thus, the use of the cyber security measures in the chemical production is essential to 

protect confidential data, prevent operational failures, and ensure compliance with 

regulatory requirements. The manufacturers can protect their computer systems and 

networks from the cyber threats by taking robust cyber security measures, and maintain the 

trust of their customers and ensure the long-term sustainability of their businesses. 

2.10 Mobile Applications  

The various mobile applications are used in the Chemical industry too, which are so 

popular in the Internet services market. As a result, the virtual work environment in the 

chemical sector has changed too. 

The mobile applications, commonly referred to as the "apps", are software applications 

designed to run on mobile devices, for example, such as smartphones and tablets, or 

portable systems for chemical rapid analyses. The mobile applications in the chemical 

manufacturing can be used to improve process efficiency, improve product quality, and 

increase productivity. 

Many enterprises and chemical businesses have improved already the efficiency of their 

sales, supply chains, and purchasing departments by using mobile technology. They 

improved the connection among the four main business areas: machines, materials, 

workers, and the market supported by mobile technologies. 

Besides that, the mobile applications improve assets management. Today enterprises 

can use such mobile solutions based on their needs. The Chemical industry will only benefit 

from the use of mobile applications in terms of faster response, asset tracking, better 

business applications, and collaboration. 

One of the ways to use mobile applications in the chemical production is to increase the 

efficiency of processes. By using mobile applications to collect data from sensors and other 

sources, manufacturers can monitor and analyze process parameters in real time. This can 

help identify potential problems before they become critical, which will speed up and 

improve the effectiveness of the response. 
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Another way to use mobile applications in chemical production is to improve product 

quality. By using mobile applications to track and analyze quality data, manufacturers can 

identify trends, root causes, and other factors affecting product quality. This can help 

improve quality control processes and ensure that products meet or exceed customer 

expectations. 

The mobile apps can be used to improve productivity too. By using mobile apps to 

provide real-time access to data, resources, and other information, manufacturers can 

enable employees to make better informed decisions and work more efficiently. For 

example, mobile apps can be used to manage inventory, track shipments, and optimize 

employee interaction. 

Overall, the use of mobile applications in the chemical manufacturing has the potential 

to positively transform the industry by increasing process efficiency, improving product 

quality and increasing productivity. By implementing mobile application technologies, 

manufacturers can gain a competitive advantage in the market and better meet the needs of 

their customers. 

Today, the communication smart multifunctional applications (Super and Smart Apps) 

are actively used in addition to specialized mobile applications for the control and 

management of production processes by industry personnel, which combine all the most 

popular functions for corporate secure communications, including messengers, video 

conferencing (VC), telephony, mail, and the exchange of documents and content among the 

company employees. They provide secure mobile access to information systems. As an 

example of such mobile developments in Russia, we can name eXpress corporate 

communications and mobility platform developed by Unlimited Production, Ltd.  

In addition to communication applications, the industry uses all other useful mobile 

programs and utilities that contribute to the successful work of the chemical business and 

office management. 

3 The problem of evaluation and measuring the level of 
digitalization 

Since the beginning of the digitalization era, the researchers have been trying to assess the 

level of readiness of countries for the digital economy. For this purpose, the following 

various indices have been developed and presented: the Digital Opportunities Index (DOI), 

the Information and Communication Technology Development Index (ICT), the Electronic 

business readiness index, the Network Readiness Index (NRI), the Electronic Government 

Development index, the Internet development index, the global innovation index (GII) and 

others. 

The DOI digital development indicator is an electronic index based on internationally 

agreed ICT indicators and is used for comparative analysis of the most important indicators 

for measuring the informatization of the society. 

The ICT development index characterizes the level of development of information and 

communication technology infrastructure and the demand for ICT by the population. It is 

designed to monitor the development of ICT by countries and regions of the world in three 

sub-indices: ICT access, ICT use, ICT skills [7]. 

The NRI index is used to determine the conditions for the development and 

dissemination of ICT by 48 indicators grouped into three groups: the readiness 

environment, the use of ICT by business, government, and individuals. 

The e-Government development index is the degree of readiness for the implementation 

and use of e–government services according to criteria such as, for example, electronic 

services and services of government authorities, information and communication 

E3S Web of Conferences 549, 08015 (2024)

TransSiberia 2024
https://doi.org/10.1051/e3sconf/202454908015

12

RETRACTED



 

infrastructure, and human capital development. It is also called the UN Global e-

Government Development Index. 

The GII index is a source of information on multiple aspects of innovative development 

and it is used to measure the innovation efficiency of the economy. With the help of GII, 

the most innovative economies are evaluated, identifying their strengths and weaknesses in 

innovative growth. It covers more than 80 indicators in various fields in the country, 

including such factors as scientific and innovative activities, the quality of institutions and 

the business environment, the political situation, the education and knowledge system [8]. 

Besides that, in the context of our study of the Chemical industry, the following 

important indicators of the development of the digital economy can be identified: 

The Global Cybersecurity Index. This is the assessment of the level of cybersecurity. It 

allows us to assess the level of cyber security based on data on the development of legal, 

technical and organizational measures in the field of cybersecurity, the availability of an 

institutional environment and information security mechanisms [ 9]. 

The Global Competitiveness Index is the assessment of the level of competitiveness by 

12 parameters: the quality of institutions, infrastructure, macro-economic stability, health, 

education, the effectiveness of the market of goods and services, labor, finance, 

technological level, the size of the domestic market, the competitiveness of companies and 

innovation potential. 

The Drivers of Production Index is the  assessment of readiness for future production 

via the implementation of new technologies, including the level of technology and 

innovation, human capital, institutional structure and the degree of participation of 

countries in global trade and investment. 

The Local Online Service Index (LOSI) is the integral index within the framework of 

the formation of the global e–Government Development Index for evaluation at the 

municipal level. It is calculated based on 60 indicators in four areas: technological, 

provision of content, basic services through the city's website, citizen involvement. 

It should be noted that the most adequate international rating today is the International 

Digital Economy and Society Index (I-DESI) [10]. The I-DESI index is used to measure the 

progress of countries in the development of the digital economy and society according to 

criteria such as connectivity, human capital, use of Internet, integration of digital 

technologies, digital services provided by the State. It uses data from various recognized 

international sources, such as the Organization for Economic Cooperation and 

Development, the United Nations, the International Telecommunication Union, and others. 

In terms of human capital, Russia has been in the middle of the rating list since 2018. 

Internet usage is growing. However, the integration of digital technologies, including into 

business in the Chemical industry, requires further development. There is a significant gap 

in terms of broadband infrastructure. 

Today, modern statistics already use a set of indicators to measure the processes of 

digitalization in industrial production, which is the vector and the driver of the entire digital 

economy. So, the statistical portal of the countries of the Organization for Economic 

Cooperation and Development contains a special section Information and Communication 

Technology, with such selection criteria, as, for example: country, manufacturing or 

professional scientific and technological activities, and a list of several dozen of specific 

indicators reflecting the processes of digitalization. Such, as the following: number of 

employees who regularly use a computer and/or portable devices with Internet access; 

businesses having performed big data analysis; use of specialized software, cloud 

computing services, IoT, AI, and other [11]. 
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4 Industry 4.0 in the global Chemical industry 

Many leading enterprises of the Chemical industry are implementing Industry 4.0 

concept, using new technologies and integrating them into their ongoing activities. The 

Industry 4.0, also known as the Fourth Industrial Revolution, involves the use of advanced 

digital technologies, such as the Internet of Things, artificial intelligence, machine learning 

and data analytics, in which chemical companies invest to optimize production processes 

and create smart factories. Among the leading digitally advanced chemical companies are 

the following: BASF, Dow Chemical, DuPont, Evonik, Covestro and Lanxess, which use 

digital innovations and technologies to manage their activities and maintain leading 

positions in the Chemical industry [12]. 

Among the possible options for the implementation of Industry 4.0 in the Chemical 

industry, the following are distinguished: 

• Automation: the Chemical industry is expected to make greater use of automation and 

robotics to increase efficiency and reduce costs. Automation can help chemical 

manufacturers optimize their processes and eliminate manual errors, reducing the risk of 

accidents; 

• Scheduled maintenance: Industry 4.0 technology allows the chemical industry 

enterprises to predict when maintenance is required, hence, reducing downtime and 

improving overall equipment efficiency; 

• Data Analytics: it is expected that with the advent of Industry 4.0, the Chemical 

industry enterprises will use data analytics to gain information about its processes and to 

optimize their operations. Chemical manufacturers can make better informed decisions 

about their production processes by collecting and analyzing real-time data; 

• Supply Chain Optimization: Industry 4.0 technology can help the Chemical industry to 

optimize its supply chain by providing real-time information on inventory levels, demand, 

and production schedules. This can help chemical manufacturers reduce waste, shorten 

delivery times, and increase customer satisfaction; 

• Advanced Materials: Industry 4.0 will enable the Chemical industry to develop and 

produce advanced materials that are stronger, lighter and more durable than the traditional 

materials. This can lead to the development of new products and applications, opening up 

new markets for chemical manufacturers. 

By implementing digital technologies, chemical manufacturers can also contribute to 

the sustainable development of the industry, increase reliability and security, as well as 

supply chain transparency and accountability. However, in practice, the introduction of 

these technologies also comes with challenges and risks, including the need for new skills 

and expertise, cyber security threats and potential unintended consequences. By 

understanding these trends and their consequences, chemical manufacturers can position 

themselves as successful in a rapidly changing industry. 

It should also be considered that, despite the fact that digital innovations open up 

significant opportunities for the Chemical industry, there are some limitations that may 

prevent their realization not only in Russia, but in developed countries too. The Chemical 

industry is subject to strict regulations and compliance requirements throughout the world, 

related to safety, environmental impact, and product quality. The introduction of digital 

innovations require significant regulatory review and approval processes. Ensuring that 

digital solutions comply with these regulations can be a difficult and time-consuming task, 

which delays their implementation. 

The implementation of digital innovations in the Chemical industry can require 

significant upfront costs, including investments in hardware, software, infrastructure, and 

talents. Startups and small and medium-sized businesses may face financial constraints 

when implementing digital technologies. The demonstration of clear returns on investment 
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and tangible benefits is crucial to justify the costs associated with digital innovation. The 

addressing of these limitations requires joint efforts of the industry stakeholders, regulators, 

and technology providers. The overcoming of these challenges will enable the Chemical 

industry to fully unlock the potential of the digital innovations and to stimulate the 

transformation along the entire value supply chain. 

According to the European Chemical Industry Council (Cefic), global sales of chemical 

products increased by 15.2% from $3,703.36 billion in 2020 to $4,267.24 billion in 2021 

only. The BRICS countries (Brazil, Russia, India, China and South Africa) accounted for 

about half of global sales of chemical products in 2021. China is the largest producer of 

chemicals in the world, the share accounting for about 43% of all global sales of chemicals, 

with total sales in 2021 of more than $1,832.60 billion. Sales revenue of the Chemical 

industry in USA has also increased significantly, by 7.3% in 2021 compared to 2020. 

According to the India Brand Equity Foundation, India holds a strong position in the import 

and export of chemicals worldwide and is ranked 14th in exports and eighth in imports on 

the global list (excluding pharmaceuticals). The Indian chemical industry produces more 

than 80,000 commercial products with a total market volume of 178 billion dollars 

(according to 2018-2019 data). Due to the growing demand in end-user segments for 

petrochemical products and specialty chemicals, the volume of India's chemical industry is 

projected to grow by 9.3% and exceed $304 billion by year 2025. It is expected that by 

2025, the volume of production of specialty chemicals will reach $ 40 billion. In addition, 

Indian specialty chemicals manufacturers are increasing their capacities to meet the 

growing demand at home and abroad. 

Moreover, the Government of India is already implementing a production-related 

incentive system to develop domestic production of agrochemicals. In addition, within the 

framework of the Union Budget for 2022-2023, the Government of India has allocated 

$27.43 million to the Department of Chemicals and Petrochemicals. As a result, chemical 

production is expected to grow along with the growth of the chemical industry, which will 

also lead to an increase in digital innovations in the chemical industry in the near future. 

The Chemical industry in developed countries and regions, is at the forefront of 

implementing modern digital innovation trends to increase the efficiency, enhance 

competitiveness, and stimulate other innovations. The adoption of digital innovations in the 

Chemical industry in developing regions may vary depending on factors such as 

infrastructure, technological capabilities, and industry maturity. Awareness of digital 

technologies in the Chemical industry is growing rapidly in such developing countries as 

China, India, and Brazil, that is why manufacturers in developing countries are expected to 

implement advanced digital innovations even faster in the near future. 

The use of the digital technologies, which include: advanced analytics, big data, the 

Internet of Things, digital twins, blockchain technology, augmented reality, virtual reality, 

cloud computing, artificial intelligence, data-based product development, cyber security 

and mobile applications, including those for the work with various types of sensors and 

systems automation for monitoring and control of chemical processes. This resulted in 

increased efficiency, reduced downtime, and better control over all production and other 

logistics processes. 

The special note is the interaction of research institutes and of the Chemical industry 

enterprises based on modern digital ecosystems, which facilitate the transfer of data and 

knowledge among organizations. This is especially valuable for collaborative projects 

between academia and industry, as well as in mergers and acquisitions, when researchers 

need to share knowledge about material characteristics or performance data based on the 

previous research. Now organizations can better identify potential opportunities for 

innovation while using the digital research and development ecosystem, which facilitates 

the collaboration. 
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Modern chemical enterprises can accelerate innovation and improve R&D results by 

using closed data, which usually are unstructured or semi-structured data that is not easy to 

find or difficult to access, and via implementing effective knowledge management 

strategies too. They can shorten cycle times, identify new research opportunities, improve 

product formulations, and make much informed decisions about what research projects to 

pursue. 

The report DigiChem SurvEY 2022 published by EY shows that chemical companies 

have made great progress in their digitalization efforts. 637 respondents representing senior 

management and top managers of the chemical companies of various segments and sizes 

provided information on the impact of digitalization in the chemical industry. 56% of 

respondents reported that the speed of digitalization accelerated in two years after the 

spread of COVID-19 [13]. The obvious conclusion is that most chemical companies realize 

that digitalization is rapidly transforming the Chemical industry, having a significant 

impact on supply chain efficiency, innovation and development. 

The potential consequences of the digital transformation in the 21st century for those 

employed in the chemical industry today are critical. So, the authors of the book The Future 

of Work in Chemicals and Materials note that the Chemical industry is undergoing 

exponential changes as technologies, such as AI and robotics, are rapidly changing the 

workplace [14]. The shortage of qualified personnel is one of the most serious problems for 

the industry in the context of such a movement. According to Deloitte's estimates, about 

106,000 jobs will be vacant in the next decade due to a shortage of workers with the 

required set of advanced skills. [15] 

All together with employees of the Chemical industry, their future products and 

materials must meet digital requirements too. So, Deloitte predicts that the main changes in 

demand will be related to environmental friendliness and consumer preferences. The digital 

drivers of sustainable development are quite easy to involve due to the increasing 

importance related to the emissions reporting under the Greenhouse Gas Protocol (GHG 

Protocol) [16]. When all the specifications of materials are available digitally, companies 

can effectively perform the necessary calculations and submit relevant applications, update 

documents in accordance with constantly changing rules, which is very easy when they are 

all stored in one digital repository. Any change in the documents can become easily 

accessible by different users and at the same time available for regulatory authorities, 

delivery partners or, for example, retail sellers. 

According to Deloitte's Chemical Industry Outlook 2023, one of the four main trends is 

that new technologies contribute to improving the value chain and sustainable development 

[17]. The report considers the implementation of digital transformation goals as an 

opportunity for chemical companies. The Intelligent Factory of the Future for the chemical 

industry combines OT, IT, and IIoT systems using Industry 4.0 and integrates the supply 

chain and operations scattered across planning, scheduling, manufacturing, logistics and 

asset management functions. The resulting integrated operations facilitate dynamic and 

collaborative response and resolution of adverse production events in real time for optimal 

value realization throughout the value chain. Consistent and fully digitized data sources are 

the foundation for building a fully digitized supply chain. Digital data is the key to 

achieving these improvements and sustainability [18]. 

5 Conclusions 

All the listed above are just some of the digital innovation trends, which are transforming 

the Chemical industry. The modern chemical production uses such technologies because 

they can increase efficiency, accelerate innovation, improve safety and create new business 
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models in an increasingly competitive environment. Various leading chemical companies 

pay special attention especially to investments in digital innovations. 

Today, the digital transformation is revolutionizing the Chemical industry, promising 

increased efficiency, sustainability and competitiveness. Current trends, such as intelligent 

manufacturing, big data analytics and modeling and other, are making a significant impact 

on the industry ongoing development already. Looking ahead, we can say that artificial 

intelligence, blockchain, sustainability initiatives, and the cybersecurity will shape the 

future of the Chemical industry in Russia and in other developing countries. In order to 

remain competitive, chemical manufacturers must use these digital innovations and adapt to 

the challenges of the Industry 4.0 concept and to new changes in the Chemical industry too. 

The major benefits of implementing Industry 4.0 technologies in the chemical 

production include increased efficiency, lower costs, increased safety, and the ability to 

develop and produce advanced materials. These technologies also enable chemical 

manufacturers to optimize their supply chain, reduce waste and increase customer 

satisfaction. 

Based on the stated above, we conclude that the true payback of the digitalization is in 

the sustainable development of the future of the Chemical industry. It is when all the data 

becomes digitally and functionally connected, we are able to rely on the market research 

and trends to better predict the development of the entire Chemical industry. The digital 

transformation happening is already disrupting many paradigms in the Chemical industry, 

from research and development to product compliance, from procurement to sales and 

marketing. 
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