E3S Web of Conferences 549, 08024 (2024) https://doi.org/10.1051/e3sconf/202454908024
TransSiberia 2024

Using machine learning to forecast hard dri
failures

Nikita Kodatsky', Elena Revyakina'®, Andrei Gazizov', and Vitaliy Gunk
'Don State Technical University, 1, Gagarin Sq., 344002 Rostov-on-Don, Ru

Abstract. The aim of this research is to develop
assessing the condition of computer hardware b
method. The outcome of this work not only facilitates the
of a data analysis tool into the realm of com
also offers a practical example of its use cing the reliabiflsy and
efficiency of information systems. The Aindings of this_research can be
valuable for IT specialists responsible f¢ as well as for
organizations seeking to optimize equ processes and
improve their competitiveness in the ds: information
technology equipment condi edicti i earning, SMART
tests, equipment condition asse del.

1 Introduction

One important aspe ective operation of information systems is the
condition of co The reliability and performance of computing equipment
business processes and the quality of services provided.
al landscape and increasing complexity of computer
f innovative methods for monitoring and predicting equipment

caused not only by «human errors, cyberattacks», but also by
], including computers and other storage devices, which are much
in normal mode [2,3], including computers and other storage devices,

computer hardware failure [5]. And one of the main devices of a computer,
information storage, is its storage device, without which it is simply impossible
o operate information. It is generally accepted that computer hardware is standardized
ices that «must operate with a satisfactory depreciation factor of elements» and a
minimum but «sufficient time to failure» [6].There are various factors that can lead to
malfunction of computing equipment. In this regard, it is important to have a «hardware
health monitoring system» [7] to prevent data loss and ensure the continuity of the
computer system. One of the effective methods to solve this problem is to use intelligent
methods to predict the failure of various devices. Current «intelligent methods for assessing
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the state of computer hardware» that utilize «machine learning and artificial intelligence»
[8], can help determine the likelihood of equipment failure before it occurs. In this way,
preventive measures can be taken and faulty equipment can be replaced before it leads to
data loss, making the research relevant.

Modern tools and approaches such as Google Coola cloud computing, including Python
and machine learning libraries such as Scikit-learn, as well as other libraries for data
handling and manipulation such as numpy and pandas will be used to address the objg

The results of this paper represent a significant contribution to the field of
security and technology. The applicability of the work extends to vari

security of orgamzatlons [10] and makes it possible to h
information resources in the context of complex poli i es and geopolitical
relations with the sphere of products and develop

2 Materials and methods

2.1 Manual analysis of the data

Hard disk drives (HDDs) are one of the ! om storage devices in computers and

understandmg the conditi of hard disks is essential for the effective
functioning of compu ari atistics are used to assess the health and
performance of hardfi aliid RT (Self-Monitoring, Analysis, and Reporting
a technology that «allows you to monitor and analyze the

analyzmg SMART statistics is also significant in the field of information
the state of a hard disk using SMART metrics can help identify
ated to data integrity or possible security breaches.

of SMART statistics not only contributes to effective hard disk

ta from potential threats.

Each drive includes Self-Monitoring, Analysis and Reporting Technology (SMART),
hich provides internal information about the drive. SMART is a monitoring system built
hard disk drives that reports on various attributes of a given disk's health. More than 70
SMART statistics are available, but only five will be sufficient to know for the task of
predicting WD failure. The attributes are described in Table 1.
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Table 1. SMART test attributes and its description

Attribute Description

CMAPT 5 Number ofsectorsreallocated
CMAPT 187 Reportedincorrigibleerrors
CMAPT 188 Command interruption

CMAPT 197 Current number of waiting sectors
CMAPT 198 Irreparablenum berof sectors

When the value of one of these attributes is greater than zero, there j
attention. It is also «necessary to monitor RAID status to identify potenti

same indicators greater than zero was 76.7%.

Table 2. Percentage of faulty and worki

HDD state SMART 5 SMART 187 | S RT 197 | SMART 198
Functional 1,1% 0,5 % 4, 0,3 %
Faulty 422 % 43,5% 33 %

The presence of this indicator with
point. For example, a drive ma

the attributes under consideration, which helps in
parameters are more related to each other, as well as
r dependencies between different attributes.

orrelation between SMART attribute statistics

SMART 187 | SMART 188 | SMART 197 | SMART 198
0,034 0,026 0,064 0,043
1 0,007 0,025 0,033
0,026 0,007 1 0 0,006
T197 | 0,064 0,025 0 1 0,808
SMART 198 | 0,043 0,033 0,006 0,808 1

In most cases, the statistics have little correlation and can be considered independent.
Only SMART 197 and 198 have a good correlation, i.e. they can be considered as one
indicator instead of two. But it is advisable to keep collecting these statistics together for
two reasons: 1) «the correlation is not perfect», so there is room for error and 2) «not all
drive manufacturers report both attributes» [15]. Understanding the correlation or lack
thereof can help in deciding what to do with a WD. For example, a drive reported a raw
SMART 5 value of 10 and a raw SMART 197 value of 20. The assumption is that the HDD
is wearing out and should be replaced. Considering that if the same drive had a raw
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SMART 197 value of 5 and a raw SMART 198 value of 20 and no other errors, one could
delay replacing the drive while waiting for additional data such as error rates. The SMART
statistics above, with the exception of SMART 197, are cumulative in nature, meaning that
the time period over which errors were recorded should be considered, not just the number
of non-zero values.

Proper use of SMART statistics requires systematic monitoring and analysis of the
metrics. By regularly monitoring disk health and applying SMART statistics guidghi

understanding the meaning and application of SMART statistics is an integral g
disk drive management and support. Analyzing SMART statistics can he

2.2 Data for model fit

One of the effective methods of solving the problem und¢r stu
methods of predicting the failure of various devic
substantiate the effectiveness of an intelligent m or assessing th&B8tate of computer
hardware using the Random Forest algorithm
prevent data loss on computer information storag
—  The source of data is the device operatin
following system sources: SMART agfiilaute moni ologies (smartmontools or
CrystalDiskInfo), operating system eve
SMART-statistics data are of the greates

[16]:

- tors;

- or commands;

- tors in standby mode;

-  SMA uncorrected sectors.

To train CU¥, it was decided to use the collected raw hard drive test
data for 2023 from Backblaze using this data in their 67814 hard drive
proce company uses Smartmontools [S] to collect the SMART

he collection is done once a day for each hard disk. Thus, «several
as digsk model, serial number, etc. are added and «a line in the daily log for

he 1 TB disk is not marked as failed, but the SMART data is no longer recorded.
Everyday, the Backblaze data center takes a snapshot of every running hard drive in its
esearch center. This «dataset includes basic information about the disk» as well as its
MART statistics . A daily snapshot of a single disk is «one record or row of datax». All
snapshots for a particular day are collected into a file consisting of rows for each active
hard disk. This file is in the format «*.csv» (comma separated values). Thus, each day a file
with the name in the format YYYYY-MM-DD.csv is formed, for example, 2023-07-01.csv
and has the following structure [8]:

1)the first line of each file contains the column names, the remaining lines are historical
data of the drive status.

2) columns contain the following information:

- date - file date in yyyyy-mm-dd format;
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- serial number - the drive serial number assigned by the manufacturer;

- model - the drive model number assigned by the manufacturer;

- capacity - the capacity of the drive in bytes;

- failure - contains «0» if the drive is OK. Contains a «1» if this is the last day the drive
was operational before the failure.

2.3 Choosing anintelligent method

Different machine learning algorithms can be used for the task of predicting ha
failure based on SMART marked-up data. Each model has its
disadvantages, and the choice of a particular model depends on th

some of the suitable ones:
1. Random Forest. Can achieve high accuracy and robu

SMART attributes have the most impact on fallure Bu uch
global tasks can be quite complex and require si
training and predictions. And its interpretability e lower than som&@ther approaches.

2. Gradient Boosting. One of the most po i
often shows high accuracy in classification ani s. The method builds a
model sequentially, which allows it to effectivel f previous models. Also,
requires careful tuning of hy perparamyg i ing@} performance. May be more
prone to overfitting than random forest icient data are available

3. Logistic regression. Easy to it
speed compared to more com

ell suited for binary classification tasks.
zen the features and the target variable, which

presence of clear ¢ . Possess verisimilitude (ability to process a wide range of
processing nonlinear dependencies. But require intensive

oduces an average prediction for classification or regression. It achieves high
ccuracy while reducing the risk of overtraining due to randomness mechanisms
in the selection of features and samples to build the trees. SMART test data often includes
any different attributes reflecting the state of hard disks. A random forest can efficiently
cess such datasets by automatically identifying the most relevant attributes for failure
prediction. One of the basic principles of such an algorithm is the use of subsamples of
attributes for each tree, which reduces the influence of irrelevant or weakly influential
attributes on the target variable and increases the overall accuracy of the model. Although
the random forest model itself may seem less interpretable compared to a single decision
tree, it provides useful information about the importance of attributes. Understanding which
SMART attributes most influence predictions may be important for further analysis and
understanding of the causes of hard disk drive failures.
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The effective use of the Random Forest algorithm with bagging and boosting
approaches provides «significant opportunities for predicting» the failure of computer
hardware and preventing potential data loss of computer hardware failure and prevent
potential data loss. This combined approach combines the advantages of bagging
(averaging the results of multiple models) and boosting (adaptive weighting of model
errors) to promote robust and accurate models. This approach builds a strong classifier that
is «capable of adapting to different data and conditions» [17], improving the accura

allowing it to efficiently handle complex data and respond quickly to changes i
the equipment. The advantages of the algorithm include :

- has high prediction accuracy (for most problems it performs
algorithms, and the accuracy is comparable to boosting);

- has almost no sensitivity to outliers in the data due to random
method,;

- is not sensitive to scaling (any monotonic transformati e to
random subspace sampling;

- does not require careful parameter tuning, works wel

- is able to efficiently process data with a large nu

- is rarely retrained, in practice adding tr
composition (up to a certain limit);

- handles missing data well, retains good acc

- can be extended to unmapped data, leadin
visualization, outlier detection;

- can be easily parallelized and sca
The drawbacks of the algorithm include
- unlike a single tree, the re orest are difficult to interpret;

e data is missing;
o do clustering and data

where the data is not very noisy;

ical variables with different number of levels, the random
3 with more levels: when a feature has many levels, the
ese features, since a higher value of the optimizing
functio i in) can be obtained on them,;

i models, which requires O(N-K) memory to store the models,
umber of trees.

choicggof random forest for predicting hard disk failure on the labeled

random forest particularly suitable for tasks where reliable and accurate
pased on a large number of features is required, as is the case with hard disk
drive SMART test data. The combination of such methods not only provides high accuracy
in predicting hardware failures, but also allows for rapid response to any changes or
functions, minimizing the likelihood of serious failures. This approach ensures the
stability of computer systems and provides a high level of data security, which is a critical
aspect in today's information technology and business environment. Next, let us proceed to
the implementation of the intelligent method model itself in the task of predicting the
failure of a computer information storage device.
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2.4 Using the Random Forest algorithm in the problem of predicting the
failure of a computer's information storage device

Let us display a matrix of scatter diagrams (see Figure 1) to establish the dependencies
between the 5 SMART parameters of the dataset used. Each diagonal of the matrix shows
the distribution of one parameter, and the off-diagonal shows the scatter plots for each pair
of parameters. Note that, as described earlier, the 5-attribute data are closely relate
correlated.
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f5 SMART attributes of the training sample

portant to note that for training, only values with high correlation on failure
labels labeled for them will remain from the dataset :

SMART 5 - number of sectors reallocated;

SMART 187 - reported uncorrectable errors;

SMART 188 - command timeout;

SMART 197 - number of current pending sectors;

SMART 198 - number of bad sectors;

Diskstatusclasslabel (0 - failed, 1 — functionin properly).

Based on the results of model training, it is important to evaluate its qualitative
indicators. Let's consider 5 metrics to evaluate the correctness of the decisions made by the
model and its bias to the data. Each of these metrics provides information about different
aspects of model performance, namely:
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- Accuracy - the proportion of correctly predicted classes relative to all examples;

- Precision - the proportion of true positive examples among all positive predictions;

- completeness (Recall) - the proportion of true positive examples that were predicted
correctly;

- Fl1-measure (F1-Score) - the harmonic mean of accuracy and completeness;

-Matthews correlation coefficient - a measure of binary classification quality that takes
into account false positive and false negative predictions.

We also display the error matrix (confusion matrix) to evaluate the performangt’of the
classification model (Fig. 2). The results of the metrics obtained during the sgfilly are as
follows:

[ Model ]>>>Random Forest classifier

[ The accuracy ]1>>> 0.9998749937496875

[ The precision ]>>> 0.9997512809033477

[ The recall ]1>>> 1.0

[ The Fl-Score ]1>>> 0.999875624984453

[ The Matthews correlation c icient 1>>>
0.9997500123101655

Confusion matrix
-20000

- 17500

- 15000

Normal
'

- 12500

10000

True class

- 7500

5000

2500

!
Normal Failed
Predicted class

. 2. Model error matrix

Then we will formalize the obtained results and make a conclusion about the work
done.
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3 Results and discussion

3.1 Analysis of results and comparison with expectations

From the results obtained, the following conclusions can be drawn about the performance
of the trained Random Forest model:
1. Accuracy. With a high accuracy of about 99.99%, the model correctly cls
examples from the test dataset. This means that the model correctly predicts the g
example in almost all cases.
2. Precision. Precision is also very high at about 99.98%. This indica
examples that the model predicted as positive, almost all are indeed positi
3.  Recall. Recall is 1.0, which means that the model corre
positive cases from the test dataset. This is a good score and j
effectively detects all positive cases.
4.  Fl-measure. The Fl-measure, which is the harmoni
completeness, is also very high at about 99.99%. This J
accuracy and completeness of the model.
5. Matthews Correlation Coefficient. The MC
strong correlation between the model predictions
Overall, these results indicate that the Rand
high performance on the test dataset .
Considering an error matrix where the rows re
represent the predicted classes. Here is ate
1. True Positives (TP), the upper le
model correctly classified normal (negat
2. False Posmves (FP), up

icd (false positive).
3. False Negatives corresponds to a situation where the model
misclassified failed ¢
he lower right cell (20098) corresponds to the situation

ed the failed examples as failed.

Fig. 3. The first decisive tree
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Fig. 4. The second decision tree

Fig. 5. The third decisive tg

Fig. 6. The fiftieth decisive tree

The random forest method has a complex formalization, which is its main disadvantage.
But evaluating the picture in general, we can see that trees undergo changes and try to
identify the most correlated attributes for prediction. In this problem, the exact explanation
of the solution proposed by the model is not the key aspect, it is more important to learn
about errors in advance and try to identify the disk problem, which the model copes
with very well [18,19].

10
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4 Conclusion

Thus, this paper developed a computer hardware state estimation tool based on Random
Forest algorithm using historical SMART test data. The results of the work showed that the
developed model has high accuracy and ability to correctly classify both normal and failed
components. Confusion matrix analysis confirmed that the model demonstrates good ability
to correctly identify both classes. The model has a high ability to correctly identify
states (True Negatives), which is good. The model also has a certain number

missing real problems.

It is important to note that the training took place under severe
constraints. The data set was taken only for two days of observati
2023, because the amount of RAM did not allow to operatedp
experiment was taken the maximum of the provided virtua
machine (Fig. 7).

ot o

Operating system memory Disk m&@ory
10.6/12.7 GB 26.5/107.7GB

algorithm to create a
research and improv,

the state of computer equipment. Further
ah help to even more accurately and reliably
d improve the efficiency of equipment maintenance,
jan analog systems, but using domestic proprietary
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