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Abstract. The authors reveal some problems can be
solved by the means of blockchain t s as

are included.
Besides, the use of blockchain technolo aper document
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to create the uniform digita @ _for students, higher education
institutions and employers, to p ams of reliable storage and
providing information wi cithe increase in the load for the stuff

certain requirements for the applicants at a job position. They
ovide the documents, confirming their education, qualification
ence at any time, to be able to transfer relevant information on themselves
In turn the graduates of higher educational institutions wait for the

cation needs the implementation of the innovation technologies; that can
the quality of education, to overcome the discrepancy of competences of
the labour market requirements, to increase the chances of the fastest
employment of graduates.

According to the data of the All-Russian Public Opinion Research Center [1] 91% of the
rviewed Russian employers note the lack of practical skills, demonstarted by young
specialists. 55% of the interviewed graduates (applicants) recognize, that it is very difficult
for them to find a job. Respectively, it is possible to expect that in the nearest future some
directions in education will be very demanded, including:

1) educational programmes for the development of soft and digital skills;
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2) programmes of advanced training of the personnel and occupational retraining;

3) online courses for students and graduate students with the subsequent issue of
electronic diplomas or their mailing in paper option;

4) tools of the development of content and creation of courses, intended for work of
teachers authors [2, 3].

Except such substantial problems, the higher education system suffers orgamzatlonal
problems. Firstly, cases of fraud, presentation of counterfeit diplomas are not excluded
demand of online education led to wide dissemination of electronic diplomas,
rather difficult to be to verified. To verify the authenticity of the diploma, it is 1
send the written request which is processed in turn, and that takes a lot of ti
hand, the issue of paper diplomas is an expensive and labour-consuming

by employers or during the following education levels.
Development of the higher education system demands t
nowadays, it also demands new tools, and the blockchain te

The questions of the innovative development of edu
works of such Russian authors as Grebenyuk I.1., Go V. hin N.V., Chekhov

Latuha O.A., Volkov A.T., Vladimirov A. 1., Sim
I.N. and also such foreign authors as Abbott M.,
possibility of the use of blockchain technologies i
[5], K. Matsuura, P. Druker, M.F. Ste
M.N. Skatkin, P.R. Atutov, V.S. Ilyin {3

Within this research the authors con i oduction of blockchain technology
is capable to solve some problem

. [4], Chuev
1B.-A., Santo B., etc. The
studied by V.V. Grigoriev
. Zverev, V.P. Maximova,

studied th€ experience of application of blockchain technologies in the
zations of the higher education, including Masachussets Institute of
iversity of Nicosia (Cyprus), Holberton School (USA), University
(Great Britain), State University of Melbourne (Australia), Financial
the Government of the Russian Federation, Moscow physics and

Theoretlcal methods of knowledge (analysis, modeling) and empirical methods
mparison, experiment, survey) were applied within the research.

3 Results

Blockchain - one of the information technologies, which originally arose in the sphere of
finance, but found the application in other directions, including work of educational
institutions, over time [8].
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D. Tapskott and A. Tapskott [7] were the first to point out the main principles of the
creation of the blockchain systems (Fig. 1). They also marked that at the current stage of the
digitalization of the economy the information transfer is carried out with the help of modern
computer systems, mathematics, cryptography and behavioural economy.

1. Network integrity.
It is coded during every
each step of the
educational process and
distributed between all the
participants (lecturers,
students, administration,
etc.), but it does not
belong to any of them.

2. Load distribution.
Energy consumption is
distributed over the P2P

network. The system cannot
be switched off by any of the
participant of the blockchai

7. Involvement.
The economy
works better.

when it works for

everyone.

Blockchain
creation
principles

6. Security of
the participants’
rights, which
are transparent
and fixed.

5. Privacy. People
are interested to
control their data,
input into the
blockchain system.

Fig. 1. Principles of the creation of the k

We have also to consider the follow1 s of the blockchain technology.
1. The decentralized character (the
: ited in the network. The participants of this

network can work with the i ion).

2. The identical ang i he users, who take part in the information
management directl ermediaries for carrying out their actions, their
confirmation or ¢ ifus (completeness) of transactions.

3. Safety ¢ entered into the system (each action, made by the
participants

during the information transfer, resaving of files in the system,
emented, but it is never liable to destruction. Any registered

data, caused by so-called "human factor". Nobody has the opportunity to add a piece of false
information to the database or to remove any information from it, so that ii would remain
oticed for other participants of the system, for example, to forge results of examination,
to add the counterfeit diploma to base, to change the list of the students who paid for the
study, etc.);

6. Checkability of the data (audit of the blockchain is supposed with a certain frequency
or if necessary).

Blockchain technology are capable to satisfy the requirements both of students, and
higher education insitutions and employers, the introduction and the use of technology also
will increase the quality of educational process considerably without the increase (and even
with decrease) of the teachers loads.



E3S Web of Conferences 549, 08031 (2024) https://doi.org/10.1051/e3sconf/20245490803 1
TransSiberia 2024

Nowadays many countries have their experience of the development of the blockchain
technologies in the field of education.

The Nicosia University in Greece uses blockchain since 2017. Besides, the blockchain
technology is used for financial transactions of the University. The Nicosia University
actively uses cryptocurrency for payment for the educational services and it was the first
university in the world that began such practice. The blockchain technology keeps data on
the invoices and payments made by the students of the unlver51ty or by their representa

checked everywhere.

Massachusetts Institute of Technology in the USA b
institution, which began to issue digital education docume
laboratory, which worked at the Institute, issued certifi
which could not be equated to diplomas yet, but coul
the digital certificate. Then this laboratory toget
continued work on the distribution of digital educ
published the Blockcerts standard based on the
possibility of access and instant verlﬁcatlon of di
the MIT Media Lab does not participa
Machine, which is known as Hyland
project.

In 2017 the Ministry for Ed
of development of the pilot g
university diplomas, to b
the blockchain technolof

in and which provided the
es and awards. Nowadays
g any more, and Learning
ed the general manager of the

of Malta announced the beginning
sfer of all the education documents, including
ame the first European country to introduce

tries, including Barbados and Jamaica began to
is blockchain. Malta joined them the same year.
ad 18 educational organizations of Singapore, which used

¢ the opportunity to use the digital diplomas, verified by the means of
ologies and protected from any counterfeits.

ing demand for the blockchain technologies for issue and storage of diplomas
brought to the establishment of great quantity of the companies, dealing with this problem,
r example, Hyland Credentials (creators of Blockcerts) and TrustED.

As for Russia the use of blockchain technology only begins in our country, however it is
already possible to speak about some results. The programmes of digital economy
development already exist and gradual implementation of the blockchain technology in the
sphere of education takes place at the moment [11,13,16].

Blockchain systems are created and are actively used in the leading higher education
institutions of the country, such as Financial University under the Government of the Russian
Federation, Moscow physicotechnological institute and Lomonosov Moscow State
University [4, 5,12,15,17]].
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The experience of the Financial University seems to be especially successful and
interesting. Work in the field of blockchain has been going on since 2017 at the university,
and in 2018 a blockchain laboratory was founded, which was originally engaged in the
financial technologies (so-called fintech) and cryptocurrencies, and now it is ready to share
its developments with the departments of the university for the educational purposes.

The financial university is ready to issue diplomas in the blockchain, providing employers
with the opportunity to verify their authenticity on the official website of the Universi

The unique identifiers created on the basis of personal data, including name, sgfic
number of the diploma are appropriated to each digital diploma. Data are ciphere
to the SHA-256 algorithm therefore each diploma gained its unique i
(diploma hashtag). The hashed diplomas are loaded into blockchain, the
diploma is certified by the University.

Though the Financial university is not the first educational insti

cryptographically. Thus, the Financial University bring
world of blockchain.
Generalizing the experience of the listed high

yer can get access to the information on any person education and get
or her alma mater, competences gained and achievements.
employer can search any specialist with the required education and skills
base of the blockchain.
There appear the database of the graduates, their transition to other university or other
iob.
The load of lecturers and administration of the educational organization becomes less.
The problems of stratification of the scientific publications, made by the lecturers and
students according to the impact-factor, index of citing can be solved.

The problem of the fixation of the information on licenses and patents for the intellectual
property can be solved.

Some authors [4, 5, 6] note that obligatory steps on integration of higher education
institutions into regional innovation systems include:
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- the use of digital technologies, cooperation with representatives of the IT industry,
introduction in educational process of IT technologies; strengthening of competences of
graduates through similar cooperation;

- introduction of the innovation agenda in programmes of occupational retraining and in
programmes of advanced training of personnel, taking into account achievements of digital
technologies, developmentof hi-tech and knowledge-intensive industries.

The role of blockchain can be very important for the innovative development g
educational system.
For example, in case of release of electronic diplomas higher education insti

ith a private elect key to which only this

has an access

*The higher education institution creates a | g data for the subsequent verification of

the diploma apg

)
)
)
]

tion creates a record about the issue of the specific
or the concrete date in the blockchain

ilPoe possible to check subsequently whom, when and to
ell as to check the contents of the diploma

application of blockchain technology [9, 10, 11,21-23].
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MISSION

To create a uniform y for i ion of higher education institutions, students and
employers

! §

TASKS

tracking of diplomas, other education documents |

confirmation of accreditations and licenses of higher education institutions |

remote votes of academic, dissertation councils |

registration and tracking of participation in scientific, research projects

issue of grants and educational credits

maintaining personal cards of students, accounting of achiev,

identification of students

registration of author’

e requires the blockchain technology implementation project efficiency
practice of work of educational institution. Traditionally the project is
considered effective if return from it (additional benefits, income or the reached economy)
osts for creation of a system exceed.

The algorithm of the blockchain introduction in the educational organization is provided
in figure 4.
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+the development of the mission and the tasks of the blockchain project }

*choice of the contractors for the creation of a blockchain system and the way of the creation or purchase ]

+purchase or the development of the blockchain soft J

«installation of the soft

*training of the staff

+evaluation of the efficiency of the project of the blockchain technology implementation

< -C-C-C-C- 4

tion challenge is essential
ions scale worldwide and

together and promote blockchain-in-edu ions (e.g., passing policies and 1egislature
that support such innovations, offering

field, raising awareness about . ckchaln -in-education solutions).

aplementing blockchain-in-education solutions

Challenge Description

otection Regulation (GDPR) in European Unit as well as

er Privacy Act of 2018 (CCPA) have right to

itations on the way, how the educational organizations
er the personal information though the blockchain system.

e definition of the term “personal information” is still vague in
the current legislation.

Legal

The transactions in the blockchain are usually relatively slow, so that can be
factor of so-callled bottlenecks, when scaling all the solutions,
oncerning the blockchain in the education organization.

The system of the security of data in the blockchain system supposes their
privacy. But in fact the privacy can be hardly achieved.

Lack of trust in the technology and lack of knowledge on how to harness the
potential of the solutions, concerning the blockchain in the education

Market

adoption organization may lead to a slow market adoption of such innovations.
The relative immaturity of blockchain technologies may influence the
Innovation success rate of the solutions, concerning the blockchain in the education

organization.

Big energy consumption.
Data handling in the blockchain demands a huge quantity of computing
power and energy. That contradicts the principles of the sustainable

Great energy
consumption.
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development which demand to care for energy efficiency and energy saving.
Thus, the work of the blockchain system can negatively affect the state of
the environment.

Data, once signed up in the network, it is extremely difficult to change it
and almost impossible to remove it. But this advantage sometimes becomes
Immovability |a disadvantage. For example, if an inaccuracy, incorrect information was
of data put in the system (about passport data of the student, its previous educatio;
etc.), it will be difficult to correct it without the participation of most
members of network in this process.

Eﬁ;gcir (())ff the information on the financial transactions of the univ,
majority" All the frauds will take place under the guise of

impossible to distinguish them in the taken bl
danger is rather low, but it is necessary to t
is that this disadvantage cannot be corrected at the cu
technologies development.

It is hard to predict how and whether bloc
impact in education [20]. Some of the blockcha

a significant, sustainable
eneficiaries claim that in

the near future. Others (claim
learning new skills and updating old
ote record of learning accreditations.
g increasingly necessary in a world driven by
for blockchain-backed credentialing may

Thus, given that lifelong ed
fast-paced technological

On the other si ppli ain-in-education solutions such as the Digital
Credentials Partn, im ¢ Build ecosystems of educational institutions that use standards
e also aware of the necessity, yet difficulty, of building
arket adoption strategies in order to ensure that their

nsitioned from perceiving blockchain as the key technology
rrencies to a technology that has potential in new industries such as
education.

Transition to the blockchain as to the instrument of digital economy development has already
become necessary. The application of blockchain technology allows to solve some problems
and to improve many procedures in the education system. The blockchain forms a uniform
digital uniform ecosystem for interaction of higher education institutions, students and
employers, for the exchange of information, its verification, storage, additions, protection
against destruction (loss) or illegal change. Work with information becomes more exact and
reliable, but at the same time neither leads to the increase in load of employees, nor creates
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additional difficulties for students. In terms of economic feasibility the blockchain
technology means cutting of costs for work from information in education (diplomas,
certificates, certificates, licenses).

Certainly, there are problems during the application of blockchain technologies in
education, which are connected first of all with legal status of new technology, scalability
(exponential growth of data amount), security (personal data protection, stability of
cryptographic algorithms). The specialists, who are engaged in the developmes
blockchain technologies, offer certain methods for overcoming the called problems
now. But it is obvious that bringing this new technology to perfection will requi

But already now it is obvious that this innovation will get the great
from its use are very important.
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