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Abstract. A comprehensive review of cyber-physical architectures
for DC microgrids is presented, focusing on the integration of deep
learning and LoRa technology for secure, efficient, and scalable
communication networks. DC microgrids, with their decentralized
energy resources and low inertia, face challenges such as real-time
monitoring, fault detection, and vulnerability to cyber-attacks. The
review highlights the potential of LoRa technology for long-range,
low-power communication, ensuring seamless data exchange
between distributed components, including renewable energy
sources, storage systems, and control units. Deep learning models
are explored for their application in predictive maintenance, fault
detection, and cyber-attack mitigation, such as false data injection
attacks. By integrating these technologies, the review underscores
enhanced operational efficiency, robust cybersecurity, and real-time
control in DC microgrids. The scalability of such architectures is
evaluated, showing suitability for diverse microgrid scales, from
residential setups to utility-level implementations. Findings from
this review emphasize the synergy between IoT-driven
communication networks and machine learning models in
addressing energy management and cybersecurity challenges. The
paper calls for standardized frameworks and collaborative efforts to
further develop and deploy secure, resilient DC microgrid
architectures, laying the groundwork for sustainable and efficient
energy systems of the future.

1 Introduction to DC Microgrids

The concept of DC power distribution dates back to the late 19th century when Thomas
Edison developed the first DC power system. However, AC power systems, championed by
Nikola Tesla and George Westinghouse, eventually became the standard due to their ability
to transmit electricity over long distances more efficiently. In recent decades, the resurgence
of interest in DC microgrids has been driven by advancements in renewable energy
technologies, power electronics, and the increasing need for reliable and efficient energy
systems.

In the 2010s, the field of power electronics and battery storage technologies saw significant
advancements that played a crucial role in the development of more efficient and cost-
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effective DC microgrid systems [1-2]. These technological improvements enabled better
energy conversion, storage, and management within microgrids, making DC systems more
viable for various applications [3]. As we entered the 2020s, the adoption of DC microgrids
has been on the rise across residential, commercial, and industrial sectors. This trend is driven
by the increasing demand for sustainable and resilient energy solutions, as DC microgrids
offer enhanced energy efficiency, reliability, and the ability to integrate renewable energy
sources more effectively [4].

DC microgrids are localized energy systems that utilize direct current (DC) for electricity
distribution, in contrast to traditional alternating current (AC) grids. These microgrids are
characterized by their ability to operate autonomously or in conjunction with the main power
grid, providing enhanced reliability, efficiency, and integration of renewable energy sources
[6]. DC microgrids consist of various interconnected components like shown in figure 1.

Fig. 1 Components of DC Microgrids

< Energy Generation: Distributed Energy Sources such as solar photovoltaic (PV)

panels, wind turbines, and fuel cells that produce electricity in DC form [7].

< Energy Storage: Batteries and supercapacitors that store excess energy generated
for later use, ensuring a stable power supply [8].

<+ Power Electronics: Devices such as converters, inverters, and rectifiers that
manage and convert electrical energy between different forms and voltages [9].

« Load Management: Systems that regulate and distribute electricity to various
loads, including residential, commercial, and industrial consumers [10].

The growing adoption of DC microgrids is revolutionizing the way we manage and distribute
energy, particularly in environments where efficiency, reliability, and the integration of
renewable energy sources are paramount. However, the successful operation of DC
microgrids hinges on two critical factors: communication and coordination [11-13]. These
elements are fundamental to ensuring that all components of the microgrid from distributed
energy resources and storage systems to loads and control devices work seamlessly together.
Effective communication facilitates the real-time exchange of data, enabling swift responses
to changes in the system, while coordination ensures that control actions are synchronized to
maintain stability and optimize power flow. In this context, the importance of robust
communication and coordination cannot be overstated, as they are key to unlocking the full
potential of DC microgrids, ensuring their efficiency, resilience, and scalability. However,
the implementation of DC microgrids also presents significant challenges, especially in the
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areas of communication and control. The key challenges with communication and control in
DC Microgrid given in figure 2.

Since DC microgrids frequently operate with multiple dispersed generating sources and
energy storage devices, effective coordination is essential. Maintaining system stability and
optimizing power distribution may present challenges when utilizing decentralized control
strategies. The smooth implementation of the primary, secondary, and tertiary layers of
hierarchical control systems can be difficult since precise timing and coordination are
required. Due to the lower inertia of DC microgrids compared to AC systems, real-time
control using advanced algorithms and a robust communication infrastructure are critical [14-
15].
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Fig. 2. The key challenges with communication and control in DC Microgrids
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DC microgrids frequently involve devices from multiple vendors, which may use different
communication protocols. Ensuring interoperability between these devices is a challenge that
requires standardized communication protocols. As more devices are connected within the
microgrid, the demand for communication bandwidth increases. Insufficient bandwidth can
lead to data congestion and delayed control responses. The communication network must
support low-latency data exchange to ensure timely control actions, especially in real-time
applications like fault detection and load management [16-17].

In order to prevent unauthorized changes that could lead to incorrect control decisions, it is
crucial to ensure the integrity of data transmitted over the communication network. The
communication infrastructure of DC microgrids is vulnerable to cyber-attacks, such as denial
of service (DoS) attacks and hacking. These attacks can disrupt control operations, resulting
in system instability or even blackouts [18].

The control and communication systems for DC microgrids need to grow with them. The
complexity of managing more devices, data, and controlling interactions makes this difficult
at times. To ensure system stability and efficiency as the microgrid expands, the control
techniques must be flexible enough to take into account new generating sources, loads, and
energy storage devices [19-20]. Because DC systems lack the zero-crossing points that AC
systems have, problems in DC systems may be harder to find. Accurate fault isolation and
detection require sophisticated algorithms and sensors. Defect isolation and identification
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depend on trustworthy communication. Any communication breakdown could cause a delay
in failure response, which could harm the microgrid's component parts [21-22].

In order to maximize power flow and guarantee energy balance, distributed energy
management which involves several generation sources and storage devices—requires
complex communication and control techniques. Accurate communication and real-time data
exchange are essential for effective load forecasting and demand response. Inadequate or
delayed communication might result in ineffective energy management [23]. Infrastructure
Costs might be costly to establish a strong communication and control system for DC
microgrids. The microgrid's total cost is increased by the cost of sensors, controllers, and
communication devices [24]. A multidisciplinary strategy incorporating developments in
power electronics, communication technologies, control algorithms, and cybersecurity
safeguards is needed to address these issues. To effectively integrate DC microgrids, it is
imperative to develop standardized protocols, improve fault detection techniques, and
enhance real-time control capabilities.

2 Overview of loT Technology for DC Microgrids

The Internet of Things refers to a network of interconnected physical devices that
communicate and exchange data over the internet. These devices are embedded with sensors,
software, and other technologies that allow them to collect and transmit data, enabling them
to interact with their environment and each other. IoT technology spans a wide range of
applications, from smart homes and cities to industrial automation and healthcare.
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Fig. 3. Overview of IoT Applications in DC microgrids [25]

Figure 3 provides an overview of IoT applications in DC microgrids, showcasing the
interconnected systems and technologies that enable efficient operation. At the center, loT
cloud applications facilitate real-time monitoring, control, and data management. Renewable
energy sources, smart home systems, electric vehicles, and transmission lines are integrated
through control and monitoring units to optimize energy generation and distribution.
Smartphones act as interfaces for user interaction, while blockchain technology enhances
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security and transparency in data transactions. Additionally, IoT supports DC microgrid
system protection by enabling predictive maintenance and cybersecurity measures, as
depicted through the interconnected lines and components in the figure 3.

As highlighted in Table 1, IoT integration in DC microgrids offers numerous advantages,
including real-time monitoring, which enhances system efficiency by continuously tracking
energy generation, storage, and consumption. It also supports predictive maintenance,
minimizing downtime and costs by anticipating equipment failures, and ensures seamless
renewable energy integration by balancing supply and demand. Additionally, IoT enhances
user control and accessibility through interfaces like smartphones, enabling efficient energy
management and system insights

Table 1: The advantages of IoT integration in DC microgrids

Advantage Description

IoT enables continuous monitoring of energy generation,
storage, and consumption, improving system efficiency [26-29].
IoT sensors and analytics predict equipment failures, reducing
downtime and maintenance costs [30-31].

Facilitates seamless integration of intermittent renewable energy
sources, balancing supply and demand [32-33].

Optimizes energy distribution by dynamically adjusting loads to
match available energy resources [34-35]

Maintains stable voltage and frequency through real-time
control mechanisms [35].

Advanced energy management systems optimize the utilization

Real-time Monitoring

Predictive Maintenance

Renewable Integration

Load Management

Enhanced Grid Stability

Energy Efficiency of renewable sources and storage [36].
Cybersecurity Integration_ with blockchain enhances data security, ensuring
safe operation of [oT-enabled systems [37-38].
User Control and Smartphones and IoT interfaces provide users with control over
Accessibility energy consumption and system insights [39].

2.1 Communication Networks for loT-Enabled DC Microgrids

Figure 4 illustrates an loT-based communication architecture for DC microgrids,
featuring three components: smart meters (end-nodes) collecting real-time data, gateways
aggregating and transmitting data, and a network server using the TCP/IP protocol for
processing [40]. This framework ensures efficient data flow, enabling real-time monitoring,
control, and energy management in microgrids. Figure 5 illustrates an IoT-based
communication system for DC microgrids using LoRa technology. LoRa end-nodes equipped
with voltage and current sensors monitor energy consumption and generation, transmitting
data to a central gateway. Solid State Transfer Switches (SSTS) manage seamless transitions
between the utility grid and microgrid. The LoRa gateway aggregates this data and forwards
it to a central server via TCP/IP for analysis, enabling real-time energy management, fault
detection, and system optimization. This architecture ensures efficient, reliable, and
automated operation of the microgrid by integrating IoT and LoRa technologies [41-43].
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Fig. 6. Flowchart for communication process for DC microgrids

Figure 6 illustrates the communication process for DC microgrids, starting from energy
management and load control to deploying smart meters at energy sources. The flowchart
highlights the use of TCP/IP or LoRa protocols for data transmission, gateways for
communication, and sensors for monitoring voltage and current, ensuring efficient energy
management.

IoT technologies can be implemented across multiple levels of control in DC microgrids,
enabling comprehensive monitoring, management, and optimization. At the device level, as
illustrated in Fig. 4 and Fig. 5, IoT sensors and smart meters monitor individual components
such as loads, renewable energy sources, and storage systems, providing real-time data on
voltage, current, and power consumption [44]. At the local control level, IoT-enabled
gateways and communication modules as depicted in Fig. 5 manage data aggregation, fault
detection, and dynamic load adjustments [45]. At the system control level, the flow outlined
in Fig. 6 shows how IoT integrates with centralized servers to perform energy optimization,
predictive maintenance, and automated decision-making. Together, these levels ensure
seamless coordination between distributed energy resources and the grid, enhancing the
stability and efficiency of DC microgrids [46-47].
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Table 2 presents an overview of key case studies on IoT communication in DC
microgrids. These studies explore technologies like LoRa, TCP/IP, and IoT sensors for
applications such as real-time monitoring, predictive maintenance, and cyber-attack
detection. Results demonstrate enhanced energy efficiency, fault detection, and secure
operation. The table also highlights diverse implementations, including LoRa-enabled smart
inverters and hierarchical IoT-based control systems, showcasing their potential for
improving DC microgrid reliability and scalability.

Table 2: Summary of Case Studies on IoT Communication in DC Microgrids

Case Study Key Features Technologies Used Key Findings
LoRa-Based Wireless communication | LoRa, Smart Meters | Demonstrated over 90% data
Communication in | system for long-range, low- delivery at 4 km range
Microgrids power data transfer in DC Suitable for rural and remote
microgrids. microgrids [41].
IoT for Real-time monitoring of energy | IoT Sensors, | Enhanced fault detection and
Monitoring and usage with predictive | TCP/IP, Gateways reduced downtime
Control maintenance capabilities. Improved energy distribution

efficiency [26-29].
LoRa-Enabled Integration of LoORaWAN with | LoORaWAN, Smart | Improved latency and

Smart Inverters smart inverters for DC | Inverters responsiveness to  power

microgrid applications. setpoints

Effective for hybrid

renewable microgrids [44]

Cyber-Physical Cyber-attack detection and | [oT Sensors, Deep | Successfully identified and
Security in prevention using IoT-based | Learning, LoRa mitigated false data injection
Microgrids deep learning algorithms. attacks

Ensured secure microgrid

operation [45]

Hierarchical IoT- | Multi-level control system for | IoT Gateways, | Achieved better  energy

Based Microgrid | energy optimization in DC | Central Servers balancing and reliability in

Control microgrids. hybrid microgrid
configurations [42]

IoT-Enabled Predictive maintenance for | IoT Analytics, | Reduced maintenance costs

Predictive distributed energy resources in | Centralized and increased operational

Maintenance DC microgrids. Monitoring lifespan of microgrid

equipment [30-31]

3 Conclusion

IoT technologies have transformed the operation of DC microgrids, enabling real-time
monitoring, efficient energy distribution, and enhanced grid stability. Through smart meters,
sensors, and communication protocols like TCP/IP and LoRa, IoT facilitates seamless
communication among distributed energy resources, ensuring reliability and scalability.
However, challenges such as cybersecurity risks, lack of standardization, and high
infrastructure costs limit widespread adoption. Addressing these issues is crucial to fully
harness the potential of [oT in revolutionizing microgrid operations.

Future research should prioritize developing standardized IoT protocols to enhance
device compatibility and interoperability. Focus is also needed on creating robust
cybersecurity frameworks to safeguard IoT networks against data breaches and attacks.
Exploring advanced low-power communication technologies can make IoT more efficient
and affordable for off-grid microgrids. Additionally, scalability testing for large-scale
implementations and lifecycle cost analysis of IoT solutions can improve feasibility and
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adoption. Addressing these areas will drive the evolution of IoT-driven DC microgrids
toward sustainable and resilient energy systems.
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