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Abstract. Biometric recognition systems are clearly vulnerable to a variety 
of software- and model-based attacks that can compromise different stages 
of the authentication process. Despite their severity, these threats are often 
neglected and ignored, raising critical questions: have researchers and 
industry stakeholders deliberately downplayed these attack risks, or is there 
a lack of awareness regarding the true extent of these threats? Given the 
serious implications of these vulnerabilities, the scientific community has 
proposed several countermeasures over the past two decades. Nevertheless, 
many persistent and sophisticated threats remain unresolved. In this work, 
we present a new security framework based on chaos theory and 
cryptographic techniques to protect confidential biometric data. After 
converting the biometric data into binary digital images, we apply 
lightweight encryption by applying bitwise Pseudo-Random binary 
permutation and genetic crossover to return to grayscale, to render the 
biometric data unintelligible and resistant to all known attacks. Extensive 
simulations conducted on a large and diverse fingerprint dataset have 
demonstrated the strong potential of this approach. 

Keywords: Biometric data, S-boxes, Diffusion, Confusion, Protection, 
Cryptographic systems. 

1 Introduction 

Biometric authentication systems have made substantial advancements concerning 
operational efficiency, user convenience, and security when contrasted with traditional 
password-based approaches. Current biometric systems still require significant 
enhancements, as they have proven inadequate against existing attacks—let alone emerging 
and more sophisticated infiltration techniques. It is therefore crucial to analyse these threats, 
understand the knowledge and capabilities required by attackers, and explore effective 
countermeasures to defend against them. 
Numerous studies in the literature investigate various aspects of biometric authentication 
techniques. However, the majority of existing research tends to focus on a single type of 
attack or a specific component of the biometric system. This narrow focus reveals a 
significant gap in comprehensive categorization and comparative analysis of the diverse 

 

 
E3S Web of Conferences 680, 00011 (2025) https://doi.org/10.1051/e3sconf/202568000011

ICEGC'2025

  © The Authors,  published  by EDP Sciences.  This  is  an  open  access  article  distributed  under  the  terms  of the Creative
Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/). 



 

attack vectors and corresponding countermeasures within biometric authentication 
frameworks. As a result, both researchers and end users often lack a holistic understanding 
of the full threat landscape and the appropriate defensive strategies. For example, works in 
papers [1-12] have exclusively examined spoofing or presentation attacks. Similarly, reviews 
[13-20] have primarily addressed specific attacks within cancellable biometric systems. 
The paper is organized into several sections. The first section outlines the various steps of 
the proposed method. The second section discusses the experimental results along with the 
security analysis. The fourth section concludes the study. 

2 The suggested approach 

This new strategy leverages the two most popular chaotic maps in cryptography, known for 
their large key space and extreme sensitivity to initial conditions, thus providing strong 
resistance to brute force attacks. In addition, this innovative cryptographic system is based 
on the following axes. 

2.1  Axis 1: Chaotic Sequences selection  

Our algorithm recommended the integration of the two most widely utilized chaotic maps in 
the cryptography domain for their ease of configuration and their marked responsiveness to 
initial inputs, namely logistic, skew tent maps. 

 
- Logistic-map: The mathematical definition of this map (Un) [14-15] is provided in Equation 
(1). 

 

�
      �� ∈ ]0,5  1[      ,   � ∈ [3,75  4]

      ���� = ���(1 − ��)
                      (1) 

 
This map's Lyapunov exponent value of (Log(2)>0), indicates that it is very sensitive to 
beginning circumstances. Furthermore, configuring this particular card in any cryptosystem 
is uncomplicated. 

- Skew-tent-map: The mathematical definition of the Skew Tent map (Vn) is provided in 
Equation (2).  

�

�� ∈ ]0   1[       � ∈ ]0,5   1[

���� =  �
 (�)����             ��  0 < �� < �

 (1 − �)��  (1 − ��)   �� � < �� < 1

                      (2) 

 

This card possesses a highly significant chaotic component for a color image encryption 
system. The following image encryption system is denoted by de figure below: 
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Fig. 1. Image encryption process 

2.2 Axe2: Building encryption tools 

This first phase, utilizes an optimized version of the Vigenère cipher at the pixel level for 
improved ciphering performance using two large S-Boxes. For the smooth running of this 
part, several parameters will be developed. 

o (WC) of size (3nm; 2) confusion / diffusion table. 

o (WB) of size (3nm; 2)control / decision binary table. 

The construction of all these parameters is illustrated in the following diagram.: 

2.2.1 Confusion/Diffusion table (��) design  

A 3nm×2 table (WC), containing coefficients in G256, is employed to perform aliasing and 
diffusion operations at the pixel level of the original image. It has been spoken regarded as 
an encryption subkey, this Pseudo-Random table. The construction of this table is detailed in 
the algorithm 1. 

Algorithm1:  Confusion/Diffusion table (��) design 
1. ���  ��� = 1 �� 24�� 
2. ��(���; 1) =  (�(|�(���) − �(���)| ∗ 10��)%253) + 3) 
3. ��(���; 2) =  (�((�(���) + �(���)) ∗ 10��%252) + 1) 

4. ���� ���  

Each single column within the array (��) refers to an independent pseudorandom vector 
different from the other vectors. 

2.2.2 Binary table (��) design  

Designing the binary table of size (24nm×2) is essential for controlling the cryptographic 
operations employed in the proposed scheme. The construction of this table is described in 
Algorithm 2. 

Algorithm2:  Binary control tables (��) construction  
1. ��� ��� = 1 �� 24�� 

����� ������ 
2. �� �(���) ≤ �(���) �ℎ��  
3. ��(���; 1) = 1 ���� ��(���; 1) = 0 
4. ����� 

������  ������ 
5. �� ��(���; 2) < ��(���; 1)�ℎ��  
6. ��(���; 2) = 1 ���� ��(���; 2) = 0 
7. ����� 
8. ���� ��� 
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Each field in this table represents a binary array that will serve as a control mechanism 

for one or more ciphering processes. 

2.3 Axe3: Original image preparing 

2.3.1 Image to vector conversion 

In order to reduce the correlation between adjacent pixels and maximize entropy, the original 
image is first obfuscated using a pseudo-random table (WC), regulated by a decision table 
(BT). After extracting the three color channels (RGB) and converting them into vectors (Ob), 
(Or), and (Og), each with dimensions 1xnm, the conversion into the vector X(x1, x2, ..., x3nm) 
is performed according to the procedure described in Algorithm 3. 

Algorithm3:     Switching to vector  
1. ��� �� = 1 �� �� 

2. �� ��(��; 2) �ℎ�� 

3. �(3�� − 2) = ��(��) ⊕ ��(3��; 1) 

4. �(3�� − 1) = ��(��) ⊕ ��(3�� − 1; 2) 

5. �(3��) = ��(��) ⊕; ��(3�� − 2; 1) 

6. ���� 

7. �(3�� − 2) = ��(��) ⊕ ��(3�� −

1; 2) 

8. �(3�� − 1) = ��(��) ⊕ ��(3��; 1) 

9.  �(3��) = ��(��) ⊕ ��(��; 2)) 

10. ��� �� 

11. ���� �� 

The decision-making vector (��(: 2)) controls the modification of the vectors’s sign, 
effectively reducing high correlations between adjacent-pixels and maximizing entropies. 
This process enhances encryption strength, making it resilient against brute force and 
probabilistic attacks. This starting phase serves as a preliminary ciphering step for the original 
image. The resulting image (�) from this initial round will be subjected to the transformation 
to achieve a higher level of encryption. Fig. 2 depict an example of such operation. 
 

  

(a) Original Image (b) Converting Image 
Fig. 2. Grayscale transition 

2.3.2 The Original Fingerprint's Transformation 

The fingerprint's transformation unfolds across several stages, as illustrated in the Fig. 3. 
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Fig. 3. Original Fingerprint's Transformation 

2.3.3 Switching to binary 

The array (�) is transformed into a binary array (��) using the Table 1 of binary values 
lower than following and under the control of the vector ��(: 1) algorithm 3 bellow 

Table 1. Table (�) of binary values 

(T) 1 2 

0 0 0 

1 0 1 

2 1 0 

3 1 1 

 
The algorithm 4 below details the Pseudo-Random conversion of vector (�) into a binary 
vector (��), controlled by the decision vector (��(: 1)). 

Algorithm4:     Pseudo-Random conversion of vector (X) to binary 

��� �� = 1 �� 3�� 

� = � �
�(��)

16
� 

� = �(��) − 16 ∗ �  

� = � �
�

4
� 

� = � − 4 ∗ � 

� = � �
�

4
� 

� = � − 4 ∗ � 

�� ��(��; 1) = 0 �ℎ�� 

��(8 ∗ �� − 7) = �(�, 1) 

��(8 ∗ �� − 6�) = �(�, 2) 

��(8 ∗ �� − 5) = �(�, 1) 

��(8 ∗ �� − 4) = �(�, 2) 

��(8 ∗ �� − 3) = �(�, 1) 

��(8 ∗ �� − 2) = �(�, 2) 

��(8 ∗ �� − 1) = �(�, 1) 

��(8 ∗ ��) = �(�, 2) 

���� 

��(8 ∗ �� − 7) = �(�, 1) 

��(8 ∗ �� − 6�) = �(�, 2) 

��(8 ∗ �� − 5) = �(�, 1) 

��(8 ∗ �� − 4) = �(�, 2) 

��(8 ∗ �� − 3) = �(�, 1) 

��(8 ∗ �� − 2) = �(�, 2) 

��(8 ∗ �� − 1) = �(�, 1) 

��(8 ∗ ��) = �(�, 2) 

���� ��    

Fig. 4 depict an example of such operation. 
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Fig. 4. Pseudo-Random binary conversion operation  

This Pseudo-Random binary conversion operation is reversible.  

2.3.4 Applying a Global Swap 

The resulting vector (��) of dimensions (1; 24��) will be subjected to the global binary 
rearrangement (��) given by an increasing sorting on the 24�� values of the sequence 
(�) for the design of the vector (��) of the same size, obtained by applying the algorithm 
5 below: 

Algorithm5:  Global Swap application 
1. ��� �� = 1 �� 3�� 

2. ��(��) = �����(��)� ⊕ BW(��; 2) 

3. ���� �� 

2.3.5 Back to grayscale 

The transition to grayscale goes through the following steps: 
 Switching to ℤ/4ℤ 

The vector (��) is divided into two subvectors (��1), (��2), each of size (1; 12��). A 
cross-section table (��1) of size (12��; 3) is generated using the following procedure: 

 The columns (1), (2), and (3) are the permutations (Qr1) which indicates the bit index of 

the vector (XC1), (Qr2) which indicates the bit index of the vector (XC2), and (Qr3) 

which indicates the bit index of the vector (XC1).   These columns are obtained by a 

crossing sort on the 12nm value of the sequences (W), (U), and (V). 

The construction of all columns is described by the algorithm 6. 
Algorithm6:     Back to grayscale 

1. ��� �� = 1 �� 12�� 

2. ��(��; 1) =  ��1(��) 

3. ��(��; 2) =  ��2(��) 

4. ��(��; 3) =  ��3(��) 

5. ���� �� 

The generation of the vector (��) is described by the algorithm 7. 
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Algorithm7:     Generation of the vector (��) 

1. ��� �� = 1 �� 12�� 

2. �� ���(��(�� ; 2)) �ℎ�� 

3. X�(��(�; 3)) = ��1(��(��; 1)) ∗ 2 + ��2(��(��; 2)) 

4. X�(��(��; 3)) = ��2(��(��; 2)) ∗ 2 + ��1(��(��; 1)) 

5. ���� �� 

Fig. 5 depict an example of such operation. 

 
Fig. 5. Generation of the vector (��) example 

 Switching to ℤ/���ℤ 
The vector (��) is divided into four subvectors (��1), (��2), (��3), (��4) each of size 
(1; 3��). A cross-section table (��) of size (3��; 5) is generated. The field (1) is a 
rearrangement (Sr1) given by a crossing sort on the 3nm value of the sequence (WC(: 1)). 
This column indicates the bit index of the vector (XV1). The field (2) is a rearrangement 
(Sr2) given by a crossing sort on the 3nm value of the sequence  �WC(: 2)�. This field 

indicates the bit index of the vector (XV2). The field (3) is a rearrangement (Sr3) given by a 
crossing sort on the 3nm value of the sequence  (u). This field indicates the bit index of the 
vector (XV3). The field (4) is a permutation (Sr4) given by a crossing sort on the 3nm value 
of the sequence  (v). This field indicates the bit index of the vector (XV4). This field indicates 
the position of the calculated number within the generated vector (XS). 
This construction technique is given by the algorithm 8. 

Algorithm8:      Switching to Z/256Z 

1. ��� � = 1 �� 13� 

2. ��(�; 1) =  ��1(�) 

3. ��(�; 2) =  ��2(�) 

4. ��(�; 3) =  ��3(�) 

5. ��(�; 4) =  ��4(�) 

6. ��(�; 5) =  ��3(�) 

7. ���� � 

The generation of the vector (��) is given by the algorithm 9 below: 
Algorithm9: Generation of the vector (XS)  

1. ��� �� = 1 �� 13� 

2. �� ���(��(�� ; 1)) �ℎ�� 
3. ��(��(��; 5)) = ��1(��(��; 1)) ∗ 64 + ��2(��(��; 2) ∗ 16)  +  ��3(��(��; 2) ∗ 4)  +  ��4(��(��; 2) 

4. ���� 
5. ��(��(��; 5)) = ��1(��(��; 1)) ∗ 16 + ��2(��(��; 2) ∗ 4)  +  ��4(��(��; 2) ∗ 64)  +  ��3(��(��; 2) 

6. �����(��; 5)� = ��(�����(��; 5)� ⊕ ��(��; 3) 

7. ���� �� 

The vector (XS) represents the encrypted image of the fingerprint. 
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3 System Simulation and Evaluation 

Our simulation is conducted on a substantial number of randomly selected images from an 
extensive database will be processed using our proposed algorithm. The resulting 
performance metrics will be presented and compared with those of other existing 
technologies. It is understood that a robust algorithm is one capable of effectively countering 
any known attacks. An example of reference images subjected to the evaluation of our new 
algorithm is illustrated in Fig. 6. 

 
Fig. 6. Example of image encrypted using the proposed scheme 

3.1 Cryptographic key space evaluation 

Brute-force attacks are cryptanalytic techniques that aim to discover the ciphering key in a 
systematic manner evaluating every possible combination. As a result, a larger encryption 
key makes such attacks increasingly impractical. In our algorithm, the secret key size exceeds 
2128 [13-14-15], ensuring robust protection against brute-force efforts. For the simulation, the 
secret key is generated using three of the most commonly applied chaotic maps in 
cryptography. This results in a key comprising six parameters, each represented by 32 bits, 
yielding an overall size of(2�∗��) = (2���) ≫ (2���). 

3.2 Assessment of Key Sensitivity 

The chaotic maps utilized in our algorithm demonstrate a high sensitivity to initial conditions. 
As a result, even a small perturbation in any parameter involved in the regeneration of the 
secret key will produce a different key, leading to the generation of distinct chaotic vectors. 
This notable sensitivity of the key in our proposed approach is exemplified in Fig. 7. 

 
Fig. 7.  Ciphering key sensibllity 

A variation order of 10−7 in a single input is insufficient to restore the plain image. 
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3.3 Probabilistic Attacks Evaluation 

To validate the effectiveness of the proposed data cipher technique against probabilistic 
attacks, several tests were conducted on various images, with the most notable results 
presented.   

3.3.1 Histogram’s analysis 

A histogram represents the frequency of pixels corresponding to each grayscale in an image. 
The x-axis indicates the color levels, ranging from 0 to 255, while each vertical bar shows 
the number of occurrences of a specific color level. From a cryptographic perspective, the 
color distribution in an encrypted image is of particular significance, as it may reveal 
information about the original image. Conversely, if the histogram of the encrypted image is 
flat and uniform, it implies that no useful information can be extracted regarding the plain 
picture or the interdependence between them. Outcomes of simulated experiments of the 
suggested scheme are given in Fig. 6. 

3.3.2 Entropies analysis 

The concept of entropy is fundamental in cryptography, as it measures the randomness or 
unpredictability of a system. It is essential for assessing the security of cryptographic 
algorithms, particularly in the domains of encryption, key generation, and secure 
communication. Originating from information theory, developed by Claude Shannon, 
entropy quantifies the uncertainty or degree of randomness within a system. The entropy 
Ep(X) of a random variable X, with possible values �� and corresponding probabilities 
��(��), is given by Equation 3. 

Ep(�) = − � ��(��)

���

���

∗ ������(��)�                      (3) 

 
Throughout our simulations, the entropy of the encrypted pictures remains very close to the 
maximum measure of 8, as shown in Figure 8. This indicates that our algorithm is resilient 
to any entropy-based attacks. 

 
Fig. 8.  Example of encrypted images entropy 
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3.4 Analysis of differential constants 

Consider two encrypted images, C1 and C2, whose corresponding plaintext images differ by 
only a single pixel. The NPCR (Number of Pixels Change Rate) mathematical analysis for 
an image is expressed by the equation (4). 

���� = �
1

��
� �(�, �)

��

�,���

� ∗ 100                      (4) 

���ℎ     �(�, �) = �
1    ��      ��(�, �) ≠ ��(�, �)

0    ��       ��(�, �) = ��(�, �)
 

The mathematical analysis of the UACI (Unified Average Changing Intensity) for an image 
is given by Equation (5). 

���� = �
1

��
� ������(�, �) − ��(�, �)�

��

�,���

� ∗ 100                      (5) 

 
Table 2. The UACI and NPCR values for selected images 

Images UACI NPCR 

Image1 33.43 99.62 

Image2 33.44 99.61 

 
The values presented in Table 2, estimated for the chosen pictures tested with the suggested 
method, fall within widely accepted benchmarks. Notably, the NPCR value is near to 99.60%, 
and the UACI value exceeds 34.40%. These outcomes demonstrate that the suggested scheme 
is robust against differential attacks, with this security primarily ensured by the first round of 
encryption. 

4 Conclusion 

This strategy yields simulation results based on randomly selected images from image 
databases, utilizing a single Vigenere lap generated from two new substitution sboxes. The 
inclusion of two Feistel rounds at the bit level introduces additional dynamics to the system. 
The use of genetic crossover at the bit level, managed by chaotic crossover tables for Pseudo-
Random gray-level feedback, has significantly enhanced the time complexity of potential 
attacks. The results obtained have been both encouraging and promising. 
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