E3S Web of Conferences 680, 00052 (2025) https://doi.org/10.1051/e3sconf/202568000052
ICEGC'2025

Data Communication Network Based Active Fault-Tolerant
Control of Positive Switched Systems

Kenza Telbissi'* and Samira Elfaiz>

'Cadi Ayyad University, Marrakesh, Morocco
2MMCS Team, L2ISEI, Electrical Engineering Department, High School of Technology, Moulay Ismail
University, Meknes 50040, Morroco

Abstract. This paper investigates Active Fault Tolerant Control (AFTC) strate-
gies for positive switched systems under Average Dwell Time (ADT) con-
straints. Employing multiple Lyapunov functions, sufficient conditions are de-
rived. Leveraging these results, two theorems are developed to ensure asymp-
totic stability of the closed-loop system, accounting for the effects of unknown
input. To conclude, a practical example involving a data communication net-
work is presented to demonstrate its effectiveness.

1 Introduction

A positive system is a class of dynamical systems in which the state variables and outputs
remain non-negative for all time, given non-negative initial conditions and inputs. These sys-
tems are frequently used in real-world applications such as energy systems, biological sys-
tems, and data communication networks [1-3]. Notably, positive switched systems are par-
ticularly challenging, as they require the simultaneous consideration of both positivity con-
straints and the complexities introduced by switching mechanisms. Lately, positive switched
systems have emerged as a prominent topic in control theory, with ongoing research address-
ing key issues such as stability and stabilization [4-6].

The increasing demand for safety and reliability in modern engineering applications has
positioned FTC as a crucial control strategy in recent years [7-9]. FTC plays a vital role in
maintaining system performance and stability even in the presence of faults. FTC approaches
are commonly categorized into two main types: active fault-tolerant control (AFTC) and pas-
sive fault-tolerant control (PFTC). AFTC relies on fault estimation (FE) mechanisms com-
bined with reconfiguration or accommodation strategies to counteract faults effectively. In
contrast, PFTC designs robust control laws capable of preserving acceptable performance
even in the presence of time- varying uncertainties or faults. In comparison, AFTC requires
real-time fault estimation in order to guarantee the continued operation through the control
compensation techniques while PFTC designs a robust control law under a set of assumed
fault conditions. Numerous control methodologies have been applied within the FTC frame-
work, such as state feedback control [10], sliding mode control [11], adaptive control methods
[12], and neural network-based strategies [13], etc.

It is well known that ADT approach plays a crucial role in ensuring stability in positive
switched systems. ADT defines a bound on the number of switches within a finite time
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interval to maintain system stability and performance. This concept is increasingly relevant
in data communication networks where frequent switching such as between routes, channels,
or access points can lead to instability, increased overhead, and degraded quality of service.
By applying the ADT method, the number of switches is regulated over a finite time interval,
ensuring that the system spends sufficient time in each subsystem before switching occurs.
This constraint is essential in preserving the positivity and fault tolerant performance, while
also maintaining global asymptotic stability.

Motivated by these advancements, this paper considers an active fault tolerant control
while considering ADT and positivity constraints for linear switched systems. The contribu-
tion of this work can be summarized as follows:

e Our approach employs a PI observer, which yields less conservative results compared to
the method presented in [14], which uses a Luenberger observer.

e Compared to the work presented in [7], our method incorporates ADT constraints, which
play a crucial role in enhancing the control mechanism by ensuring system stability, con-
sistent performance, and efficient switching behavior.

e Most recent works on positive switched systems, such as [7] use numerical examples to
demonstrate the effectiveness of their results. In contrast, this paper proposes a different
approach. The proposed method is applied to fault estimation and accommodation in a data
communication network with three nodes under an active network attack.

e Unknown inputs are a critical factor in control systems. Unlike the work presented in
[14], which does not consider its impact, our approach explicitly accounts for disturbances
and addresses them using the H,, method. This allows us to effectively minimize their
influence on system performance, thereby enhancing robustness and reliability.

Throughout this paper, the following notations are adopted:
e For a matrix M, M7 denotes its transpose.
e The symbol * will be used to express the symmetric terms.

¢ 0 and I denotes the null and identity matrix with appropriate size, respectively.

2 Problem statement and some preliminaries results

Consider the following positive switched system:

it = Aspx@®) + Bopy(t) + f(1) + Exnd(?)
y@®) = Coux() (D
X(t) = X

where x(r) € R", u(t) € R", f(r) € R" , dr) € RY and y(r) € RP, are re-
spectively, the state, the control input, the fault, the bounded arbitrary disturbance in-
put and the output. We suppose the switching signal o(f) time-dependent, i.e. o(f) :
{(t0, o (20)), (t1,0(t1)), - - - (tr, 0 (t%)), - -+ ,| k = 0,1,---}. Some preliminaries are recalled for
the convenes of later proofs before presenting the next section.

Definition 2.1 [15] If for any non-negative initial conditions X(ty) > 0, non-negative un-
known inputs d; > 0, any fault f, > 0, the corresponding trajectories x; > 0 and y, remain
non-negative for all t > 0.

Definition 2.2 [16] A non positive system is said to be controlled positive, if the system in
closed-loop is forced by the controller to be positive.
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Definition 2.3 [17] A; is said Metzler matrix if its off diagonal elements are non negative,
thatis a;j < 0, for i # j.

Lemma 2.1 [17] Ifand only if A; > 0, C; = 0 and &; > 0, then, system (1) is positive.

Definition 2.4 [17] For any switching signal o(t) and any t, > t; > 0, let N, (11, t;) denotes
the number of switching of o(t), on an interval (t,,t,). If

h—1

Ng(t1,12) £ Np +

a

holds for a given Ny > 0 and 1, then the constant T, is called the average dwell time ADT
and Ny > 0 is called the chattering bound.

Lemma 2.2 [18] Given symmetric matrix S and matrices T, £(t) and H of appropriate size,
then

S+TTEH +H DT <0,

holds for £(1)T£(¢) < 1 if and only if there exists a positive scalar € such that
S+e'TTT +eH"H < 0.

Lemma 2.3 [17] If a real scale function ¢(t) satisfies the following differential inequality:
$(1) < =L(1) + w6(1) @

where { > 0 and @ > 0, then

() < et (0) + wjo‘ e56(t — T)dr 3)

3 Main results

The purpose of this section is to design an AFTC approach for positive switched systems
while taking into account the positivity and ADT constraints.

3.1 Robust fault estimation design

To estimate constant or time varying faults, the following SPIO is given:

) = AR + Biluln) + f(1) + Liy(0) = (1))
gty = Cik() 4)
fiy = AIKFCE@D + KICie)]

where K and K are the proportional and integral gains, respectively, £; is the observer gain
and the symmetric positive definite matrix A; represents the learning rate.
Setting &(7) = x(¢) — x(2), let

&) = (A; = LICHE®D) + Bi€p(t) + E;d(1)

Defining .ff(t) = f(t) - f(t), one get

Er(D) = f(1) = A(KFCiA; + K Ci = KPCLLCHER) + KT CiBig (1) — KT C:Eid(1)]
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The vectors of the augmented state and input are given by &(f) = [ £ ] (1) = [ d

(1) fo |
Then,
&) = A& + Do) )
where
= (A - LiC) B ~ | & 0
ﬂi - [ éai (:)ci]’Dl_[@ni I }’
0, = -AKICi+K'CA - K CiLiC), B, = -AKCiB, B, = —NK CiE;.

The weighted H,, technique with respect to the ADT constraint is used.

f T E (Y WEss - 7] f T (s)¥s)ds < 0, ©
0 0
with

w0

o [ o ] )

The following result design a robust actuator FE algorithm.

Theorem 3.1 Given constants «, y1, €, and u > 1, the augmented estimation error (5) un-
der switching signal with average dwell time T, is asymptotically stable with weighted H,
performance, if

-E; Ex  Ey 0 0 i
* _ESI E7[ Ti E101 0
* * —yf]l 0 0 0 <0 ®
* * * —y%]l 0 0
% % % * —Ei_lﬂ 0
*k % % % % _E12l
P; < /JPJ' )
and the ADT satisfying
In
Ty > T = —£ (10)
a

Elli = (chi)T and élZi = ZKP, - KZG;]H.

Proof 1 Consider the following multiple Lyapunov function with v(t) = 0:

Vi) = E@Pi&D (11)
where

~ P; 0

e A ]



E3S Web of Conferences 680, 00052 (2025) https://doi.org/10.1051/e3sconf/202568000052
ICEGC'2025

Along the trajectory of the augmented estimation error in (5), we have

Vi) +aVi) = EOPED +E OPED + of OPEG) (12)
Substituting (5) into (12), we obtain

Vit) + a Vi) = E (A Pi + PiA; + aPHED) (13)
Then by (20), we get

Vit) + V(1) < 0, (14)
it follows that

Vi1) < —aVi(1) 15)

Letty <t) <th <...,tx <lgs1... < tdenote the switching instants of o(t) over the interval
[to, t]. Then, for any t € [t, ty+1), it holds that

Vi(E@) < Vi(E@w)e ™ (16)
According to (9), (16) and over the interval [ty, t), we have
Vi) < ue™ vy (E(17))
< pe” DY, (5 (fk—l))
<Y (E(n) (17)

< o000y, (E (1)
Using, Ny (to, 1) < No + (t — ty) /74, (17), we get:
Vi) < phoeme Wity (& (1))

Ifthe ADT satisfies (10), then, Vi(t) converges exponentially to zero whent — oo. As a result,
(5) is asymptotic stable.

Now, the proof of the weighted Ho, performance is considered.

Let J1(t) = —ET(OWE(t) + y>¥(t)T (1), one obtain

Vi) + aVi(t) = J1(1) < BT (OTB() (18)

where

AT P. + D. A D. Y P.D. g
roo | AP P oW P,D,]’ﬁ(t):[f(t)}

. I (1)

Substituting the corresponding values of P;, A; and D; into T;, one has

where 2,; = —(7(Z.PC,-?1,')T - (‘K{C,)T +P,B;i+ (KPCiLiCi)T. Matrix T'; is rewritten as follows:
Ui =T+ 9 Hi+H T, (19)
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where

-B; By E4 O
R A ~ ~ I
Lo = 5 Ji=1LCi 0 0 0], H;=[0 (K;C)" 0 O]
* * -y I 0
% * * —‘y%]l
Using Lemma 2.2 and Schur complement as ¥ = 1, we obtain the following Inequality:
_Elz Ezi ééli 0 0 él]i ]
* -Bs By T Eioi O
- x =y T 0 0 0
5 = e <0 (20)
* * =yl 0 0
* * * *k —€ IH 0
* * * * * -l |
where
Ey = -AP-PA A+ ZC) +(ZCi) - aPi — Wi, 21D
i = ~(KCA) —(KC) +PiBL i = A7
Eu = P&, Esi=(K'CB)+ (K CB)' — Wy, 55 = K/ CiEi, Eroi = K C,
B = (LG Zi=P L.
Therefore, if (20) is satisfied, then, I'; < 0. It is clear that
Vi(t) < —aVi(t) + 1 (1) (22)
By Lemma 2.3, one has
t
Vi) < eV, (1) + f eV (s)ds (23)
73

Denote to, 1, ty, tee1 *+
(23) and (9), we have

Vi)

IA

A

IA

IA

IA

<

as the switching instants during interval [ty,t] and according to

!
e Y, (1) + f eI (s)ds

3

!
pe "V, (1) + f e Ji(s)ds (24)

3

s !
pe™ DY, () + p f e ) J(s5)ds + f eI (s)ds

k-1 3
!

Tk
ey, (t,:_l)+ﬂf e*"(’*s)fl(s)ds+f e (s)ds

Ti—1 I

1y
,uNrr(foJ)e—tl(l—fo)(VO (to) +MNa(to,t)f e“”(’_s)Jl(s)ds +ee-

fo

19 !
IuNn(tHJ)f e—w(t—S)Jl(S)dS+IuNa(lk,l)f e—G(I—S)Jl(S)dS

-1

3

t
ILer(f(],l)e_O/(f—f(])(VO (fo) + f ﬂNﬁ(s,t)e—a(t—s)jl(S)ds

fo
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Under zero initial condition, (24) implies
! !
f e—(l(l—S)+N[,-(S,t) ll’l,ug-T(s)ng-(s)ds < ,y% f e—(l/(t—x)+/\/o-(x,t) lnﬂvT(s)v(s)ds. (25)

fy fo

Multiplying both sides of (25) by e Ne©@D i yie] s
f ot N0 ME (sYWE(s)ds < y7 f N0 T (015 (26)
10 1o
Using N5, s) < s/t, and 7, > 1”7” we have N;(0, s)Inu < as. Hence, (26) implies
ft e =970 () WE(5)ds < y% ft e =I5 (9)7(s5)ds 27

0 4]

Forty = 0 and t — oo, we get (6).

To highlight the estimator gain £; within the component Z;, it is recommended to represent
the matrix E; in a form that incorporates the variable Z; = P, L;.

we have
5 - [ Wi \f’IZi ] <0, 28)
W
where
-Z, Zx E4y O 0
+  —Hs Hy T B
¥ = * =1 0 0 |, Pui=-6l,P=I[E], 0 0 0 0]".
* * * —)/%I[ 0
* * * * -1

Pre and post multiplying Inequality (28) by €;, one can get

Vi WP
- 0, (29)
x  P¥pPi

where

I 0
Q; = .
[0 Pi]

Moreover, Inequality (28) implies that

¥, < 0.
According to

(Pi + kP55 Pani(P; + KF5;) < 0.
we get

PP < 2P — k20 k21 (30)
Replacing (30) into (29), one has

¥y Y0P
* —2kP; — k¥ )

22i

<0. (€28

Replacing P1;, P22;, Pay; into (31), the LMI (8) is obtained.
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3.2 Fault accommodation design

Based on the obtained state and fault estimation information, an active fault tolerant controller
is provided.

u(t) = Gix(t) — f(1) (32)
where G; are the controller gains. Substituting (32) into (1), we get

) = Aux() + p(t)

y(m = Cix(d) 33
where A.; = A; + B,Gi, p(t) = 6(t) + Ev(t), 8(1) = —=BiGié(t) + Bié(¢). Introducing:

f ) e xT (s yWx(s)ds — 3 f ) oL (s)p(s)ds <0 (34)
0 0

Theorem 3.2 Given constants y,, @ and u > 1 and if there exist a symmetric positive definite
matrix X; and matrices Y;, Gi, such that the following LMI holds

ﬂiXi+Biyi+XiﬂiT+yiTBiT+aXi & X;
* —y%l[ 0 < 0 35)
* * -Ww
X; < ,UXJ'
AX; + BY; are Metzler (36)

where G; = Y;: X l.‘l, then, for the switching signal o(f) with ADT constraint (10), System (33)
is asymptotically stable.

Proof 2 Let us set p(t) = 0 and consider a multiple Lyapunov function as:

Vit = A OPx(n) (37)
One has

Vi) +aVi) = xTOALP; + PiA + aP)x(0) (38)
then by (35), we get

Vi) + aVi(1) <0, (39)
it follows that

Vi(t) < —a V() (40)
Integrating the above inequality for any t € [ty, tyy1) gives that

Vi (x (trs1)) < Vi (x (1)) e (41)

Thus, over the interval [ty, t] and according to (36), (41) and Ny (ty, 1) < Ny + (t — ty) /74, it
follows that

Vix(0) < eV, (x (1))
< pe g, (x (t,:))
: (42)
< #Mr(togf)e—a(f—to)ri/o (x (1))
< #No e*(tYflﬂ(ll)/Ta)(t*to)q'/o (x (1))
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Therefore, if the average dwell time (10) is satisfied, the state x(t) — 0 when t — oo, which
means that the system (33) is asymptotically stable.

Now, we set J»(f) = —xT (YW x(t) + 7pr(t)p(t), for any p(t) € 1[0, c0) and with xo = 0. It is
noted that

Vitt) + aVi() - o) < 7" ©)Om(2) (43)
where

o, = [ﬂTSD + PiA +aPi+ W PS} (t)_[x(z)]
* p(1)

Pre and Post-multiplying ©; by dtag{SD U 1} and its transpose, the following inequality holds:
[ PAAL + AP+ PIWP + P! & }
* —y2]I
Denote
Xi =97 (44)
Using schur complement, the inequality (35) is obtained. If (35) is satisfied, one get:
Vit +aVi) - o < 0 (45)

By Lemma 2.3, we have

Vit) < e OV (1) + f e~ =9 T, (5)ds (46)

3

Based on the same reasoning given in the proof of Corollary 3.1, one can obtain

f =905 T (Y Wx(s)ds < y3 f Il (s)p(s)ds “7)

fo fo

Forty = 0andt — oo, Inequality (34) is obtained. To finalize the proof we mulnply Inequahty
(A+B; Q,) by P (on the right), this can be rewritten as (A;Pi~' +B; Q,P ), where X; = SD
Y =GP, -~ then (36) is derived. The proof is completed.

4 Data Communication Network Example

In this section, we examine the issue of Fault-Tolerant Control (FTC) applied to a data com-
munication network composed of three nodes [14]. A typical scenario is considered, in which
a large data packet is transmitted from control center A to communication terminal B via a
switched network. This network alternates between two operational modes as shown in Fig-
ure 1, i.e. idle mode and busy mode.

When a network node carries more data than it can handle, congestion may occur, leading
to the loss of data packets. Conversely, transmitting too little data results in inefficient use
of network resources. To tackle this issue, a switched positive system model of the form
X(t) = Arpx(t) has been proposed, where x(¢) = [x;(), x2(2), x3(H)]T denotes the amount of
data transmitted by each node per unit time. The work presented in [19] extended this model
by introducing a control input u(z), designed to discard data packets when congestion occurs
or to send new packets when the transmitted data is below the network’s capacity.
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busy-time
model

control
center

communication
terminal

oot

idel-time
model

Figure 1: Data communication network composing of three nodes.

To enhance the model’s realism and evaluate the robustness of the FT'C design, we intro-
duce in this paper an an actuator additive fault, denoted by f(r), which is used to represent
a network active attack scenario. In this case, a malicious entity forces the control center to
send an unbearable amount of data packets, exceeding the physical capacity of the network,
which can lead to severe congestion and packet loss. This fault is additive in nature and di-
rectly affects the stability of system. The configuration described is appropriately represented
by system (1), where matrices A;, B; and C; are given as follows [14]:

[ -2 14 0.6 -2 02 2 0.2
A = 09 -1 05 [\Ay= [ 035 -1 02 |[,8,=| 04 ‘,
| 0.1 04 -0.7 01 2 =37 0.15
[ 0.3 0.01 0.05 0.04 0.02 0.01 0.03
B, = 0.1 |,C;=| 001 005 002 |,C,=| 001 0.02 0.03 ‘,
| 0.2 0.25 0.03 0.06 0.05 0.04 0.01

Moreover, The disturbance considered in this paper represents random and unpredictable
variations in network traffic, such as sudden spikes in data flow, background traffic from
other systems, or environmental interference. The disturbance matrices are given by:

0.2 0.1
& = | o012 0.14 |,

0.3 0.4

,6r =

Taking y; = 0.5,y =04, ¢ = 0.3, &, = 0.2, « = 0.8 and u = 1.6, the parameters of the
SPIO and fault tolerant controller are given as follows:

G = | -125 135 1191 |.G,=[ 790 145 1433 |,

K = | -0.140 -0.556 0231 | K, = 0.181 -0.5165 0733 |,

Hor = | -43.047 32782 93238 | Kyn=| 4177 -2061 88.602 |
502.678 837.259

Ly = | 1201662 |, £, =| 860.980 |, A; = 465.56, A, = 225.67,
149.68 809.968

10
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25

A s = L

0 5 10 15 20

Figure 3: fault f,(#) (solid line) and its estimate (dotted line).

In the simulation, the disturbance is modeled as a random signal with a magnitude of 0.8. If
the fault occur, we can present it as follows:

0 0<r<8
fl(’)‘{zo 8 <1< 20

0 0<r<8

f2(‘)‘{ 20+ 8sin(1.6r) 8 <1<20

Figures 2 and 3 demonstrate that both constant and time-varying faults are accurately and
rapidly estimated, even in the presence of unknown inputs. In Figures 4-6, the asymptotic
stability of the closed-loop system is preserved despite actuator faults. Moreover, the sys-
tem states and the observer remain non-negative, confirming that the required conditions are

satisfied.

11
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0.1

0.3
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10 15 20
t

Figure 4: state x;(¢) (solid line) and its estimate (dotted line).

0.8

— 0.4

0.2

10 15 20
t

Figure 5: state x,(#) (solid line) and its estimate (dotted line).

0.5

0.4

0.3

I3(t)

0.1

Figure 6: state x3(¢) (solid line) and its estimate (dotted line).
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5 CONCLUSION

This paper is devoted to treat the issue of robust FTC with Unknown input and positivity
conditions. Using multiple Lyapunov function and the ADT constraints. Hence, the designed
observers gains satisfy the stability and positivity of the augmented system while the robust-
ness conditions are respected. Finally, a practical example is given to prove the effectiveness
of the developed results. As perspectives of this paper, we believe that an extension to FTC
based on neural network observer can be done using the same technique developed in [20].

References

[1] S. Alyahia, C. Barbalata, M. Malisoff, F. Mazenc, Nonlinear Analysis: Hybrid Systems
54, 101 (2024)
[2] H. Ma, L. Zhang, H. Yang, C. Yang, Y. Zhang, Y. Hu, Journal of Control and Decision
pp- 1-11 (2024)
[3] X. Gu, Z. Guo, X. Wang, D. Henry, J. Cieslak, IEEE Control Systems Letters (2024)
[4] J. Zhang, P. Zhang, T. Raisi, B.U. Aslam, Scientific Reports 15, 2401 (2025)
[5] J. Wang, J. Liang, K. Wang, Q. Li, ISA transactions 146, 142 (2024)
[6] LJ. Liu, Z. Zhang, H.R. Karimi, S.Y. Chen, Asian Journal of Control 27, 1964 (2025)
[7] K. Telbissi, A. Khallouq, A. Benbraim, Observer Based Fault Tolerant Control for Pos-
itive Switched Systems with Time Delays, in 2025 5th International Conference on In-
novative Research in Applied Science, Engineering and Technology (IRASET) (IEEE,
2025), pp. 1-5
[8] G. Papini, N. Faedo, G. Mattiazzo, Renewable and Sustainable Energy Reviews 199,
114507 (2024)
[9] Z. Junfeng, M. Li, T. Raissi, Asian Journal of Control 23, 1831 (2021)
[10] D. Cui, C.K. Ahn, Y. Sun, Z. Xiang, IEEE Transactions on Circuits and Systems II:
Express Briefs 71, 3810 (2024)
[11] M. Liu, N. Xu, International Journal of Systems Science 55, 2659 (2024)
[12] P. Patel, S.B. Roy, S. Bhasin, Nonlinear Analysis: Hybrid Systems 58, 101619 (2025)
[13] M. Hu, X. Huang, Q. Shi, F. Yuan, Z. Wang, Nonlinear Dynamics 112, 12485 (2024)
[14] H. Sobhanipour, A.A. Afzalian, International Journal of Robust and Nonlinear Control
29, 4971 (2019)
[15] K. Telbissi, Actuator fault detection for positive switched systems based on linear pro-
gramming techniques, in 2022 26th International Conference on System Theory, Control
and Computing (ICSTCC) (IEEE, 2022), pp. 201-206
[16] A.B. BRAIM, F. Mesquine, Positive fractional observers for positive linear fractional
order systems with input constraints, in 2019 8th International Conference on Systems
and Control (ICSC) (IEEE, 2019), pp. 135-140
[17] K. Telbissi, A. Benbraim, A. Benzaouia, International Journal of Dynamics and Control
11, 748 (2023)
[18] K. Telbissi, A. Benzaouia, International Journal of Adaptive Control and Signal Pro-
cessing 34, 389 (2020)
[19] J. Zhang, Z. Han, F. Zhu, International Journal of Systems Science 46, 2111 (2015)
[20] L. Chen, Y. Zhu, C. Ahn, IEEE Transactions on Neural Networks and Learning Systems
(2021)

13



