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Abstract. Traffic-driven epidemic spreading on single or
isolated complex networks has been extensively studied over the
past decade. However, traffic-driven epidemic spreading in a
network of networks has not received sufficient attention.
Understanding the dynamics of traffic flow in such a network of
networks is crucial for optimizing performance and minimizing
congestion. Inspired by the variety of studies on routing algorithms
in isolated networks, this paper shifts attention to the impact of
routing schemes on traffic dynamics within a network of networks,
and further demonstrates that the structure of a network of networks
can significantly influence the spreading of epidemics driven by
traffic dynamics. Simulation results show that our proposed method
Border Administrative Authority (BAA) yields superior outcomes
without extra cost and load of traffic to overcome the congestion
problem in traffic dynamics. Moreover, we find that coupling
through peripheral nodes delays epidemic outbreaks more
effectively than hub-to-hub coupling between two networks.
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1. Introduction

Modern society relies heavily on the efficient operation of various networked
infrastructures, including maritime networks, power grids, the Internet,
transportation networks, and more [1,2]. Traffic management within these
networked systems poses a significant challenge. Complex networks have
garnered substantial attention due to the interactions among elements in such
systems [3]. Additionally, the theory of complex networks offers a set of tools
and diagnostics that prove useful in gaining insight into these systems.

In the late 1950s, Erdos and Renyi proposed a random graph model that
opened up the systematic study of complex network structure in mathematics [4].
Indeed, numerous studies have focused on understanding the interplay between
network structure and dynamics from the perspective of complex networks [5],
since the discovery of small-world [6] and scale-free [7] topological features at
the end of the last century have generally assumed that all of the nodes interact
on a single network with a single degree distribution; however, this assumption
implies that every node is part of a single network and is represented by a single
underlying topology.

In reality, however, societies are composed of many interconnected
networks. In particular maritime transport has led many researchers to investigate
and describe the structures and dynamics that make transportation an
interconnected complex network [8-10].

To improve traffic flow and alleviate congestion in rapidly expanding
communication networks, many traffic models have focused on developing better
packet routing strategies. These traffic models aim to describe real traffic systems
by introducing concepts such as the packet generating rate R, with randomly
selected sources and destinations for packets [11]. At the critical packet
generating rate Rc, a continuous phase transition from a free-flow state to a
congested state occurs. During the free-flow phase, the numbers of created and
delivered packets remain balanced, resulting in a steady state. Conversely, in the
congested phase, the number of accumulated packets increases over time, due to
the limited delivering capacity or finite queue length of each node.

Numerous, studies have been conducted on traffic congestion within the
framework of isolated complex networks over the past decade [12]. These studies
have revealed that traffic congestion is closely related to the network structure
[13-15]. For instance, in [16], the authors examined several representative
topologies of complex networks and provided the corresponding theoretical
estimates of the traffic capacity. In [17], the authors proposed, building on Zhao’s
work, two general types of scenarios to alleviate traffic congestion and improve
traffic performance: modification of the network topology and development of
more effective routing algorithms. Compared with the potential cost of changing
the structure of well-established networked systems, proposals of clever routing



E3S Web of Conferences 680, 00068 (2025) https://doi.org/10.1051/e3sconf/202568000068
ICEGC'2025

criteria seem to be more practical and thus have attracted much interest [18].
Among the various proposed routing protocols, the packets in these studies are
primarily forwarded based on two broad classes of routing strategies. In the first
class, packets are forwarded based only on local information, known as the local
routing strategy [19]. In contrast, the second class involves utilizing information
from the entire network, including strategies such as the shortest path strategy
[20, 21], the efficient path strategy and the global routing strategy [2].

While the issue of traffic congestion has been extensively researched, most
previous studies have concentrated on isolated networks. However, many real-
world infrastructure networks are interconnected or interact with one another. In
order to model the interactions between real-world networks, several coupled
network models have been developed [22]. In [23], the authors proposed a
theoretical model of interdependent networks. Another kind of coupling model
involves interconnected networks that include physical links between networks
and provide paths for traffic transmission [24]. In another study on traffic
congestion, authors in [25] show the effect of interconnections on traffic
congestion in interconnected Brabasi-Albert scale free networks. Furthermore, in
[26], the authors analytically proved that the structure of multiplex networks can
induce congestion for flows that otherwise would be decongested if the individual
layers were not interconnected.

The importance of the study of complex networks is justified by the different
phenomena that occur on these networks, such that epidemic spreading. Indeed,
The Human society has suffered from various viruses that have to do with human
nature; such as AIDS, HINI influenza and viruses that have to do with
technological development such as computer viruses [27-30]. Much researches
have been done to understand the dynamic process of epidemic spreading on
complex networks [31,32].

Many works have been concentrated on the traffic driven and epidemic spreading.
The first work on the traffic-driven epidemic spreading was achieved by Meloni
et al. [33,34], who found that the behavior of agents influences the disease
spreading. Meanwhile, Yang et al. in [35] treated the relation of outbreak time
associated with traffic-driven epidemic on the complex network. O. Bamaarouf
et al in [12] studied the effect of the different routing algorithm strategies on
epidemic spreading in isolated complex networks.

The effect of routing algorithm strategies on epidemic spreading in complex
networks of networks has been ignored and has not received an adequate
attention. This reason motivated us to get along to study this topic. In this paper,
we studied the effect of structure on epidemic spreading in complex networks.

In this paper, the propagation of viruses in the network is modeled via the
Susceptible—Infected (SI) model.

In real interconnected networks, there are different administrative routing
policies [36]. However, these policies have some drawbacks; such as the
difficulty of exchanging and updating information about the subnetworks for all
routers, along with the high economic cost associated with information exchange.
To address this drawback, the internet uses a well-known routing protocol
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between different Autonomous Systems (AS). This routing protocol is called the
Border Gate Way Protocol (BGP) [37]. In this paper, it is proposed to use of a
simplified model version of this protocol, which separates the two administrative
authorities and introduces rules for exchanging information between the two
networks. The main results show that comparable performance can be achieved
without the additional cost and load of a global routing protocol.

2. Model and methods

2.1. Network structure

Many real-world systems are modelled by the classical network topology
“Scale Free Networks (SFN)”. To build an SFN that was developed by Barabasi-
Albert (BA) m, starts with fully connected nodes. At each time step, a new node
is added, and the network continues to evolve over time through the growth
concept. m  new links are established with the existing nodes according to the
preferential attachment at each time step. This process generates a scale-free
network with a power law degree distribution characterized by the existence of
high-degree nodes (called hubs) and low-degree nodes (called peripheral nodes).

In the present study, only two BA scale-free networks labelled A and B were
focused. These two distinct networks are interconnected by adding links,
facilitating traffic paths between them. This system is referred to as a global
network. Here, N;; represents the number of links interconnecting sub-network
A and sub-network B. The connection process involves selecting a node from
network A and another from network B, and then connecting them. This process
is repeated until N;; interconnected links are added. Nodes from sub-network A
(respectively sub-net B) connected to sub-net B (respectively sub-net A) are
called border nodes.

2.2. Traffic routing schemes

In a given Global network, at each time step, R new packets are generated
with randomly chosen sources and destinations (within sub-net A or sub-net B).
Each node can deliver at most C packets towards their destinations (we set C=1).
It is assumed that the queue length of each node is unlimited. The first-in-first-
out (FIFO) principle applies to the queue. Every newly generated packet is
placed at the end of the queue at its source node. The packet is removed from the
system when it reaches its destination. In this model, packets are forwarded
according to different routing strategies:

e Unique Administrative Authority “UAA”

In this case, there is a single policy strategy (PS) for routing across
the entire global network. As there is a uniform policy strategy,
there is no distinction between the packet belonging to sub-net A or
to sub-net B. In this study, the shortest path routing strategy is
selected as the PS for the global network.
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e  Multi Administrative Authority “MAA”

In this case, there are two policy strategies PS, and PSg, and each
network has its policy strategy; sub-net A adopts policy strategy A,
while sub-net B adopts policy strategy B. Each packet belonging to
sub-network A is forwarded using policy strategy A, and likewise,
packets belonging to sub-network B are forwarded using policy
strategy B. In this work, PS, represents the shortest path routing
strategy, while PSp denotes an efficient path routing scheme.

In both models mentioned above, the construct of an optimal
shortest path between any source and destination across the two
sub-nets necessitates that every node in the network possesses
global information about the network structure. However, this
approach is not cost-effective due to the additional traffic load
required for exchanging and updating information about the
network's status.

e Border Administrative authority “BAA”

In this strategy, each node within a sub-net possesses global
information only about its respective sub-net. Additionally, border
nodes possess information about all the other border nodes. There
is no exchange of information between sub-nets A and B (Figure 1).
PSA (respectively PSB) is used as a routing algorithm within sub-
net A (respectively B) independently. However, between sub-nets A
and B, packets are forwarded randomly from one border node to
another in the destination sub-net. If a packet is generated with both
the source and destination, within sub-net A, it is forwarded
exclusively to PSA. The identical procedure applies to packets
generated within sub-network B, utilizing PSB. If a packet is
generated with a source within sub-net A and the destination within
sub-net B, it is initially forwarded to PSA. Upon reaching a border
node of sub-net A, the packet is then randomly sent to a border node
of sub-net B. Upon arrival in sub-network B, it adheres to PSB. The
same procedure holds for packets generated with source within sub-
net B and destination within sub-net A.

== Border links
e RANdOM
89 —PS,

AN

f destination

Source
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Figure 1. Schematic represents a border administrative authority (BAA).

2.3. Epidemic model

The interest of the previous studies on the spreading was mainly on how the network
topology affects the epidemics [35]. Indeed, the typical approach is to assign a certain
probability of infection to each link originating from an infected node. In many
realistic situations, even when there is a link connecting two nodes, the infection will
not propagate unless some kind of traffic happens between the nodes. Following this
logic, we have implemented the Susceptible—Infected (SI) model in which the nodes
can be divided into two states: either susceptible (S) or infected (I). Beginning with
an initial proportion of infected nodes iy = /o/N, the infection spreads in the network
through packet exchange. The entire packets in an infected node are infected and
similarly all the packets in a susceptible node are uninfected. Once a susceptible node
receives a packet from an infected neighbor node, it has the probability S of being
infected (Fig. 1).

B
S I

Figure 2.Schematic representation of an SI model with an infection probability 8

3. Results and discussion

In this section, we present our results by focusing on two main aspects: first, the
impact of traffic dynamics within a network of networks, and second, the influence

of the network-of-networks structure on epidemic spreading.

In this part of the results, we first investigate the effect of routing
schemes on traffic dynamics within a network of networks. For the
simulations, two networks are considered, denoted as A and B. It is
assumed that these two networks have the same size (N, = Np) and a total
network size of N,z = 500. Additionally, they share the same average
degree: < k, > = < ky >= 4, with 5 interconnecting links between the two
subnets (N;,; = 5). The selection of border nodes in both networks is done
using preferential attachment, where the probability P; of connecting to an
existing node i is proportional to the degree k; of the node as expressed by
Eq. (1):

P = m
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To characterize the phase transition of traffic flow in the entire
maritime network, density is employed as an order parameter, as it is described by Eq.
(2) [30]:

l. C <ANp>
=im-—:-
P t—»oo R At @

Where:
R are the new packets generated in the entire network.

C is the delivered node (here, we set C = 1 for each node).

AN, = N, (t + At) — N, (¢t) ®)

AN, : represents the change in the total number of packets within the network
over a time window of width At.

< AN, >:indicates the average over time windows of width At.

The order parameter reflects the equilibrium between the inflow
and outflow of packets. In the state of free flow, characterized by a balance between
created and removed packets, the order parameter p approaches zero. As the packet
generation rate R increases, a critical value R, emerges, marking the phase transition
from free flow to congestion. Once R exceeds R, packets begin to accumulate
continuously throughout the entire network, resulting in a steady p value greater
than zero. The network's capacity can be measured by the maximum generation rate
R, observed at the phase-transition point.

In Figure 3, the traffic density p, is plotted against the number of packets R,
under various network administrative authorities. Specifically, p,, pg, and pr
represent the order parameters for sub-networks A, B, and the entire network AB,
respectively.

In Figure 3(a), a singular routing algorithm (shortest path: SP) is utilized
across the entire network, while in Figure 3(b), multiple routing algorithms (SP for
subnet A and efficient path: EP for subnet B) are employed. Both routing strategies
require that every node within the subnet possesses global information regarding the
network structure. In each network, there is a critical R value (Rc), below which the
traffic density remains at zero (indicating free flow), while above which the traffic
density increases with an increase in the packet number R (indicating congestion
phase). Moreover, the UAA strategy (Figure 3.a) exhibits an asymmetry of Rc
between networks A and B, where R4, = 6, whereas R.z = 3. However, in the MAA
strategy (Figure 3.b), both networks exhibit almost the same critical value (R4 =
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6 and R.g = 5). Furthermore, at high R values, the UAA strategy shows that both
networks A and B have almost the same traffic density. Nonetheless, adopting the
MAA strategy reveals that network A experiences twice as much congestion as
network B, indicating an imbalance between the two networks in terms of congestion.

Figure 3(c) illustrates the outcomes of the BAA strategy. Here, distinct
routing algorithms are applied to the two subnets, with SP utilized for subnet A and
EP for subnet B independently. Packet transmission between the two subnets occurs
randomly. In this network administrative authority, each node possesses information
solely about the network to which it belongs. This figure indicates that using this
strategy, the traffic density exhibits the same qualitative behaviour as the
aforementioned strategies. However, the transition from free flow to congestion phase
occurs at the same critical value of the number of packets, R, (R.y = R,z = 7), for
both networks A and B. Additionally, both networks exhibit asymmetry in terms of
traffic density, with network A showing lower density compared to network B.

For a better comparison between the three strategies: UAA, MAA and BAA,
the total density of the system, including both networks A and B, as an order parameter
as a function of packets number for the three routing strategies is illustrated in Figure
4.

Significant differences are observed among the three strategies, with varying
transition points from free flow to congestion phase: Rcl = 3,Rc2 = 6,and Rc3 =
7 for UAA, MAA, and BAA respectively. Consequently, the proposed strategy (BAA)
can sustain the system in free flow mode for a larger number of packets compared to
UAA and MAA, facilitating congestion-free information transmission. Another
distinction lies in the transition nature: UAA and MAA exhibit a second-order
transition from free flow to congestion phase, whereas BAA demonstrates a first-order
transition. (economic cost....).



E3S Web of Conferences 680, 00068 (2025) https://doi.org/10.1051/e3sconf/202568000068
ICEGC'2025

T UL L L L LI
0 2 4 6 8101214R1618202224262830




E3S Web of Conferences 680, 00068 (2025) https://doi.org/10.1051/e3sconf/202568000068
ICEGC'2025

1,0 T T T T T T T T T T T T T T
—=—p, (c)

0,8 —e—p, i
—a—p.

0,6

a
0,4
0,2+ P
Teogeoeet e taon AR
0,0 4
T —T

T T T T T T T T T T T
0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30
R

Figure 3. Evolution the order parameter p as a function of packets number R under different

network administrative authorities. UAA (a), MAA (b), BAA (¢).
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Figure 4. Comparison the capacity of traffic as a function of packets number, under different

network administrative authorities. UAA, MAA and BAA.

For a deeper analysis of the impact of the proposed strategy, the
travel time is analyzed using the three strategies.

10
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The travel time, or transport time, of a packet is defined as the total duration it spends
in the network from its creation until it reaches its destination [19]. Another approach
to defining it involves adding the path length (total number of nodes along the path)
to the total waiting time at the node queues along the packet trajectory. The average
travel time is determined by summing and averaging the travel time of all packets that
successfully reach their destinations.

Figure 4 demonstrates the traveling time as a function of the number of packets (R)
for three routing schemes UAA, MAA, and BAA. Initially, as it is obvious that the
first lowest number of packets (R < 12) are somehow similar when it comes to the
three routing schemes, which means they are identical in their traveling time.
However, the difference appears after the highest number of packets (R > 12), where
it is noticeable that UAA and MAA have an increase in the average traveling time for
the number of packets to reach their final destinations. Contrasting with BAA, it is
noticed that it has a proficient traveling time when it comes to the number of packets
toward its goal destination.

Another parameter to evaluate the performance of the network is the
path length. it specifically pertains to the packets that have been successfully removed
from the system. It is calculated by summing the path lengths of all removed packets
and dividing this total by the number of removed packets. Here, the path length refers
to the number of hops that each packet makes from its source to its destination .

Figure 5 illustrates the relationship between path length and the
number of packets for the three routing schemes: UAA, MAA, and BAA.

UAA demonstrates the poorest option with the lowest path length compared
to MAA and BAA. This indicates that UAA is not cost-effective and leads to
additional traffic load. Conversely, BAA shows a significantly improved path length
compared to UAA and slightly higher than MAA. Additionally, BAA demonstrates
good performance without adding extra costs or traffic load compared to the other
strategies. In the SP algorithm, packets try to navigate from source to destination
following the shortest paths by traversing a minimum number of intermediate nodes.
In contrast, when either the EP and GD algorithms are used, packets try to avoid
congested nodes by using more intermediate no congested nodes following longer
paths.

11
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Figure 5. The average traveling time as a function of packets number, under different network

administrative authorities. UAA, MAA and BAA.
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Figure 6. The average path length as a function of packets number, under different network

administrative authorities. UAA, MAA and BAA.
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Building on the analysis of traffic dynamics, we now turn to the second aspect of our
study; the effects of epidemic spreading driven by border routing in a network of
networks. In this simulation, we consider two networks, BA, with N1 = N2 = 500
nodes, interconnected bylO links. Two interconnection strategies are examined;
Border Hubs (hub-to-hub) and Border Peripherals (peripheral-to-peripheral). We
study the effects of epidemic driven by border routing in interconnected networks.
When the epidemic occurs in subnet 1, who the epidemic spread to the interconnected
subnets 2. We used the SI model. Begining with an initial proportion of infected nodes

(Ip=50) in subnets A and any infection nodes in subnets 2.

In figure 7 we have plotted the evolution of the fraction of infected nodes (i) in the
two subnets under the Shortest Path (SP) routing strategy during the free-flow regime
(R=3), for varying values of B. Across all three panels, the infection propagates rapidly
to subnet 2 for both interconnection schemes (border hubs and border peripherals).
Notably, when comparing the two strategies, the epidemic spread in subnet 2 is
delayed for small  under the border-peripheral coupling, whereas for larger 8 values,

the infection dynamics become comparable for both coupling approaches.

13
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Figure 7. Proportion of infected nodes (i) over time in the free-flow phase, with an initial infection
proportion i0=0.1 under the SI model. Results are shown for: (a) Network 1, (b) Network 2 with
peripheral-to-peripheral border coupling, and (c) Network 2 with hub-to-hub border coupling
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Figure 8. Proportion of infected nodes (i) over time in congested phase, with an initial infection
proportion i0=0.1 under the SI model. Results are shown for: (a) Network 1, (b) Network 2 with
peripheral-to-peripheral border coupling, and (c) Network 2 with hub-to-hub border coupling

In the congested phase, Figure .8 illustrates the evolution of the fraction of infected
nodes i(t) in both subnets for varying values of the infection rate . The panels
correspond to the two interconnection schemes; border hubs (figure 8.B) and border
peripherals (figure 8.C), In contrast to the free-flow regime, the propagation dynamics
here are markedly slower, particularly in subnet 2. For small values of B, the infection
spreads very gradually with i(t) remaining below 0.2 throughout the simulation
period. This slow growth highlights the inhibiting effect of congestion on the network
ability to sustain efficient epidemic transmission. At higher values of B (f>0.05), the
infection still manages to propagate, but reaches saturation levels more slowly. This
indicates that even under congested conditions, a sufficiently virulent epidemic can
overcome the transmission limitations imposed by traffic saturation particularly
within subnet 1, which serves as the initial infection source.

An important distinction emerges between the two interconnection strategies. For
small B, the border-peripheral scheme results in a more pronounced delay in the
infection's arrival and growth within subnet 2, compared to the border-hub
configuration. However, as B increases, the infection dynamics under both coupling
strategies become increasingly similar.

In the congestion regime, limitations due to traffic overload not only affect routing
efficiency but also have a direct impact on epidemic dynamics by constraining the
effective contact rate between susceptible and infected nodes. This interplay
between network traffic conditions and disease spread emphasizes the critical role of
routing-induced congestion in shaping epidemic outcomes in interconnected
networks.

4. Conclusion

In summary, this paper explores the interplay between traffic dynamics and epidemic
spreading in interconnected networks. Introducing a novel border routing scheme
called Border Administrative Authority (BAA), the proposal relies on each node in
the network having exclusive access to information pertaining only to its respective
network. This stands in contrast to the global routing strategies of Unique
Administrative Authority (UAA) and Multi Administrative Authority (MAA), where
every node possesses information about the entire network. To assess transportation
capacity in interconnected networks, metrics such as the order parameter, average
traveling time, and average path length are employed. Importantly, our results extend

17
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to traffic-driven epidemic spreading, demonstrating that routing strategies and
interconnection structures significantly impact outbreak dynamics. In particular,
peripheral node coupling delays epidemic spread more effectively than hub-to-hub
connections, offering a promising approach for epidemic mitigation.
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